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Revisions

ACM Release Description

ACM 6.50.0 Re-trust SSL certificates after upgrading to ACM 6.50:

Re-trust Certificates on page 398
System Settings - External Domains list on page 399

Managing Collaborations on page 362

Performance improvements for large scale environments and other
enhancements and corrections:

Revisions

Adding Holidays on page 379
Adding a License on page 357

Step 2: Setting Up Communication to Offline Wi-Fi Locks on
page 277

System Settings - Certificates list on page 402
Supported Collaborations on page 369
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Introduction

This guide provides an overview of the Admin role as defined in the Avigilon Access Control Manager (ACM)
software. This guide is meant to be used and referred to by those assigned the role of an Admin within the
ACM software.

The Admin role oversees the ACM system. They are responsible for monitoring and maintaining the ACM
system. For more information, see Permissions and Rights on page 463.

Note: This guide does not define the role of an Admin on all sites. Please contact your System
Administrator for more details.

Logging In

You can log in to the ACM system from any web browser that has access to the same network.

1. Open your preferred browser.
2. Inthe address bar, enter the IP address of your ACM appliance.
3. Enteryour username in the Login field.

If enabled, enter also your remote login account in Remote Login. Enter the login name in this format:
username@domain.org.

4. Enter your password in the Password field.
5. Click the Sign in button.
If enabled, select the MFA device in Device. Enter the six-digit code generated by your authenticator

app and click v” Verify.
Note: The MFA Device fields do not apply to Remote Login accounts.

If prompted to change your password, enter the Old Password and new password in Password. Click
Save.

6. The application's Home page is displayed.

Note: If you are logging in to the ACM application for the first time, the default password for
the admin username must be changed. In addition, if you are performing a system upgrade,
the default password for the admin username must be changed if it was not changed
previously.

Tip: To change your password after initial installation, see Changing the Password in My
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Account on page 455 and Changing the Administrator Password on page 25. For information
about the Password Strength Enforced field, see Password Strength Enforced on page 397.

Managing Notes

Depending on your permissions, you can manage notes on certain lists of objects or individual objects, such
as doors, panels, and identities.

The Notes button displays the current number of notes for the list or object. If the notes belong to a list of
objects, these notes relate to the list itself and are not partitioned.

Where available, click the Notes button to view, add, or delete notes.

Managing Notes




Initial Setup
After installing your ACM appliance, complete the following recommended setup procedures:

Accepting the End User License Agreement

Before you can use the ACM system, you must accept the End User License Agreement.

1. Inthe top-right, select ﬁ > Appliance.

2. Inthe About tab, click View End User License Agreement Terms and Conditions.
3. Review the license agreement then select the checkbox.

4. Click Submit.

Now you can license and configure the ACM system.

Upgrading Your License Format

The ACM 6 license format is different from previous versions. If you upgraded from ACM 5.12.2 to ACM 6.0.0
or later, you will need to upgrade your license format in order to add new licenses. Do not add any new ACM
6 licenses until you have upgraded your old licenses.

Note: If your system is licensed for more than the maximum number of readers, you will not be
eligible for an upgrade license. You can continue using your existing system, or contact sales to add
more features.

If you do not upgrade your license format, you can continue to use your existing features. However, you will
not be able to license new features.

~

Important: If you use the replication and failover features of the ACM system and you choose to
upgrade the license format you must upgrade the license format on both the primary and standby
ACM appliances. Replication features, including failover, will not function if the license format is not
the same on both appliances. Complete the following steps on both appliances.

In the top-right, select lﬁ>Appliance.
2. Inthe About tab, click Download Upgrade File.
3. Email the .bin file to acm.license@avigilon.com. You will receive a response in 1-2 business days with

an Activation ID for each feature you have. You can continue to use the ACM appliance during this
time.

4. After you receive the Activation IDs, follow the procedure in Adding a License on page 357. You will
only need to enter one of the Activation IDs to automatically license the system for all features your
device is entitled to.

Initial Setup
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Adding a License

When you first install an ACM 6 system, you will need to license the system to use its features. Add additional
licenses to access new features as required.

If you do not already have a license, purchase one from Avigilon.

When adding your first license, you must complete the appliance information on the Appliance: Edit page. At
a minimum, ACM requires an Appliance Name and a Host Name to add a license. For information on

completing information about the appliance, see Editing Appliance Settings on page 326.

Online Licensing

If you have Internet access, use online activation. Otherwise, see Offline Licensing below.

1. Inthe top-right, select ﬁ> Appliance.
2. Inthe About tab, click Add License.
3. Inthe Add Licenses dialog, enter your Activation IDs.
¢ Click Add ID to add additional Activation IDs.
e Click Remove Last ID to clear the last Activation ID entered.
4. Click Activate Licenses.

Offline Licensing

Offline licensing involves transferring files between a computer running the ACM system and a computer with
Internet access.

In the ACM system:

In the top-right, select 'ﬁ>AppIiance.
In the About tab, click Add License.
In the Add Licenses dialog, select the Manual tab.

AW N

Enter your Activation IDs.
o Click Add ID to add additional Activation IDs.
e Click Remove Last ID to clear the last Activation ID entered.

5. Click Save File... and select where you want to save the . key file. You can rename the file as
required.

6. Copy the . key file to a computer with Internet access.
In a browser:

1. Go to activate.avigilon.com.
2. Click Choose File and select the . key file.
3. Click Upload.

Important: When reactivating a site cluster, upload all the deactivation . key files first and
then the single activation . key file at last.

Adding a License
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A capabilityResponse.bin file should download automatically. If not, allow the download to
occur when you are prompted.

4. Complete the product registration page to receive product updates from Avigilon.
5. Copy the .bin file to a computer running the ACC Client software.

In the ACM system:

1. Inthe Add Licenses dialog, click Choose File.
2. Selectthe .bin file and click Open.

3. Click Activate Licenses.

Changing the Administrator Password

After you log in to the ACM application, you can change the admin identity's password.

Click Identities and then Search.
On the Identities list, click A.
Select the Administrator, System identity.

AW N -

In the Account Information area, enter a new password in the Password and Confirm fields.
5. Click v

If you are currently logged in with the admin identity, you are automatically logged out. Log in again using
the new password, or use a different Super Admin identity.

Creating a Super Admin Identity

After you log in to the ACM system for the first time and set a new password, it is recommended that you
create a Super Admin identity for configuring the system. By creating a new Super Admin identity, you can
better protect the security of the system by not using the default admin identity, and having a backup identity
in case the default admin password is lost.

Click Ml Identities and then Add Identity.

Select an Identity Profile in the Identity Profile dialog box and click Continue.
In the Identity Information area, enter a Last Name and First Name.

In the Account Information area, enter a Login name for accessing the system.

o s> W N =

In the Password and Confirm fields, enter a password for the new identity. The password must be at
least four characters long.

6. Click ¢ and the Roles tab is automatically displayed.

7. Inthe Roles tab, select Super Admin from the Available list and click E] to assign the new identity
to the Super Admin role.

8. Click \f.

Only these settings are required to create a Super Admin identity. You can add and configure more details for
the account.

Changing the Administrator Password




Monitoring

The Monitoring screen gives you access to view all events and alarms in the system. It also allows you to view
and control connected hardware. An event occurs for changes in the software or hardware. For example,
when a user accesses a door. An alarm occurs when the system detects an unusual event. For example, a
forced door. Hardware can be controlled to grant or restrict access to an area. For example, a door can be
disabled to deny access to a hazardous area.

Note: If you do not have the correct delegations, you may not be able to access some of the
following pages. See your System Administrator for details.

Monitoring Events

Events are defined as any activity that is reported between the ACM appliance and the hardware it oversees.
An eventincludes all alarms, but not all events are alarms. Events can include changes in configuration, a
report on door access, adding a new badge holder to the system, and more. In other words, any transfer of
data within the system is an event.

To view the events:

1. Select & Monitor > Events.
2. Click any of the following buttons:

Note: Some of the buttons are disabled until you select an event that includes the relevant details.

+ Pause button — Pauses the flow of events that are displayed on the page.

The flow of events does not actually stop, the system simply pauses the display of live updates until
you click Resume.

 Resume button — Restarts the flow of events that are displayed on the page.
This button only appears when the flow of events is paused.

o Clear button — Temporarily clear all events from the screen. New events automatically begin to
populate the list. To restore the cleared events, refresh the page.

+ Live Video button — Displays live video that is associated with the selected event.
* Recorded Video button — Displays recorded video that is associated with the selected event.
+ Notes button — Enter a new note or displays any previously saved notes for the selected event.

« Instructions button — Displays any instructions that should be completed when the event occurs. The
instructions were added when the event was created.

o Identity button — Displays details about the person that triggered the selected event.
e History button — Displays a detailed history of this event.

» Save Settings button — Saves your current settings for this page. For example, the columns and order
for this page.
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¢ Select Columns button — Choose the information that you want displayed.

Check the box for each column that you want to see, and clear the box for each column that you want
hidden.

Click and drag the columns to move them into the order you want.
« Reconnect button — Reconnects to the appliance.

This button only appears if your browser has become disconnected from the appliance and an error is
displayed.

Pause/Resume Events

The display of live event updates can be paused. This allows you to view and investigate a specific event
without having to search for it. Once the event has been reviewed, the display of live event updates can be
resumed.

Follow the steps below to pause and resume events.

1. Click ™ Monitor to access the Monitor Events page. For more detail see Monitoring Events on the
previous page.
2. Click Pause to pause the flow of events that are displayed on the page.

The flow of events does not actually stop, the system simply pauses the display of live updates until
you click Resume (this button only appears when the flow of events is paused).

3. Click Resume to restart the flow of events that are displayed on the page.
The list of events will resume updating.

Clear Events

Follow the steps below to clear all displayed events.

1. Click & Monitor to access the Monitor Events page.
2. Click Clear to temporarily clear all events from the screen.
The list will be cleared. New events automatically begin to populate the list.

Note: This does not delete the events, it just removes the existing events from the view. To
restore the cleared events, refresh the page.

View Live Video

Live video that is associated with a selected event can be displayed from the Monitoring Events page. For
example, if an unusual event occurs, the live video can be viewed to observe the event and determine if any
actions need to be taken.

Follow the steps below to view live video.

1. Click & Monitor. The Monitor Events page displays (for more information, see Monitoring Events on
the previous page).
2. Select an event from the list.

Only events or alarms with an @ icon will have video.
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3. Click Live Video to display live video that is associated with the selected event. (This button only
displays if video is available for this event.)

The Monitor Screen - Live Video window displays. View the live video in this window.

If the window does not display any video in the image panel, you may need to change your browser
settings to allow the display of insecure or mixed content. For more information, see the Help files for
your browser.

View Recorded Video

Recorded video that is associated with a selected event can be displayed from the Monitoring Events page.
For example, if an unusual event occurred the previous day, the recorded video can be viewed to observe
event and determine if any actions need to be taken.

Follow the steps below to view live video.

1. Click & Monitor. The Monitor Events page displays (for more information, see Monitoring Events on
page 26).

2. Select an event from the list.

nly events or alarms with an = icon will have video.
Onl t | th @ IIh d

3. Click Recorded Video to display recorded video that is associated with the selected event. (This
button only displays if video is available for this event.)

The Monitor Screen - Recorded Video window displays. View the video in this window.

If the window does not display any video in the image panel, you may need to change your browser
settings to allow the display of insecure or mixed content. For more information, see the Help files for
your browser.

Create Event Notes

Notes can be added and viewed for all events that occur in the system. For example, if an observation is
made on an event, a note can be made for that event.

Follow the steps below to create event notes.

Click & Monitor to access the Monitor Events page.
2. Select the event that you want to create notes for.
3. Click Notes to create notes for the selected event.
The Monitor Screen - Notes Window will display.
4. Entertextinthe New Note field.

5. Click @ to save the new note.

The note will display in the list below the New Note section. The date, Operator and note will display
in this list.

6. Close the dialog box.

View Event Notes

Notes that are associated with an event can be displayed from the Monitor Events page. For example, if
another user created a note for an event, you can view the note to get more information about the event.

Follow the steps below to view event notes.

View Recorded Video




1. Click & Monitor to access the Monitor Events page (for more information, see Monitoring Events on

page 26).
i
2. Select the event that you want to view notes for. (Events with notes will display with in the lcon
column.)
1]
3. Click Notes to view notes for the selected event. (Alternatively clicking will do the same thing.)

The Monitor Screen - Notes Window will display. Existing notes will display as a list below the New
Note section. The date, Operator and note will display in this list.

View Event Instructions

Instructions can be viewed for a selected event. The instructions tell the operator what actions need to be
taken when the event occurs. For example, if a user is denied access to a certain area, the action may be to
review their identity, and determine if they have permission to access the area.

Follow the steps below to view event instructions. The instructions were added when the event was created.

1. Click & Monitor to access the Monitor Events page (for more information, see Monitoring Events on
page 26).

2. Select the event that you want to view instructions for. (Events with instructions will display with = in
the Icon column.)

3. Click Instructions to view instructions for the selected event.
The Monitor Screen - Instructions Window will display. View the instructions in the table that displays.
4. Close the window to return to the Monitor Events page.

View Event Identity Details
Follow the steps below to view event identity details.

1. Click & Monitor to access the Monitor Events page (for more information, see Monitoring Events on
page 26).

2. Select the event that you want to view identity details for.

3. Click Identity to view identity details for the selected event.
The Monitor Screen - Identity Window will display.

4. View the details (e.g. Last Name, First Name, Title, etc.).

5. Close the window to return to the Monitor Events page.

View Event History
Follow the steps below to view event history.

1. Click ™ Monitor to access the Monitor Events page (for more information, see Monitoring Events on
page 26).

2. Select the event that you want to view history for.

3. Click History to view history for the selected event.
The Monitor Screen - History Window will display.

4. View the history details.

5. Close the window to return to the Events list.

View Event Instructions




Change Events List Settings

Follow the steps below to change the settings of the events list.

1. Click & Monitor to access the Monitor Events page.
The list displays in date order, with the most recent events at the top of the list.
2. If you want to re-sort the order of the list:

e Click in the heading of the column to sort by (e.g. Priority). The list will sort in ascending order
based on that column (e.g. ascending order of priority).

« To change the sort order to descending, click the column heading again.

3. Ifyou wantto re-sort the order of the columns, click on the column you want to move then drag and
drop this to it's new location.

4. If you want to add or remove columns, click Select Columns and:
¢ Click beside the Column name of any columns to be added so that a check mark displays.

e Click beside the Column name of any column to be deleted so that a check mark no longer
displays.

5. Click Save Settings if you want to save the new settings.
A message box displays with the message ACM Notification. Successfully saved.'.

Reconnect to Events List

Follow the steps below to reconnect to the ACM appliance.

1. Click & Monitor to access the Monitor Events page (for more information, see Monitoring Events on
page 26).

If your browser loses connectivity with ACM appliance the Reconnect button displays.
2. Click Reconnect to reconnect.

Searching for Events and Alarms

The number of alarms and event transactions can total into the thousands depending on the level of activity
in your system. To find specific events, you can perform a search.

Searching for specific events allows you to easily find an event in the system. For example, searching for
events can be used in situations where more information is needed on an event thought to be unusual or
suspicious. Once an event has been found, information such as recorded video, or notes can be viewed.

1. Select & Monitor > Search.

2. Scroll to the bottom of the page and clickthe % icon.

Find

| Fanel Date V|| greater or equal V|| | 00

, Gearch % Reset o Save
-4 4 4 Pageof993?1 b Bl “Z  Displaying 1 to 50 of 4968545 items

Figure 1: Search options
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3. From the first drop down list, select the data type that you want to search. The options are:
« Panel Date
o Last Name
e Card Number
¢ Message
« Event Name
e Event Type
e Source

4. From the second drop down list, select the appropriate argument for your search. The available
arguments change depending on the selected data type. An argument may require you to make a
selection, specify a date, or enter some text.

6. If you want to narrow your search further, click o to add another search filter.

7. If you want to narrow your search, click o to add another search filter.

| Fanel Date V| | greater or equal V| | 08132013 00:00:00 09

| Ewvent Mame V|| in V| ] *~ 09
Backup failed

Backup started
Connection Loss W

8. Add as many search filters as you need to fulfill your search criteria.

9. When you have entered all your search criteria, click —* Search. The search results are listed in the
table above the search area.

10. Select any transaction from the search result and use the action buttons at the top of the page to see
the details of the event.

View Camera (Search)

Live video that is associated with a selected event can be displayed from the Monitoring Search page. For
example, if an event is found with live video associated with it, the operator can view the video and determine
if any action needs to be taken.

Follow the steps below to view live video from a camera from the Events Search (Transactions) page.

1. Click & Monitor > Search.

2. Select an event from the list.

Only events or alarms with an @ icon will have video. The icons are not displayed by default. For more
information, see Change Transactions List Settings on page 33.

3. Click Camera to display live video that is associated with the selected event.
4. View the live video in this window.

If the window does not display any video in the image panel, you may need to change your browser
settings to allow the display of insecure or mixed content. For more information, see the Help files for
your browser.

View Recorded Video (Search)

Recorded video that is associated with a searched event can be displayed from the Monitoring Search page.

View Camera (Search)




For example, if an unusual event is found in the search results, the recorded video can be viewed to observe
the event and determine if any actions need to be taken.

Follow the steps below to view live video from the Events Search (Transactions) page.

1. Click & Monitor > Search.

2. Select an event from the list.

Only events or alarms with an @ icon will have video. The icons are not displayed by default. For more
information, see Change Transactions List Settings on the next page.

3. Click Recorded Video to display recorded video that is associated with the selected event.

Note: An event with recorded video associated with it may display an error message if the
recorded video is no longer available on the video recorder.

4. View the video in this window.

If the window does not display any video in the image panel, you may need to change your browser
settings to allow the display of insecure or mixed content. For more information, see the Help files for
your browser.

Create Event Notes (Search)

Notes can be added and viewed for all events that occur in the system. For example, if an observation is
made on an event, a note can be created for that event.

Follow the steps below to create event notes from the Events Search (Transactions) page.

Click & Monitor > Search.
2. Select the event that you want to create notes for.
3. Click Notes to create notes for the selected event.
The Monitor Screen - Notes Window will display.
4. Entertextin the New Note field.

5. Click @ to save the new note.

The note will display in the list below the New Note section. The date, Operator and note will display
in this list.

6. Close the dialog box.

View Event Notes (Search)

Notes that are associated with an event can be displayed from the Monitor Search page. For example, if an
event is found with an associated note, you can view the note to get more information about the selected
event.

Follow the steps below to view event notes from the Events Search (Transactions) page.

Click & Monitor > Search.
2. Select the event that you want to view notes for.
3. Click Notes to view notes for the selected event.
The Monitor Screen - Notes Window will display. Existing notes will display as a list below the New

Create Event Notes (Search)




Note section. The date, Operator and note will display in this list.

View Event Instructions (Search)

Instructions can be viewed for a selected event. The instructions tell the operator what actions need to be
taken when the event occurs. For example, if a user is denied access to a certain area, the action may be to
review their identity, and determine if they have permission to access the area.

Follow the steps below to view event instructions from the Events Search (Transactions) page. The
instructions were added when the event was created.
Click & Monitor > Search.
2. Select the event that you want to view instructions for.
3. Click Instructions to view instructions for the selected event.
The Monitor Screen - Instructions Window will display.
4. Close the window to return to the Events Search (Transactions) page.

View Event Identity Details (Search)
Follow the steps below to view event identity details from the Events Search (Transactions) page.

Click & Monitor > Search.
2. Select the event that you want to view identity details for.
3. Click Identity to view identity details for the selected event.
The Monitor Screen - Identity Window will display.
4. View the details (e.g. Last Name, First Name, Title, etc.).
5. Close the window to return to the Events Search (Transactions) page.

View Event History (Search)
Follow the steps below to view event history from the Events Search (Transactions) page.

Click & Monitor > Search.
2. Select the event that you want to view history for.
3. Click History to view history for the selected event.
The Monitor Screen - History Window will display.
4. View the history details.
5. Close the window to return to the Events Search (Transactions) page.

Change Transactions List Settings

The events list shows a default set of fields for each event. You may want to add columns to this list.

For example, if you want to search this list to see if an event occurred on a door that has a camera associated

with it, add the icons column. This column displays a @ nextto any event from a door that has a camera
associated with it.

Follow the steps below to change the settings of the events list.

View Event Instructions (Search)




1. Click & Monitor > Search.
The list displays in date order, with the most recent events at the top of the list.
2. If you want to re-sort the order of the list:

¢ Click in the heading of the column to sort by (e.g. Priority). The list will sort in ascending order
based on that column (e.g. ascending order of priority).

e To change the sort order to descending, click the column heading again.

3. Ifyouwantto re-sort the order of the columns, click on the column you want to move then drag and
drop this to it's new location.

4. Ifyouwantto add a column, hover the mouse over any column heading and:
a. Click the down arrow that is displayed.
b. Click the checkbox for each column you want to add.
5. Click Save Settings if you want to save the new settings.
A message box displays with the message 'ACM Notification. Successfully saved.".

Monitoring Alarms

Alarms that occur in the system are listed in the Monitor Alarms page as they occur (accessed through
selecting & Monitor > Alarms).

An alarm occurs when the system senses an unusual event such as a forced or held door. Each alarm needs
to be reviewed and responded to. Information on the alarm can be viewed, along with any available video.
After an alarm has been acknowledged, it is moved to the list of acknowledged alarms. This list allows users
to view past alarms and clear them from the system.

To review and acknowledge alarms, select one or more alarms from the Unacknowledged Alarms list then
click one of the following buttons:

Note: Some of the buttons are disabled until you select an event that includes the relevant details.

+ Acknowledge — Click this button to acknowledge one or more selected alarms. The selected alarms
are moved to the Acknowledged Alarms list.

+ Acknowledge All — Click this button to acknowledge all alarms that are currently active and
unacknowledged.

o Live Video — Click this button to display live video associated with the selected alarm.
* Recorded Video — Click this button to display recorded video associated with the selected alarm.

+ Notes — Click this button to enter a new note or display any previously saved notes for the selected
event.

¢ Instructions — Click this button to display any instructions that should be completed when the alarm
occurs. The instructions were added when the event was created.

o Identity — Click this button to display details about the person that triggered the selected alarm.
o History — Click this button to display a detailed history of this alarm.
o Assign — Click this button to assign one or more selected alarms to a specific operator.

« Save Settings — Click this button to save your current settings for this page. For example, the columns
and order for this page.

Monitoring Alarms




¢ Sound Off — Click this button to mute any alarm sounds on the device used to monitor Alarms.
When sound is muted, the button changes to Sound On. Click this button to turn the sound back on.
¢ Select Columns — Click this button then choose the information that you want displayed.
Check the box for each column that you want to see, and clear the box for each column that you want
hidden.

After an alarm has been acknowledged, the alarm is added to the Acknowledged Alarms list. You can clear
the alarms from the list as needed.

Note: Some of the buttons are disabled until you select an event that includes the relevant details.

e Clear — Click this button to clear one or more acknowledged alarms from the list.
e Clear All — Click this button to clear all alarms from the Acknowledged Alarms list.
e Select Columns — Click this button then choose the information that you want displayed.

Check the box for each column that you want to see, and clear the box for each column that you want
hidden.

Acknowledge Alarms

When an alarm occurs in the system, an action must be taken. Once the alarm is resolved, it must be
acknowledged. This tells the other users of the system that the alarm has been dealt with and is not a
problem.

Follow the steps below to acknowledge alarms.

1. Click & Monitor > Alarms.
2. To acknowledge a single alarm:

e Select the alarm in the Unacknowledged Alarms list.

¢ Click Acknowledge. The alarm will move to the Acknowledged Alarms list.
3. To acknowledge multiple alarms:

e Select the first alarm in the Unacknowledged Alarms list.

o Ifthe alarms to be acknowledged are consecutive in the list, click on the first entry, then hold
SHIFT down and click on the last entry.

» Ifthe alarms to be acknowledged are not consecutive, click on the first entry, then hold CTRL
down and click on each entry.

¢ Click Acknowledge. The alarms will move to the Acknowledged Alarms list.

4. To acknowledge all alarms, click Acknowledge All. The alarms will move to the Acknowledged
Alarms list.

Assign Alarms

You can assign an alarm to an operator. After the alarm is assigned, you can see details about the alarm and
its assignment.

You can add the Assignee column to the current display using the Select columns drop-down on the Monitor
> Alarms page.

To assign one or more alarms:

Acknowledge Alarms




1. Click Monitor > Alarms. The Monitor Alarms page displays (for more information see Monitoring
Alarms on page 34).
2. Click on one or more alarms.

To select a series of alarms, click the first alarm then Shift + click the last alarm in the series. To select
non-contiguous alarms, Ctrl + click the alarms you want to select.

3. Click Assign.
4. Select an operator from the drop-down list.
5. Click Save.
You can see the list of alarm assignments. You can also change or remove the assignee as needed.

View Live Video (Alarms)

Live video that is associated with a selected alarm can be displayed from the Monitoring Alarms page. For
example, if an alarm occurs, the live video can be viewed to observe the alarm and determine if any actions
need to be taken.

Follow the steps below to view live video from the Monitor Alarms page.

1. Click & Monitor > Alarms. For more information see Monitoring Alarms on page 34.
2. Select an alarm from the list.

Only events or alarms with an @ icon will have video.

3. Click Live Video to display live video that is associated with the selected alarm. This button only
displays if video is available for this alarm.

The Monitor Screen - Live Video window displays. View the live video in this window.

If the window does not display any video in the image panel, you may need to change your browser
settings to allow the display of insecure or mixed content. For more information, see the Help files for
your browser.

View Recorded Video (Alarms)

Recorded video that is associated with a selected alarm can be displayed from the Monitoring Alarms page.
For example, if an alarm occurred the previous day, recorded video can be viewed to observe the alarm and
determine if any further actions need to be taken.

Follow the steps below to view recorded video from the Monitor Alarms list.

1. Click & Monitor > Alarms. The Monitor Alarms page displays (for more information see Monitoring
Alarms on page 34).

2. Select an event from the list.

Only events or alarms with an @ icon will have video.

3. Click Recorded Video to display live video that is associated with the selected event. (This button only
displays if video is available for this event.)

The Monitor Screen - Recorded Video window displays. View the video in this window.

If the window does not display any video in the image panel, you may need to change your browser
settings to allow the display of insecure or mixed content. For more information, see the Help files for
your browser.

Create Event Notes (Alarms)

Notes can be added and viewed for all alarms that occur in the system. For example, if an observation or
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action is made on an alarm, a note can be created to document the details.

Follow the steps below to create event notes from the Monitor Alarms page.
1. Click & Monitor > Alarms. The Monitor Alarms page displays. For more information see Monitoring
Alarms on page 34.
2. Select the event that you want to create notes for.
3. Click Notes to create notes for the selected event.
The Monitor Screen - Notes Window will display.
4. Entertextin the New Note field.

5. Click @ to save the new note.

The note will display in the list below the New Note section. The date, Operator and note will display
in this list.

6. Close the dialog box.

View Event Notes (Alarms)

Notes that are associated with an alarm can be displayed from the Monitor Alarms page. For example, if
another user created a note for an alarm, you can view the note to get more information about the alarm.

Follow the steps below to view event notes from the Monitor Alarms page.

1. Click & Monitor > Alarms. The Monitor Alarms page displays. For more information see Monitoring
Alarms on page 34.

i

2. Select the event that you want to view notes for. Events with notes will display with in the lcon
column.
L]
3. Click Notes to view notes for the selected event. Alternatively clicking will do the same thing.

The Monitor Screen - Notes Window will display. Existing notes will display as a list below the New
Note section. The date, Operator and note will display in this list.

4. Close the dialog box to return to the Monitor Alarms page.

View Event Instructions (Alarms)

Instructions can be viewed for a selected alarm. The instructions tell the operator what actions need to be
taken when the alarm occurs. For example, if an alarm occurred, the instruction could be to investigate the
alarm and write a note describing the situation.

Follow the steps below to view event instructions from the Monitor Alarms page. The instructions were added
when the event was created.

1. Click & Monitor > Alarms to access the Monitor Alarms page displays. For more information see
Monitoring Alarms on page 34.

2. Select the event that you want to view instructions for. (Events with instructions will display with = in
the lcon column.)

3. Click Instructions to view instructions for the selected event.
The Monitor Screen - Instructions Window will display. View the instructions in the table that displays.
4. Close the window to return to the Monitor Alarms page.

View Event Notes (Alarms)




View Event Identity Details (Alarms)

Follow the steps below to view event identity details from the Monitor Alarms page.

1.

4.
5.

Click & Monitor > Alarms. The Monitor Alarms page displays. For more information see Monitoring
Alarms on page 34.

Select the event that you want to view identity details for.

Click Identity to view identity details for the selected event.

The Monitor Screen - Identity Window will display.

View the details (e.g. Last Name, First Name, Title, etc.).

Close the window to return to the Monitor Alarms page.

View Event History (Alarms)

Follow the steps below to view event history from the Monitor Alarms page.

1.

4.
5.

Click & Monitor > Alarms to access the Monitor Alarms page. For more information see Monitoring
Alarms on page 34.

Select the event that you want to view history for.

Click History to view history for the selected event.

The Monitor Screen - History Window will display.

View the history details.

Close the window to return to the Monitor Alarms page.

Change Alarms List Settings

Follow the steps below to change the settings of the alarms lists on the Monitor Alarms page.

1.

Click & Monitor > Alarms to access the Monitor Alarms page. For more information see Monitoring
Alarms on page 34.

The list displays in date order, with the most recent events at the top of the list.
If you want to re-sort the order of the list:

e Click in the heading of the column to sort by (e.g. Priority). The list will sort in ascending order
based on that column (e.g. ascending order of priority).

¢ To change the sort order to descending, click the column heading again.

If you want to re-sort the order of the columns, click on the column you want to move then drag and
drop this to it's new location.

If you want to add or remove columns, click Select Columns and do the following:
e Click beside the Column name of any columns to be added so that a check mark displays.

o Click beside the Column name of any column to be deleted so that a check mark no longer
displays.

If you want to change the sound settings:
o Ifthe sound is on, click Sound Off to turn the sound off.
o Ifthe sound is off, click Sound On to turn the sound on.
Click Save Settings if you want to save the new settings.
A message box displays with the message 'ACM Notification. Successfully saved.'
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Note: To reset default settings, select-l. > Clear Custom Layouts. This resets all customized lists

to their default setting.

Turning Sound On/Off

You will be notified of an alarm if you are not watching the Alarms page. This is a useful way for operators to
keep track of incoming alarms. The alarm sound is defined by the event.

To turn the sound off:

e Onthe Alarms page, click the Sound Off button.
The sound is muted and the Sound On button appears.

To turn the sound on:

e On the Alarms page, click the Sound On button.
The sound is audible and the Sound Off button appears.

Using the Verification page

When you click i Monitor > Verification, the Verification page is displayed.

This page allows a qualified operator to review information, including photos, about card holders entering or
exiting specific doors.

The page is divided into two halves - the top Doors section and the bottom Events section.
* Atthe top of the page are four door panes that allow you to select and monitor four doors at a time.
After you select a door to a pane, you can monitor live event transactions as they occur at that door.
« Underneath the door panes is a list of live door transactions displayed like the Events page.

Not all door events will display in this list. Only events in the priority number range 300 to 700 display.
A full listing of all events is available on the Monitor Events page.

Verifying ldentities at Doors

Select & Monitor > Verification to open the Verification page to verify and confirm the identity of any person
who passes through the selected doors:
1. From one of the Doors drop down lists, select a door.

2. To select another door, repeat previous step in the other panes. The drop down list automatically
updates to filter out the doors that have already been selected.

When a person attempts to pass through one of the monitored doors using a card, the person's
identity information is displayed:

Turning Sound On/Off




Doors| E1502DOOR v |

Taylor, Michael
892737154 / 11482
Local Grant
01/09/2018 17:05:03

If the person:
e Has a valid identity, the information includes the name and internal token number.

e Has a photo stored in the Identity record, it is displayed. If the person does not pass through the
door, of the time and date of entry.

¢ Is authorized to pass through the door the time and date of entry is displayed, unless they do
not actually pass through the door ("not used" is displayed instead).

e Is not authorized to pass through the door, an "Unauthorized" message is displayed.
e Presents an invalid identity, an "Invalid" message is displayed.

At the bottom of the screen are all of the detailed events generated at the doors, including those of
any not associated with identities.

Verification Events List
Follow the steps below to add doors to monitor on the Verification page.

1. Click & Monitor > Verification. The Verification page displays. For more information see Using the
Verification page on the previous page.

This page has two sections - doors and an events list. For more information on the doors display see
Verifying Identities at Doors on the previous page. The events list displays in date order, with the most
recent events at the top of the list.

Note: Not all door events will display in this list. Only events in the priority number range 300
to 700 display. A full listing of all events is available on the Monitor Events page.

2. If youwantto clear a single event from the list, select the event and click Clear. To clear all events,
click Clear all.

3. If you want to re-sort the order of the list:

o Click in the heading of the column to sort by (e.g. Priority). The list will sort in ascending order
based on that column (e.g. ascending order of priority).

e To change the sort order to descending, click the column heading again.

4. If you want to re-sort the order of the columns, click on the column you want to move then drag and
drop this to it's new location.
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5. Ifyou want to add or remove columns, click Select Columns and:
e Click beside the Column name of any columns to be added so that a check mark displays.

o Click beside the Column name of any column to be deleted so that a check mark no longer
displays.

6. Click Save Settings if you want to save the new settings.
A message box displays with the message 'ACM Notification. Successfully saved.'.

Note: Saving the settings only saves the column configuration. The doors selected for
verification will need to be selected each time you return to the page.

Note: To reset default settings, select.l. > Clear Custom Layouts. This resets all customized lists

to their default setting.

Using the Dashboard

The Dashboard provides a real-time status summary of the hardware components that are connected to the
ACM system. The hardware categories are panels, subpanels, doors, inputs, outputs and ACM appliances.

Select & Monitor > Dashboard for a top-level view of the Dashboard where you can drill down for details.
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Area

Description

1 Dashboard Sidebar
2 Dashboard

3 Panels

4 Subpanels

5 Inputs

6 Outputs

7 Doors

8 Appliances

9 Areas

Using the Dashboard

Navigation menu for the m Dashboard, l= Panels table,
Subpanels table, () Inputs table, (1) Outputs table, ] Doors table,

9 Areas table, and 4 Power Supplies table ( if a LifeSafety power
supply is connected).

From the Panels table, you can access a list of subpanels in the
Subpanels table. From the Subpanels table, you can access a list of
inputs and outputs in the Inputs and Outputs tables.

From the Inputs and Outputs tables, you can directly access the list of
inputs and outputs.

From the Doors table, you can control individual doors, investigate doors
with active faults, and see more information about the state of individual
doors.

From the Areas table, you can view the details, including current
identities, for each area.

Displays a summary of hardware faults or unexpected input and output
state changes as they occur. As the status of hardware components
changes, the status indicators on the Dashboard change color. For more
information, see Status Colors on the next page-

The total number of connected hardware components (installed and
uninstalled) is displayed above a real-time fault or status list. For panels,
subpanels, inputs and doors, the number of installed components in
each fault state is displayed. If no faults occur, their status is green. For
outputs, the numbers indicate the number of installed outputs in each
state. When no components are displayed in a state, the status is either
greenor 0.

Displays a summary of the fault state of the installed panels. Click the
number next to the fault to drill down to the details of the fault in the
Panels table, which is filtered to display only the panels with that fault.

Displays a summary of the fault state of the installed subpanels. Click the
number next to the fault to drill down to the details of the fault in the
Subpanels table, which is filtered to display only subpanels with that fault.

Displays the total number of inputs in each state. Click the number next
to the state to drill down to the Inputs table, which is filtered to display
only inputs with that state.

Displays the total number outputs in each state. Click the number next to
the state to drill down to the Outputs table, which is filtered to display
only inputs with that state.

Displays the summary of the fault state of the installed doors. Click the
number next to the fault to drill down to the Doors table, which is filtered
to display only alarms with that fault.

When no issues occur in the ACM appliance items, their status is green.
Hover the mouse over each status indicator to see more details. For
example, "RAM free 45%" displays for the RAM status.

Indicates the number of defined areas.




Status Colors

Status colors identify the health of the different devices in the system. The status colors represent the
following states:

Color Status Description
. Normal Online and working properly.
Inactive Input or output is in its normal state.
Trouble Indeterminate or offline status of inputs, outputs, panels or subpanels, and the

ACM appliance. Inputs or outputs may be operating in a wiring fault state.

o Alarm Alarm condition. An ACM operator should investigate the problem and resolve the
issue.
Active Input or output circuit is no longer in its normal state.
[ ] Masked Input is currently masked. Its actual state is not displayed. Masked inputs are

intended to change as part of normal operations, so that they are not constantly
being reported.

Appliance Transactions Indicators

The status colors represent the following appliance states:

Color Status Description

(] Normal The appliance transactions stored in the system are less than 85% of the
maximum stored transactions threshold.

Trouble The appliance transactions stored in the system are between 85% - 95% of the
maximum stored transactions threshold.

o Alarm The appliance transactions stored in the system are over 95% of the maximum
stored transactions threshold.

Tip: When the transactions are close to exceeding the maximum stored transactions threshold, do
the following:

e Schedule backups of the transactions before their deletion.

* Increase the Max Stored Transactions setting.

e Adjust the Max Days Stored setting, according to your corporate IT policy.

Device Status

Panels, Subpanels, Inputs, Outputs and Doors only.
To see the legend for device status:

¢ Click Legend to see the list of statuses and the related icons. For other input statuses which appear in
the legend, see Status Colors above.
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Note: Not all statuses apply to devices. For example, only normal, uninstalled, communication and
battery statuses apply to Control locks.

Icon Status Description
@ Normal The panel, subpanel or door is operating normally.
Uninstalled The panel, subpanel, input, output or door is not installed.

= Cl € Py ®

- @

Q

Communication

Unlocked

Held

Power

Battery

Tamper

Forced

Synchronization

Synchronization

Security Status

Communication between the panel, subpanel or door, and the ACM
system is enabled.

The door is unlocked and is not secure.

The door is being held open.

The panel or subpanel power input circuit is open.

The battery input circuit is open or is running low.

The tamper input circuit is open.

The door was forced open without a grant operation.

Synchronization between the door and the ACM system is pending.

Synchronization between the door and the ACM system is out of sync.

ASSA ABLOY IP door. The out of sync door requires operator intervention
to reload or reset the lock. For more information, refer to ASSA ABLOY
documentation.

SALTO online door. Wait for the update.

SALTO standalone door. Requires operator intervention. Use the portal
programming device (PPD) to update the door mode. For more
information, refer to SALTO systems documentation.

To see the legend for device status:

¢ Click Legend to see the list of statuses and the related icons.

Security Status




Icon Status Description

@ TLS Required The panel is configured to use Transport Layer Security (TLS) protocol to
secure communication with the ACM appliance.
@ TLS & Certificate The panel is configured to use TLS protocol and a certificate to secure
Required communication with the ACM appliance.

Installing, Uninstalling and Deleting Panels and Subpanels

Click ' at the end of a row in the Panels table or Subpanels table to:

+ View — Displays the Panel: Status or Subpanel: Status table.

¢ Install — Enables communications between the ACM system and the panel or subpanel.

¢ Uninstall — Disables communications between the ACM system and the panel or subpanel.
o Delete — Removes the connection between the ACM system and the panel or subpanel.

Viewing, Masking and Unmasking Inputs

Panels, Subpanels and Inputs only.

® Click ~ atthe end of a row in the Inputs table to:
o View — Displays the Input: Edit page.
©o Mask — Masks the selected input.
© Unmask — Unmasks a previously masked input.

Viewing, Activating and Deactivating Outputs
Panels, Subpanels and Outputs only.
1. Click the name of the panel and subpanel to display the Outputs table.
Or click (¥) Outputs on the Dashboard home page.
2. Click -~ atthe end of a row in the Outputs table to:
o View — View the Output: Edit page.
¢ On — Power the output. If the output is a door, it activates the circuit.

o Off — Turn off the power to the output. If the output is a door, it deactivates the circuit.
¢ Pulse — Alternately activate and deactivate the output. The pulse interval is determined by the

output’s settings.
Searching Panel, Subpanel, Input and Door Names

Panels, Subpanels, Inputs and Doors only.

1. Use any (or all) of the following to define your search:

e Enter your search term in the Search... field. Use any series of letters and numbers to search for
the panels you want to see.

Installing, Uninstalling and Deleting Panels and Subpanels




o |f known, select the Device Status.
« If known, select the Appliance the panel is connected to.
o If known, select the Group the panelis included in.

2. Click OK. The list s filtered to show the results of your search.

Saving Door Filters

Many facilities require the control and monitoring of dozens, even hundreds, of doors simultaneously. This
can result in a crowded listing page. You can search for specific doors to narrow the list of doors, filter the
columns for specific values, and create and save custom filters. You can then sort the results using any one
column.
1. Click Advanced Filters in the upper-right corner.
2. Selectfilters:
e Alarms — Includes the alarms from the list of alarms.
¢ Masked — Includes the masks from the list of masks.
¢ Normal — Includes all properly functioning doors.
¢ Door Mode — Includes the list of door modes.
To unselect all selected filters, click Unselect All.
3. To save the selected filters, select Remember Filters.
4. Click OK.

Controlling Doors

While you are monitoring the system, you may need to override the default door settings to allow a visitor
access to an area, or unlock a door in an emergency situation. From a Doors listing page in [l Physical

Access or & Monitor > Dashboard, use the Door Action, Door Mode, Forced, Held, and Installed drop-down
menus to control doors.

Doors can also be controlled from & Monitor > Maps. For more information, see Using a Map on page 432.

Note: Only the Installed options are available for virtual doors installed for use with ACM Verify
readers.

1. Select the checkbox for each the door you want to control.
Or click All at the top of the left column to select all doors or None to deselect all doors.
2. For one or more doors, select a Door Action if required:

Note: The door actions below are not applicable for Schlage offline Wi-Fi doors or SALTO
standalone doors. Only Grant is applicable for Schlage Control™ locks. Only Unlock and
Locked No Access are applicable for Von Duprin remote undogging (RU) devices. Locked No
Access and Disable are not applicable for ASSA ABLOY battery-powered and external-
powered doors.

Saving Door Filters




« Grant — Momentarily grants access to the door to permit a single-time entry.
¢ Restore — Restores the Door Mode to its default configuration or Custom Mode.

Schlage locks with activated lock functions only. Restoring a door that has an activated Lock
Function (Classroom, Office, Privacy, or Apartment) removes the Lock Function and resets the
door mode to its default configuration.

For ASSA ABLOY IP doors only. Restoring a door results in the door going offline temporarily in
the ACM system.

¢ Unlock — Unlocks the door. The door remains unlocked until the Locked No Access command
is issued or until an operator override or scheduled action is initiated.

o Locked No Access — Locks the door. The door remains locked until the Restore command is
initiated or until an operator override or scheduled action is initiated.

o Disable — Disables the door. The door stops operating and allows no access to anyone.

¢ Lock (ASSA ABLOY Only) — For ASSA ABLOY IP doors only. Locks the door. The door remains
locked until a scheduled action is initiated.

3. Select any of the following Door Mode options to change the door mode.
For more information, see Door Modes on page 203.
4. Select either of the following Forced options if required:

 Mask Forced — Masks the Forced Door Alarm for the door. The status color changes to blue
and is no longer included in any alarm subtotal.

e Unmask Forced — Unmasks the Forced Door Alarm for the door.
5. Select either of the following Held options if required:

o Mask Held — Masks the Door Held Open Alarm for the door.

¢ Unmask Held — Unmasks the Door Held Open Alarm for the door.
6. Select either of the following Installed options if required:

¢ Install — Installs a door. Enables communication between the door and the ACM system.

e Uninstall — Uninstalls a door. Disables communication between the door and the ACM system.
7. Select Delete — Removes the connection between the door and the ACM system.

Accessing Web Interface of Power Panels

When LifeSafety power panels are installed in your ACM system, you can access the web interface of the
panel to view the panel's current status or its event log, and edit its configuration.

o Click the name of the LifeSafety power panel to display the panel details.

The 'f (installed) or &S (uninstalled) status of the panel is read-only and cannot be changed.
e Click a command:

o Status — Displays the current status of the LifeSafety panel.

o Log — Displays the log of events and alarms recorded by the LifeSafety panel.

o Edit — Displays the browser page for the remotely connected panel. Edit the configuration as
required.

Using Map Templates

Click & Monitor > Maps to display all the maps that have been added to the system.

Accessing Web Interface of Power Panels




Using a Map

Access a map of your site, facility or floor plan from the I Monitor page to do any of the following:

Monitor the status of doors, panels, subpanels, inputs and outputs that are installed. For example, a
mustering station on the third floor of a building.

* Setthe door mode and door commands on the map.

Note: Unlike the L ] Physical Access > Doors or W Monitor > Dashboard page which displays

all modes and commands regardless of door type, the ™ Monitor > Maps page displays only
the modes and commands that are supported by your door or device.

o Keep track of identities as they arrive at muster stations from the Mustering dashboard.
Viewing a Map
To access and monitor your site from a map:

1. Select & Monitor > Maps.

2. Inthe Map Templates list, click Show next to the name of a map.

Some of the displayed elements may not appear in your map or the example below.
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Note: Fields in this list are dependent on the door or device. Some commands or fields are
not supported for all doors or devices.
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Field Icon Field Icon

Doors 0 Cameras °

Panels 0 Zoom In @

Supbpanels Zoom Out e

Inputs @ Global Actions o

Outputs @ Dashboard Elements Square, circle, or text object

Hardware Status

The following indicators are displayed on the map as events occur:

Icon Status Description

I Green bar The hardware is operating normally.

-_ Red square The hardware is in an alarm state. The counter in the
square shows the number of unacknowledged
events.

B s o Solid blue disk An active override is in effect on the door.

Hollow blue disk An inactive override is defined.

[— Red bounding box around The door is in Priority Mode.

the status bar

Map Actions

The actions you can complete on a map are determined by the permissions of your assigned roles.
To... Do this...
Review The colored bar below each item displays an overview of the current

hardware status  communication and power status.
¢ Click the icon on the map to display the control menu.

For more information about the colored hardware status bar, see the specific
hardware status page. For more information about the status colors, see Status
Colors on page 43.

Hardware Status




To...

Do this...

Map Actions

Review an alarm

Modify or delete
an override

Respondto a
priority situation

Control a door

If you see a red alarm indicator, the item on the map is in an alarm state.
o Click the alarm indicator to see the status details.

For more information about alarm actions, see Monitoring Alarms on page 34.

If you see solid blue disk indicator, an active override is in effect on the door. If
you see a hollow blue disk indicator, an inactive override is defined.

o Click the indicator to open the Doors: Overrides page to see details.

If you see a red bounding box around the status indicator, the door is in Priority
Mode.

~

Important: A door is in Priority Mode when a priority situation has been
declared at your site. All doors affected by the situation are placed into
Priority Mode and only the Priority ACM Operator, responsible for
dealing with priority situations can interact with the door.

.

Click 0 on the map to display the control menu for the selected door.

Note: Fields in this list are dependent on the door or device. Some
commands or fields are not supported for all doors or devices.

Use the menu options to set the Door Mode. For more information, see Door
Modes on page 203.
Use the following menu options to mask or unmask alarms:

o Mask Held — Mask the Door Held Open Alarm.

¢ Unmask Held — Unmask the Door Held Open Alarm.

¢ Mask Forced — Mask the Door Forced Open Alarm.

¢ Unmask Forced — Unmask the Door Forced Open Alarm.

To view live video, recorded video, notes, instructions, identities, and history
click Trace to display the event transactions for the door.

To hide the control menu, click the icon again.




To...

Do this...

Map Actions

Control a panel
or subpanel

Control an input

Control an
output

Display video

Open a linked
map

Click O or O on the map to display the panel control menu, and then for the
panel or subpanel use these options:

¢ Panels

o Download Params — Download the latest system configurations
to the panel.

© Tokens — Download the tokens to the panel.

o Reset/Download — Reset and download the current system
configuration to the panel.

o APB Reset — Resets all panel and area counts to zero.
o Clock — Re-sync the panel time.
o Trace — Display the event transactions for the panel.

Note: This is the only option supported for ASSA ABLOY
IP panels.

e Subpanels
° Trace — Display the event transactions for the subpanel.

Viewing live video, recorded video, notes, instructions, identities, and history can
be performed on the event transactions.

To hide the control menu, click the icon again.

Click the @ on the map to display the input control menu for the input.
Use these options to mask or unmask the input:

¢ Mask — Mask the input.

¢ Unmask — Unmask the input.
To hide the control menu, click the icon again.

Click the e on the map to display the output control menu for the output.
Use these options to initiate output actions:

¢ On — Activate the output.

o Off — Deactivate the output.

¢ Pulse — Pulse the output.
To hide the control menu, click the icon again.

Click the on the map to display the window.
o P play Camera Video

Click G to display a linked map, or e to display a linked map.




To... Do this...

Monitor the If there is a Mustering dashboard configured on the map, it may appear as a line
dashboard of text or as a shape with text inside.
The dashboard displays the number of identities in the area and may include the
name of the area. In Using a Map on page 48, the dashboard is the gray square.
Click the dashboard to see a list of all the identities that are in the area. Click

outside the pop-up dialog to hide the identities list. Click the First Name or Last
Name to view the identity.

Adding Maps

Follow the steps below to add maps.

1.

> w N

Click & Monitor > Maps. The Map Templates (Monitor) list displays.

Click § Add Map Template.

Enter a name for the map in the Name field.

Do one of the following:
e To upload the image file for the map, click Choose File and then click Open.
e To notuse a background, select Blank Canvas.

Click v Save.

Monitoring Bosch Intrusion Panels

The following procedures relate to monitoring Bosch intrusion panels.

Monitor Bosch Intrusion Panel Status

The intrusion panel status displays the current status of all connected intrusion panels. For example, if the
power and communications of the intrusion panel is normal, the Online status will be displayed and a
message will appear when you hover over the power and communications icons.

To monitor intrusion panel status:

1.
2.

Select & Monitor > Bosch Intrusion Status.
View the list that displays.
The following statuses display for panels:
¢ Communications
« Battery
¢ Power
e Tamper
e Phone Line
The following statuses apply to all of the above:

. Online
. Alarm

Adding Maps




Trouble

Note: To view more detail on the status, hover over the status icon to view a pop-up message
(e.g. hovering over an Alarm status indicator in the Comm column might return the message
'Not connected, verify configured IP and port').

3. Ifyou want to narrow the list that displays use the filter function. Enter a panel name to filter the list
results by panel. Type in the name (or part of the name) of the panel and the list will update as you

type.

4. If you want to sort the list, click * to sort in ascending order, or T to sort in descending order in each
column.

Monitoring Areas in Bosch Intrusion Systems
Note: If-&l- displays on the Areas tab, it indicates at least one of the areas is in alarm.

Viewing Areas

To monitor the areas of all connected intrusion panels and send commands to them:

1. Select & Monitor > Bosch Intrusion Status.
2. Click the Areas tab.
A status is displayed for each area.

. Armed

. Ready to Arm

. Not Ready to Arm
Partial Arm

Trouble

. Alarm

Note: To view more detail on the status, hover your mouse over the status icon to view a
tooltip. For example, hovering over an Armed status indicator displays 'All On Instant Arm'.

3. Tofind an area quickly, do any of the following:
e Type the area name in the Filter box.
e Select a status in Status.
e Click the column heading to sort the lists.

Monitoring Areas in Bosch Intrusion Systems




Arming Areas

1. Select the areas to be armed.
2. Click Primary and select the arming option.
« Instant Arm - Arm all points for the selected areas instantly.
o Delay Arm - Arm all points for the selected areas with an entry/exit delay.

e Force Instant Arm - Arm all points for the selected areas instantly, regardless of their current
state.

o Force Delay Arm - Arm all points for the selected areas with an entry/exit delay, regardless of
their current state.

Arming Perimeter Areas

1. Selectthe areas to be armed.
2. Click Perimeter and select the arming option.
¢ Instant Arm
e Delay Arm
¢ Force Instant Arm
e Force Delay Arm

Disarming Areas

1. Select the areas to be disarmed.
2. Click Disarm.

Silencing Keypad Alarms

1. Selectthe areas that are in alarm.
2. Click Silence.

Clearing Alarms

1. Select the areas that are in alarm.
2. Click Clear Alarms.

Resetting Sensors

1. Select the areas.
2. Click Reset Sensors.
The reset time is 5 seconds. During the reset time, alarms from the points associated with the selected

areas will be ignored.
Monitor Bosch Intrusion Panel Points

The intrusion panel points displays the current status of all connected points. For example, if a point has been
bypassed, the bypassed status will display and a message will appear when you hover over the status icon.

To monitor intrusion panel point status:

Arming Areas




Select & Monitor > Bosch Intrusion Status.

2. Click the Points tab.

3. View the list that displays. A status is displayed for each point.
The following statuses apply to all of the above:

. Normal
. Faulted
. Bypassed

Trouble

Note: To view more detail on the status, hover over the status icon to view a pop-up message
(e.g. hovering over an Bypassed status indicator might return the messages such as 'Open’,
'Missing' or 'Normal').

4. Ifyou want to narrow the list that displays, either:

o Use the filter function. Enter a point name to filter the list results by point. Type in the name (or
part of the name) of the point, area, or panel and the list will update as you type.

« Select a single status (e.g. Faulted) to view.

5. If you want to sort the list, click * to sort in ascending order, or ¥ tosortin descending order in each
column.

6. If you wantto bypass or unbypass a point:
e Select the point (or points) in the list, and
e Click either the Bypass or Unbypass button.

Note: Some points in the system may not be bypassed due to configuration settings. Trying to
bypass these points will result in no state change.

Monitor Bosch Intrusion Panel Outputs

The Bosch intrusion panel outputs display the current status of all connected outputs. For example, if a output
is active, the Active status will display and a message will appear when you hover over the status icon.

To monitor intrusion panel outputs status:

1. Select & Monitor > Bosch Intrusion Status.
2. Click the Outputs tab.
3. View the list that displays. A status is displayed for each output - the available statuses are:

. Inactive
. Active

Trouble

Monitor Bosch Intrusion Panel Outputs




4. Ifyou want to narrow the list that displays, either:

o Use the filter function. Enter an output name to filter the list results by output. Type in the name
(or part of the name) of the output, or panel and the list will update as you type.

o Select a single status (e.g. Active) to view.

5. If you want to sort the list, click * to sort in ascending order, or ¥ tosortin descending order in each
column.

6. If you want to activate or deactivate an output:
e Select the outputs in the list, and
o Click either the Activate or Deactivate button.

Monitoring and Controlling DMP Intrusion Systems

Select & Monitor > DMP Intrusion Status to monitor the status of all connected DMP intrusion panels, areas,
zones and outputs, and send commands to them.

Viewing Panels, Areas, Zones and Outputs

Note: & is displayed when at least one of the objects in the tab is in Critical or Unknown condition.

Monitoring and Controlling DMP Intrusion Systems




* Type the name of the panel, area, zone or output in the filter box ( Y) in their respective tabs.
o Click to enter a checkmark to filter items by the following statuses.
Normal Online and working.
Examples: Area is armed. Zone is in the expected state.
Warning Warning condition.
Examples: Area is disarmed. Zone is bypassed.
® critical Critical condition.

Examples: Area is armed with alarm. Zone is in not in the expected state or
in alarm state.

Unknown Unknown condition.

« Panels tab only. View the connection status.

Encryption Fails Encrypted connection or remote key failed.
For more information about the panel setting, see Panel Encryption on
page 426.

Incompatible DMP firmware version is not supported.

For more information, see Prerequisites on page 425.
Offline Panel is not connected.

Online Panel is online.

Tip: Hover your mouse over the status box to view a tooltip.

e Click the column heading to sort the lists.

Silencing Keypad Alarms on Panels

1. Click the Panels tab.
2. Select one or more panels.

To select all items, click the first column heading.
3. Click Silence Alarm.

Resetting Sensors on Panels

1. Click the Panels tab.
2. Select one or more panels.

To select all items, click the first column heading.
3. Click Reset Sensors.

Silencing Keypad Alarms on Panels




Arming or Disarming Areas

1. Click the Areas tab.
2. Toarman area:
a. Select one or more areas in Disarmed status.
To select all items, click the first column heading.

b. In Bad Zone Action, select the action for a zone in an area that might not be in the expected
condition at the time of arming.

« Bypass: All bad zones are bypassed.
¢ Force: All bad zones are force armed.
* Refuse: No zones are armed until the zone is restored.
c. Click Arm.
The area is Armed.
3. Todisarm an area:
a. Select one or more areas in Armed status.
To select all items, click the first column heading.
b. Click Disarm.
The area is Disarmed.

Bypassing Zones and Resetting Bypassed Zones

1. Click the Zones tab.
2. To bypass a zone:
a. Select one or more zones in Open alarm status.
To select all items, click the first column heading.
b. Click Bypass.
3. Toresetabypassed zone, click Reset Bypassed.
The zones in the area are Armed.

Activating and Deactivating Outputs

1. Click the Outputs tab.
2. To activate an output:
a. Select one or more outputs in Off (unpowered) status.
To select all items, click the first column heading.
b. In Activate, choose:

o Steady: Turns on and remains 'on' until the area is disarmed, an output cutoff expires, or
the output is reset.

¢ Momentary: Turns on only once for one second.
¢ Pulse: Alternates one second 'on' and one second 'off.

o Temporal Code: For the duration of the bell cutoff time, repeats half second 'on' and half
second 'off' (three times) followed by 2.5 seconds 'off.'

c. The outputis On (powered).
3. To deactivate an output:

Arming or Disarming Areas




a. Select one or more outputs in Pulse (intermittently on and off) or On status.
To select all items, click the first column heading.

b. Click Deactivate.
The output is Off (unpowered) status.

Activating and Deactivating Outputs




ldentities

The Identities screen gives you access to all tokens and operators of the system. An identity is added to the
system when a new user needs access to the site. For example, when a person is hired. Access to a site may
be physical access to an area or access to the ACM system to manage the site.

Physical access to the site allows a user to access areas and doors. Access to the ACM system allows users
to manage the site, such as adding users or monitoring events.

For a user to have access to the system or physical access to the site, they must have an identity.
o Ifthe user requires access to the system, they are issued a login and password. This allows the user to

access areas of the system. The areas of the system the user has access to depends on their role.

o Ifa userrequires physical access to the site, they are issued a token. The token gives the user physical
access to the site. This allows the user to access areas on the site. The areas the user has access to
depends on their role in the system.

Note: If you do not have the correct delegations, you may not be able to access some of the
following pages. See your System Administrator for details.

Setting Up Multi-Factor Authentication

For extra security, you can enable multi-factor authentication (MFA) and have your identity information be
authenticated with the assistance of a third-party app when logging in to the ACM system. You enter your
password first and then the code generated on your device for two-step identity verification.

Tip: Use a standard Time-based One-Time Password (TOTP) compatible app.

Add Your MFA Devices

Add one or more MFA devices that can generate a temporary passcode for two-step identity authentication
at time of login. You can add up to five devices.

Contact your ACM administrator for permission to manage MFA devices. For more information, see
Permissions and Rights for MFA on page 487.

Add MFA Device

Note: Before you start, ensure a TOTP app is installed and configured on your desktop or mobile
device.

Identities




Goto 1 > My Account.
2. Onthe Profile tab, click Add New Device next to MFA Device.

Note: Enabling the MFA for an identity will prevent the identity from using the ACM Expedite
Mobile App, Avigilon Control Center (ACC) and ACM unification solution, and ACM REST API
applications.

3. Enteryour current password in Password.
4. Click Next. A QR code is generated.
5. Follow the instructions to set up the app and scan the QR code using your mobile device.

If your mobile device cannot scan or you are using a desktop app, click Can't scan? to display the
contents of the QR code. Go to your app and type the code.

6. In Name your device, enter a name and click Next.
7. Enter the six-digit code generated by the app and click «P Verify. The device is added.

Next, see Logging In on page 21.

Note: If your password is reset by the ACM administrator or another operator, all your MFA devices
will be deleted.

Delete MFA Device

1. Click ™ nextto MFA Device.
2. Click OK.

Disable MFA

Go to [l Identities > Identities.

On the Identity tab, remove the checkmark in the Multi-Factor Authentication field.
Click OK.

Click & Save. The field becomes read-only.

A WN -

Note: Disabling the field will remove the user's MFA devices.

Delete MFA Device




Configuring HID Mobile Access® Credentials

Before you can issue HID Origo tokens, you must configure HID Origo. For more information, see:

e Prerequisites below
e Step 1: Connecting to the HID Origo External System below

e Step 2: Enrolling Identities and Issuing Tokens on the next page

Prerequisites

You need access to HID Origo configuration information in the HID Origo Management Portal.

Create an HID Origo account, log in and go to Organization Administration.
2. Add a System Account and enable Mobile Identities to communicate with ACM.

3. Select the Password credential type and enter a password. (Only password credentials are supported
by ACM. PKI credentials are not supported.)

For more information, refer to HID mobile access documentation.

Step 1: Connecting to the HID Origo External System

Note: Before you begin, obtain the Organization ID and user account information from the HID Origo
Management Portal.

Important: Connecting more than one ACM system to the same HID Origo account is not
recommended.

To connect to HID Origo in ACM:

Configuring HID Mobile Access® Credentials




1. Selectﬂ > External Systems.
2. Click the HID Origo tab.

3. Enter:

Appliance The name of the ACM appliance.

Authentication Portal |The URL of the HID authentication portal.

Management Portal The URL of the HID management portal.

Customer ID The Organization ID.

User Name The Client ID of the system account.

Password The password for the system account.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access
to the item, select one or more partitions. To allow all operators access to
the item, do not select a partition.

Installed Enables communication between the ACM appliance and HID Origo after

saving.

4. Click the Create button.

After the connection is saved, see Step 2: Enrolling Identities and Issuing Tokens below.

Step 2: Enrolling Identities and Issuing Tokens

Note: Before you begin, configure the Enroll Settings section in the HID Origo Management Portal.

To enroll an identity and issue an HID Origo token:

1. Select Ml Identities > Identities and click Search to select an identity already created.
If you need to add an identity, see Adding an Identity on page 65.

If you need to add a role, see Adding an Access Group on page 105 and Assigning an Access Group
to a Role on page 107.

2. Click the Tokens tab and enter:
Token Type HID Origo
Mobile ID Type The mobile ID to be issued to the registered device.

For other field descriptions, see Token Fields on page 76.

3. Click w Enroll. An invitation is sent to the email address of the identity.

Instruct the identity to follow the steps in the email, including clicking an app store link to install the
HID Mobile Access app and then clicking the invitation code link to enroll.

5. After the identity accepts the invitation, the HID Origo token will be available in their mobile app.
Issuing a Token to an Enrolled Identity on a Registered Mobile Device

If you need to issue to an identity an additional credential with a different mobile ID, you can issue another
token:

Step 2: Enrolling Identities and Issuing Tokens




1. Click i Add Token on the Tokens tab and enter:

Token Type HID Origo
Mobile ID Type The HID mobile card that is not already issued to the device.

Click ¢ Issue Token.
3. Select the mobile device in the Device Selector.

4. Click Submit. The token is displayed in the list of tokens in the ACM application. Another token is
displayed in the HID Mobile Access app.

Registering a New Mobile Device for an Enrolled Identity

If an identity has swapped devices or if an invitation has expired, you can send another invitation:

1. Click ¢ Send Invitation on the Tokens tab.

2. Instruct the identity to follow the steps in the email, including clicking an app store link to install the
HID Mobile Access app and then clicking the invitation code link to enroll.

Searching for HID Origo Tokens
To search for HID Origo tokens that were issued, or are being issued, to identities:

1. Select Ml Identities > Identities.
2. Use Identity Search to find an identity.

e In Search Field, select HID Origo Token Status.

o In Search Value, select Issued or Issuing. To search for both statuses, leave blank.
3. Click Search.

Searching for an Identity

Use Identity Search to find an identity.

1. Fill out the following fields:
o Last Name field.
o (Optional) First Name and/ or Internal Number fields.
¢ (Optional) Group field.
Blank entries will return all identities.

Note: /dentities using SALTO devices only. First Name and Last Name are required. /dentities
using HID Origo tokens only. First Name, Last Name, and Email Address are required to enroll
the identity in HID Origo. Identities using DMP intrusion panels. Identities are defined by their
DMP user name, ID and DMP panel name.

2. Add other search criteria.
a. Search Field drop down list.
b. Search Value field.
c. Click Add Criteria to add another search field and value.

Registering a New Mobile Device for an Enrolled Identity




To clear all fields, click Clear Search.
To remove a search row, click Remove.
3. Totheright of the Search button, select either:
« And to find all identities that fit all entered criteria.
¢ Or to find identities that fit one or more of the entered criteria.
4. Click Search.
The page displays your search results.

Adding an Identity

A person with an identity record in ACM can be issued a badge to enter the physical site. A user of the ACM
software can be issued a login and password.

To add a new identity:
1. Select [ijg Identities.

2. Click 4 Add Identity.

If Identity Profiles are configured, select the profile for the identity and click OK. The Identity Add page
appears with the details of the identity profile. Otherwise, click Cancel.

Identity Profile b3

dentity Profile: | Marketing Department v |

| Ik | Cancel

b

3. Fill out the Last Name field and the required details.

Note: Additional fields can be added using the User Forms or User Lists feature. Identities
using SALTO devices only. First Name and Last Name are required. Identities using HID Origo
tokens only. First Name, Last Name, and Email Address are required to enroll the identity in
HID Origo.

4. Click ¢ Save.

5. Assign roles to the identity as required on the Roles tab and click ¢
To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click E]

Adding an Identity




Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

6. Enter the token details as required on the Tokens tab.

By default the Download checkbox is selected, which downloads the token to the connected panels
and associated doors. Identities using SALTO devices only. Click the Download button, which
downloads the token to the SALTO server and door. Identities using ASSA ABLOY IP devices only.
Click the Download button, which downloads the token to the DSR and door.

When you are finished, click ¢

7. Optional: Add notes about the identity and review previous notes, if any.

8. Add more details about the identity on the following tabs:
* Roles: Assigns a role to this identity.
+ Tokens : Creates a token for the identity.
e Groups: Assigns the identity to a group.
o Capture: Takes a photo of the user.
* Photos: Uploads an existing photo of the user.
« Badge: Assigns a badge to the user.
o Timed Access: Assigns timed access to the user.
e Access: View the identity's access privileges including roles, access groups and doors.
« Transactions: View transactional data associated with the identity.
o Audit: View a log of all the changes that have been made to this identity.

The default Enrollment Operator role does not have access to this tab. Contact your System
Administrator for more details.

Note: The labels of the built-in tabs, such as Identity and Tokens, may be renamed by your
System Administrator. A custom form or User Defined Tabs with User Defined Fields may be
added at the end of the list.

Assigning Roles to Identities

A role defines what a user has access to. For identities to have access to the system or physical access to the
site, they must be assigned a role. Each role contains access groups and/or delegations. Access groups allow
a user to have physical access to the site. Delegations allow a user to have access to the system. The user
will be assigned a role depending on their position in the organization.

To assign roles to an identity:

Click [l 1dentities.
2. From the Identities Search page, perform a search for an identity.
For more information, see Searching for an Identity on page 64.
3. Click on the name of the identity you want to edit.
4. Select the Roles tab.

Assigning Roles to Identities




5. From the Available list, select all the roles that you want to assign to the user, then click E
The role is added to the Members list to show that it is now assigned.

To remove a role from the user, select the role from the Members list, then click E]

Note: You can select multiple items by using the Ctrl or Shift key.

6. Click "4 Save.

Assigning Tokens to Identities

Tokens are used to authenticate individuals and allow or deny them physical access to your site. Tokens are
assigned to personnel identity records along with access cards, biometric data such as fingerprints, or
connected devices such as smartphones with apps that can be presented for authentication at readers.

To further restrict access, identities can be assigned to specific roles within your site.

To create tokens and assign them to an identity:

1. Select [Ml Identities > Identities.
2. Search for an identity.
For more information, see Searching for an Identity on page 64.
3. Click the name of the identity you want to edit.
4. Selectthe Tokens tab.
5. If only one token has been defined, the Token: Edit page appears.
If more than one token has been defined, the Tokens list appears. Click Add Token.
6. Enterthe details as required.

Note: If you are assigning HID Origo tokens, see Configuring HID Mobile Access® Credentials
on page 62.

Click ¢ and then .5 to return to the identity search.
8. Click Download to download the token to the connected panels and associated doors.
9. To assign this token to a badge, select the Badge tab.
From the Badge Token drop down list, select the internal number you want to assign to the badge.

10. Click V?.

Assigning Groups to Identities

Groups are used to group physical and/or system components. Groups are assigned to identities primarily for
batch updates. For example, if all the badges are close to expiry and they are assigned to the same group,
the expiration date can be extended through a batch job.
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To assign groups to an identity:

Click [l Identities.
2. From the Identities Search page, perform a search for an identity.
For more information, see Searching for an Identity on page 64.
3. Click on the name of the identity you want to edit.
4. Selectthe Groups tab.

5. From the Available list, select all the groups that you want to add the user to, then click E]
The group is added to the Members list to show that the user is now a member.

To remove a user from a group, select the group from the Members list, then click E

Note: You can select multiple terms by using the Ctrl or Shift key.

6. Click J Save.

Deleting a Token

To delete a token:

1. Onthe Tokens tab of an identity, click == Delete.
2. Click OK.

Capturing and Uploading Photos of an Identity

Capture or upload photos of a person from the Photos tab on a person's Identity page. Then you can select a
photo from this page to appear on that person's Identity page or printed on an access badge.

Captured photo: A photograph taken by a badge camera connected to your computer and to the ACM
system, and saved in the ACM system. Captured photos are in JPG format.

Uploaded photo: A graphics file in JPG, PNG, or GIF format that you upload from any location your computer
can access and save in the ACM system. Typically, you would upload a JPG file for access badges.

Note: The Microsoft Edge web browser supports only the uploading of JPG files. Do not attempt to
upload any other file format if you are using the ACM client in the Microsoft Edge web browser.
Using photos taken directly from a mobile phone is supported.

Photos saved in the ACM system can be cropped, resized, and rotated to meet the standardized
requirements of the badge templates defined in your system.

You can use two types of cameras as a badge camera to capture a photo:
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¢ Local Camera — Any camera connected directly to your computer or built into your computer or
monitor.

+ |P-based camera — Any IP-based camera previously connected to your network and added to your
ACM system.
Before you can:

« Use a camera to capture photos, you must specify the badge camera you want to use in your user
profile. For more information, see External Systems - Defining the Badge Camera for the System on
page 414.

e Generate and print a badge, at least one badge template must be defined in your system.
After a photo has been added to the Photos tab of an identity, you can edit the photo to suit the requirements

of your badge templates. Then you can create a badge with that photo. For more information, see Creating
Badges for Identities on page 72.

Capturing a photo

1. There are two ways to access the Capture page:

From the Identities Search page, click ﬁ from the Image Capture column.

« From the Identities Search page, click on the name of an identity, select the Photos tab, then
click Capture a Photo.

2. Ifyou are using:

a. Alocal camera that you have not used before, this page will not appear unless you allow your
web browser to access your camera. The first time you access the Capture page, you are
prompted to allow your browser to access your local camera. Click Allow.

b. AnIP-based camera and the camera requires authentication, this page will not appear until you
have entered your login credentials.

Enter a user name and password, then click OK.
The Capture page appears, with the live preview from the camera showing on the right.
3. Click Capture.
The page refreshes to show the captured photo on the left and the live preview on the right.

A cropping overlay is imposed over the photo, The aspect ratio of the overlay is determined by the
values set on the System Settings page for Badge Template Photo Height and Badge Template
Photo Width.

Capturing and Uploading Photos of an Identity




Identities Profiles

Identity

Identity: Taylor, Michael

Captured Image Preview

Capture

o Save Q:S Cancel Changes

4. Click:

¢ ¢Save to save the photo that part of the image highlighted in the cropping overlay is saved.
Cropping the photo using this aspect ratio ensures that the photo will fit exactly into the photo
area on the badge without any distortion.

= Save and Edit to save the photo and open the photo editing tool, or ¢Save to add the
photo directly to the Photos tab.

5. On the Photos tab, select the Primary checkbox if you want this photo to appear on this person's
Identity page and access badge.

6. Click "4 Save.

Uploading a photo
1. From the Identities Search page, click on the name of an identity, select the Photos tab, then click
Upload a Photo.
The screen expands to include more fields.
2. Click Choose File and navigate the directory to find the photo you want to upload.
Click Open to select the photo. You can upload files in JPG, PNG, or GIF format.

3. Onthe Photos tab, click the Primary checkbox if you want this photo to appear on this person's
Identity page and access badge. If no primary photo is selected, the first photo on the list is used.

4. Click "4 Save.

Editing a photo

You can edit a captured photo when you first save it by clicking % Save and Edit. You can edit any saved
photo by clicking on its filename link or thumbnail photo on the Photos tab.

The photo is displayed with a brighter cropping overlay imposed over it. The overlay is preset to the Badge
Photo aspect ratio. This ratio is determined by the values set on the System Settings page for Badge
Template Photo Height and Badge Template Photo Width. Cropping the photo using this aspect ratio
ensures that the photo will fit exactly into the photo area on the badge without any distortion.

Use the mouse in combination with the control buttons under the photo to crop, resize, rotate and flip the
photo. You cannot edit the actual photo, or change its resolution by zooming in and out. The dimensions
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shown in the Crop Box options are read-only and cannot be entered directly, but are dynamically updated as
you manipulate the cropping overlay with the mouse.

Photo Edit

==l
® Badge Photo © 16:9 © 43 © 111 © 2:3 O Free
Crop Box Height[223 |px Width 471 |px

¢ Save 2,3 Cancel Changes

1. Adjust the overlay.
« Toreposition the overlay over the photo:
a. Click inside the cropping overlay.
b. Dragthe mouse to move the overlay.
e Toresize the overlay

a. Click on the bounding frame. The mouse cursor will change to indicate the direction the
overlay can be resized.

b. Resize the overlay. The selected aspect ratio (usually the Badge Photo aspect ratio) is
retained.

e To change to a different aspect ratio:
Click to select the required aspect ratio.
e Toresize the overlay freely:
a. Click Free.

b. Click on the bounding frame. The mouse cursor will change to indicate the direction the
overlay will be resized.

c. Dragthe mouse to resize the overlay. The overlay will be resized only in the direction of
the cursor.

o Torotate the overlay:

a. Click outside the current overlay.

b. Dragthe mouse to draw a new overlay.
« Toreplace the overlay:

a. Click outside the current overlay.

b. Dragthe mouse to draw a new overlay.
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2. Adjust the photo.
e To enlarge or reduce the photo:
Use the + and - magnifier control buttons to adjust the photo size in stepped increments.
o To reposition the photo:

Use the up, down, left and right control buttons to adjust the photo position in stepped
increments.

e To rotate the photo:
a. Use the counterclockwise circular arrow to rotate the photo to the left by 90°.
b. Use the clockwise circular arrow to rotate the photo to the right by 90°.
e Toflip the photo:
a. Use the horizontal double-ended control button to flip the photo left to right.
b. Use the vertical double-ended control button to flip the photo top to bottom.
e Toresetthe photo:

Use the reset control button to cancel your changes and revert the photo to its previously
saved version.

3. Save the photo:

Click ¢ Save.

The Photos tab is displayed with the saved photo.
When you save the photo, that part of the image highlighted in the cropping overlay is saved.

Note: The saved photo replaces the original photo. The original photo cannot be restored.

Specifying the Primary photo

If you have several photos saved on the Photos tab, the first photo is used on that person's Identity page and
is selected by default for the access badge. To use another photo instead, select the Primary checkbox of
the photo you want.

Deleting a photo

To delete a photo from the Photos tab:
1. Click ®.

2. Click 4 Save.

Creating Badges for Identities

Badges are identification cards that are used to verify a user's identity or association to an organization.
Badges may also be used as access cards if they are printed directly on the person's RFID badge.

Note: Before you can print a badge, you must connect a badge printer to the network and configure
it. For instructions on how to configure your badge printer, refer to the printer's user guide.

To create a badge for a user:

Creating Badges for Identities




Click Ml 1dentities.

From the Identities list, click on the name of the identity you want to edit.
Select the Badge tab.

From the Badge Photo drop down list, select a photo for this badge.
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Only the photos that have been previously uploaded or captured for this identity appear in this list.
5. From the Badge Token drop down list, select the token you want to associate with this badge.
Only the tokens that have been previously defined for this user appear in this list.

6. From the Badge Template drop down list, select the badge template that you want to use for this
badge.

Only the badge templates that have been previously defined appear in this list.

Click ¢ Save.

To print the badge, click Create Badge.
The badge appears in a preview window.
9. Click Print.

Note: When printing the badge, ensure that the Header and Footer settings are turned off or set to
blank.

Timed Access

Timed access allows you to schedule access to a specific set of doors or access groups for one badge-holder
identity. It is useful for providing temporary restricted access to your site for visitors, contractors, temporary
employees, and so on.

Use timed access:

e By door to provide short-term restricted access to your site for visitors, contractors, temporary
employees, and so on; for example, to allow a contractor to access only the doors needed to access
the work site. Each timed access applied to a door adds a new access level to the panel attached to
the door, and panels are restricted to a maximum of 254 access level entries. There is a risk that
overuse of this feature without deleting entries can cause the number of access levels on a heavily
used door, such as a front door, to exceed this maximum.

e By access group to provide groups of badge-holders access to specific areas for restricted times; for
example to access canteen areas during meal hours, or parking garages during the working day. The
risk of access levels accumulating is much reduced by using access groups.

Note: All timed access deletions must be done manually. There is no automatic clean-up of timed
access entries.

To find a timed access entry for an identity:

Timed Access




1. Click (M Identities.

2. Search for the identity. For more detail refer to Searching for an Identity on page 64.
3. Click on the name of the identity. The Identity: Edit page displays.

4. Click on the Timed Access tab.

To add a new timed access entry for an identity:

1. Find the timed access entry for the identity.
2. Click on the Timed Access tab.

3. Complete the fields on the tab. Refer to the guidelines above to select the appropriate timed access
type.
4. Click Add.

The new timed access entry is added to the timed access list. If the timeframe for an entry is currently
active it will display in green. Timeframes for timed access are not checked against schedules. If a
timed access entry is displayed in green but is not working, check any related schedules.

Note: You cannot edit a timed access entry. To change the details of an entry, delete the timed
access entry and add a new one.

To delete a timed access entry for an identity:

. Find the timed access entry for the identity.
2. Click on the Timed Access tab.
3. View the timed access list.

Click x to delete the related timed access entry.
Click OK when the message 'Are you sure you want to delete <name>' displays.

The message 'Successfully deleted the timed access entry <name>' displays.

Note: All deletions must be done manually. There is no automatic clean-up of timed access entries.

Adding Timed Access to an Identity

To add a new timed access entry for an identity:

Click [l Identities.

Search for the identity. For more information, see Searching for an Identity on page 64.

—_

Click the name of the identity.
Click the Timed Access tab.
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5. Complete the following fields:
¢ Name
o Type
e Appliance
o Available/Members
o Start Day/Time
e End Day/Time
e Schedule (if doors are selected as the Type)

6. Click Add.

The new timed access entry displays in the timed access list. If the timeframe for an entry is currently

active it will display in green. Timeframes for timed access are not checked against schedules. If a
timed access entry is displayed in green but is not working, check any related schedules.
Editing Timed Access

There is no functionality to edit a timed access entry. If you want to change the details of an entry, then:

¢ Delete the timed access entry. For more detail, refer to Deleting Timed Access below.

e Add a new timed access entry. For more detail, refer to Adding Timed Access to an Identity on the
previous page.
Deleting Timed Access

To delete a timed access entry:

Click (M Identities.

Search for the identity. For more detail refer to Searching for an Identity on page 64.

—_

Click on the name of the identity.
Click on the Timed Access tab.
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View the timed access list.

o

Click x to delete the related timed access entry.
Click OK when the message 'Are you want to delete <name>' displays.

The message 'Successfully deleted the timed access entry <name>' displays.

Note: All deletions must be done manually. There is no automatic clean-up of timed access entries.

Editing an Identity

An identity must be edited when user information changes. For example if a user changes roles, their identity
would need to reflect this. If the role is not updated, the user would not be able to access areas required for
their new role.

To edit an existing identity:
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Click tM Identities.
Search on the |dentity Search screen, then click on the identity you want to edit.
Optional: Add notes about the identity and review previous notes, if any.
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Navigate through the tabbed pages and make the required changes.
o lIdentity: The identity details.
¢ Roles: Assigns a role to this identity.
o Tokens : Creates a token for the identity.
¢ Groups: Assigns the identity to a group.
o Capture: Takes a photo of the user.
« Photos: Uploads an existing photo of the user.
+ Badge: Assigns a badge to the user.
o Timed Access: Assigns timed access to the user.
e Access: View the identity's access privileges including roles, access groups and doors.
« Transactions: View transactional data associated with the identity.
« Audit: View a log of all the changes that have been made to this identity.

The default Enrollment Operator role does not have access to this tab. Contact your System
Administrator for more details.

Note: The labels of the built-in tabs, such as Identity and Tokens, may be renamed by your
System Administrator. A custom form or User Defined Tabs with User Defined Fields may be
added at the end of the list.

Note: Remember to click VP to save the changes on each page.

Token Fields

Add or edit a token for an identity on the Token tab in [l identities:

Token Type Displays only for ViRDI, PIV and PIV-l, SALTO, and HID Origo tokens:

o Default: For all other types of tokens.

o VIRDI Biometrics: Only if VIRDI system settings have been applied.

e PIV or PIV-I: Only if pivCLASS system settings have been applied. See
Appendix: pivCLASS Configuration on page 503.

e SALTO

o HID Origo

Token Fields




Mobile Application Type

Mobile ID Type

Mobile Phone Number

User ID

Embossed Number

Internal Number

CHUID
PIN

Token Fields

Displays only for SALTO tokens.
Default is None.

Justln Mobile refers to the SALTO JustIN Mobile application that is installed on
the mobile phone of the identity.

Note: When issuing mobile keys, the encoder requires access to the
internet.

Displays only for HID Origo tokens.
The mobile ID to be issued to the registered device.

Displays only for SALTO tokens.
The mobile phone number in international format (plus sign and no spaces).
+ country code, area code, phone number

Example: +12345678910

Note: The mobile app must be installed on the mobile phone of this
phone number.

Displays for ViRDI Biometrics only; read-only field. The ID number for the token
assigned from the range configured when the ViRDI external system was
configured.

The number to be printed on a badge.
Only required for physical access cards.

Does not display for ViRDI Biometrics and SALTO tokens.

The internal number that is assigned automatically to the token. This value is
downloaded to panels to enable the token's access permissions.

Note: Duplicate numbers are not allowed in the ACM system. Ensure
the configuration of mobile IDs in HID Origo prevents duplicate
credential numbers.

Does not display for SALTO tokens.
See Appendix: pivCLASS Configuration on page 503.

When a PIN is required, the PIN number that the user will be required to enter at
a keypad card reader.

Does not display for ViRDI Biometrics tokens.




Token Status

Issue Level

Last Area

APB Exempt

Trace

Download

Never Expire
Extended Door Times

Office

Token Fields

The status of the token may be set manually and then updated by the system as
follows:

o Active: The Not Yet Active token is set to Active when the current date is
past the Activate Date.

o Expired: The Active token is set to Expired when the current date is past
the Deactivate Date.

o Inactive: The Active token is set manually to Inactive without further
update.

* Not Yet Active: The token is not active yet.
A number from O to 999999999, representing the issue level of the token.

Example: If a 3-digit length was configured on the Card Format: Edit page, you
can enter 123 for the issue level of the card.

For more information, see Issue Level Numbering for Reusing a Card Number on
page 307.
The last area the token gained access to.

Does not display for SALTO tokens.
A checkbox to exempt this token from anti-passback.

For more information, see Anti-Passback Modes on page 205.

Does not display for SALTO tokens.

A checkbox to enable the trace feature for the token. This will generate a trace
event each time the token is used to gain access. The event can then be sent to
monitoring, reported separately, and used in global I/O configurations.

Does not display for SALTO tokens.

A checkbox to allow the token to be downloaded to connected panels. Default is
enabled.

SALTO tokens. Click the Download button, which downloads the token to the
SALTO server and door.

The token never expires.

A checkbox to give the token extended access time.

Once enabled, the door remains unlocked for a longer period of time than the
standard access time to accommodate users that may require more time to enter
a door.

Standard and extended access times are specified on the Door Edit page.
Displays for SALTO tokens only.

A checkbox to enable the token to activate Office mode for a door that is
configured for Office mode, which allows the cardholder to leave the lock open.

To use this mode, the cardholder presents the key to the door while pressing
down the inner handle and repeats the procedure to undo the mode.




Set Lockdown

Override Privacy

Override Lockdown

Audit Openings

Enable Revalidation

Pin exempt

Use/ Lose exempt

Create Time Stamp
Issue Date
Activate Date

Deactivate Date

Last Door
Last Used
1 free pass

Token Fields

Displays for SALTO tokens only.

SALTO standalone doors only. A checkbox to enable lockdown mode for a door
that has a lock that can support manual lockdown. For more information about
lockdown in the SALTO system, refer to SALTO systems documentation.

To use this mode, the cardholder presents the key to the door's inside reader
and repeats the procedure to undo the mode.

Displays for SALTO tokens only.

A checkbox to allow the cardholder to access a door locked from the inside at
any time.

Displays for SALTO tokens only.

A checkbox to allow the person to access a door closed from the inside during
lockdown state.

Displays for SALTO tokens only.
SALTO standalone doors only. A checkbox to audit the use of keys in
standalone doors. Audits automatically occur in online doors.

Displays for SALTO tokens only.

A checkbox to specify a period for revalidating a key before it becomes invalid.
To make the token valid again, the cardholder can present the token to the
online wall reader at any time.

For example, a key requires revalidation every seven days, if the update period
is setto 7 days. If the key is used on the third day, the update period is reset. If
the key is not used for over seven days, the key becomes invalid.

A checkbox to exempt the token from PIN entry at a keypad card reader.
Does not display for SALTO tokens.

Not supported for ASSA ABLOY IP doors.

A checkbox to prevent this token from expiring if you know the identity will
return after an extended period of inactivity.

Does not display for SALTO tokens.

When a token was issued to the mobile device of the identity.

The date the token was issued. Click the field to use the calendar.

The activation date for the token. Click the field to use the calendar.
The deactivation date for the token. Click the field to use the calendar.

In ACM 6.18 and later releases, there is no deactivate date for the token that has
Never Expire enabled.

The last door the token was used to gain access.
The last time the token was used to gain access.

Displays when editing ViRDI Biometrics tokens only. From the drop-down list,
select a door.

Click 1 free pass to allow the user to enter the door without generating an APB
error.




¢ Enroll Displays only for HID Origo tokens.

Sends an invitation email with app download instructions and invitation code in
order that the identity can redeem the issued token.

Note: First Name, Last Name, and Email Address are required to enroll
the identity in HID Origo.

«P Issue Token Displays only for HID Origo tokens. Only applicable after the identity is enrolled.

Issues a mobile ID to the selected device.

VP Send Invitation Displays only for HID Origo tokens.

Registers a new mobile device.

Note: After the invitation is accepted, issue a token to this device.

# Add Token Add another token.

Displays only for ViRDI Biometrics tokens. It is active when the Biometric

«P Save and Enroll Enroliment (BE) Manager is running.

Click the button to save your changes, and open the BE Manager to enroll and
register the fingerprint for the identity.

Note: The button is grayed out when the connection to the BE Manager
is no longer active:

L4

When the connection to the BE Manager is re-established, the button is
enabled automatically. A manual reload of the page is not needed.

(If your ACM client is running in a Chrome or Firefox web browser, and
the BE Manager is running although this button is grayed out, you can
initiate a connection by opening the URL https://avobiometric.loc:9875/
in your web browser.)

v,’-‘ Click this button to save your changes.
Save

oy Click this button to discard your changes.
< cancel Changes

Token Fields




== Delete Click this button to delete the token.

Note: The button is grayed out for ViRDI Biometrics tokens when the
connection to the BE Manager is no longer active.

=

When the connection to the BE Manager is re-established, the button is
enabled automatically. A manual reload of the page is not needed.

Token Fields




Managing Roles

The Roles feature allows you to define the access control permissions and application permissions that are
available in the system. After roles are defined they can be assigned to identities, depending on the type of
access control or application functions they are permitted to have.

When you select Roles, the following options are displayed:

 Roles — Displays the Roles list, the starting page for this feature.

» Policies — Displays the Policies list.

e Groups — Displays the Groups list.

o Access Groups — Displays the Access Groups list.

+ Delegations — Displays the Delegations list.

o Partitions — Displays the Partitions list.

¢ Routing Groups — Displays the Routing Groups list.

« Elevator Access Levels — Displays the Elevator Access Levels list.

Configuring Roles

A role is a container for all the permissions an ACM operator needs in the ACM system to perform a specific
function in the organization. Each role can include access groups, delegations, routing groups, and role-
assignment privileges.

e An access group contains all the doors and elevator access levels that a badge holder needs to
access.

o A delegation is a list of permissions for the functionality within the ACM system that allows an ACM
operator to configure settings and monitor events.

e Arouting group allows an ACM operator to monitor specific event types and hardware components.
« Within the role, you can also specify which roles an operator can assign to other people.

After you have defined access groups, delegations, routing groups, and role-assignment privileges, you can
assign them to the appropriate roles, and then assign the roles to identities in the system.

Adding a Role

A Role defines a set of permissions in the ACM application that allow users to perform specific functions.

Note: Define your required access groups, delegations, and routing groups before you configure
roles.

To add a new role:

Managing Roles




1. Select L' Roles > Roles.

2. Click % Add Role and enter a name for the new role.

Or, click -;Q to create a copy of an existing role.

Note: A copy of a child role includes the link to the parent role. A copy of a parent role does
not include any of the child roles.

3. Complete the remainder of the page with the required details.

4. Click ¢ Save.

The Role Edit screen is displayed.

Select the Access Groups tab to assign access groups to the role.
Select the Delegate tab to assign delegations to the role.

Select the Routing tab to assign routing groups to the role.
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Select the Asgn Roles tab to specify role-assignment privileges. Operators with this role can only
assign the specified roles in this list to other people in the system.

9. Select the Access tab to view access groups, doors, and identities associated with this role.
10. Select the Audit tab to view a log of all the changes that have been made to this role.

1. Click ¢ Save.
Editing a Role

To edit an existing role:

1. Click & Roles.
2. Fromthe Roles list, click on the role you want to edit.
3. Navigate through the tabbed pages and edit the details as required. The tabbed pages include:
¢ Role Edit: use this page to edit general settings for the role.
e Access Groups: use this page to assign access groups to the role.
« Delegate: use this page to assign delegations to the role.
« Routing: use this page to assign routing groups to the role.

« Asgn Roles: use this page to specify role-assignment privileges. Operators with this role can
only assign the specified roles in this list to other people in the system.

e Access: use this page to view access groups, doors, and identities associated with this role.
¢ Audit: use this page to view a log of all the changes that have been made to this role.

Note: Remember to click v) to save the changes on each page.

Assigning an Access Group to a Role

You must assign an access group to a role to make it effective.
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1. Select & Roles > Roles.
2. Select the Access Groups tab.
3. Select the access groups that you want to add to the role.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click .

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

4. Click J Save.

All the people with the role now have the access permissions defined by the access group.

Assigning Delegations to a Role
To assign delegations to a role:

From the & Roles drop-down menu, select Delegations.
2. From the list of roles on the Delegations panel, click on the role you want to edit.

3. From the Available list, select all the delegations that should be part of the role then click E
The delegation is added to the Members list to show that it is now part of the role.

To remove a delegation from the role, select the delegation from the Members list and click E

Tip: You can select multiple terms by using the Ctrl or Shift key and move them with one
click.

4. Click ¢ Save.

Assigning Routing Groups to a Role

To assign routing groups to a role:

Click &* Roles.
2. Fromthe Roles list, click on the role you want to edit.
3. Select the Routing tab.

4. From the Available list, select all the routing groups that should be part of the role, then click .
The routing group is added to the Members list to show that it is now part of the role.

Toremoveanrouting group fromtherole, selectthe routing group fromthe Members list,then click E

Note: You can select multiple terms by using the Ctrl or Shift key.

Assigning Delegations to a Role




5. Click ¢ Save.

Assigning Roles
The Asgn Roles tab allows you to authorize members of this role to assign specified roles to other users.

To specify these permissions:

Click & Roles.
From the Roles list, click on the role you want to edit.
Select the Asgn Roles tab.
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From the Available list, select all the roles you want to allow members of this role to assign to others,
then click E]

The role is added to the Members list.

To remove a role from the list, select the role from the Members list, then click .

Note: You can select multiple terms by using the Ctrl or Shift key.

5. Click ¢ Save.

Deleting a Role

To delete an existing role:

Note: Default roles cannot be deleted.

1. Select & Roles.

2. From the Roles list, click = beside the role that you want to delete.
3. When the confirmation message is displayed, click OK.

Searching for Roles
View all the roles that have been configured in the ACM system on the 2* Roles page.
To narrow down the search results:

1. Select Name, Installed, Default, Never Expire, Start Date, Stop Date, or Partitions in Search Field.
Partitions is displayed only if partitions are defined in your ACM system.
2. Select the search operator in Search Value and your search criteria.

3. Optional. To refine your search, click * Add Criteria, repeat the above steps, and select the And or
Or search operator (located next to the Search button).

To remove a single criteria row, click ™ Remove. To clear all fields, click * Clear Search.

Assigning Roles




4. Click n Search.

The results are displayed.

Name

Parent

Child Roles
Installed

Default

Start Date
Stop Date

Create a Copy

Delete

4f Add Role

9" Create New
Report

Role Fields

The name of the role.

Click the name to edit the role.

The parent of the role.

Click the name to edit the role.

The child roles of the parent role.

¢ The role is currently operational and available to the system, if enabled.

2_,15 indicates it is disabled.

Click the icon to change the setting.

4’ The role is assigned automatically when adding a new identity.
&% indicates it is disabled.

Click the icon to change the setting.

Note: Changing this setting does not affect any existing identity. It is only
applied when a new identity is created. For example, you can change these
settings to enroll several identities with the same set of roles in a single
session, or use them to define a common set of roles applicable to all identities.

The activation date and time for the role. Default is today's date at time of role creation.

The deactivation date and time for the role; for example, 12/31/2037 23:59:59.1In
ACM 6.18 onwards, there is no stop date for the role that has Never Expire enabled.

Click :E! to create a copy of an existing role.

Note: A copy of a child role includes the link to the parent role. A copy of a
parent role does not include any of the child roles.

Click —= to delete the role from the database.

Note: Default roles cannot be deleted.

Click the button to add a new role.

Click the button to generate a report of all the roles in the system.

Add or edit a role on the & Roles > Roles page:
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Name The name of the role.

Parent The parent of the role.

Only the roles that have been defined in the system appear in the drop down list.
The child role will inherit all the access permissions defined in the parent role. Also,
you cannot delete a parent role until you delete all its children.

Note: This is an advanced feature and is only recommended for
experienced operators.

Start Date The activation date and time for the role. Default is today's date at time of role
creation.

To use the calendar, click the field.

Date and time are displayed in the local time of the ACM appliance.
Stop Date The deactivation date and time for the role; for example, 12/31/2037 23:59:509.

To display the field and use the calendar, remove the checkmark in Never Expire
before you click the field. In ACM 6.18 onwards, there is no stop date for the role that
has Never Expire enabled.

Date and time are displayed in the local time of the ACM appliance.

Never Expire The role never expires. For a new role, the setting is enabled by default.
Installed The role is currently operational and available to the system, if enabled.
Default The role is assigned automatically when adding a new identity.

Activating this setting does not affect any existing identity. It is only applied when a
new identity is created. You will have to edit existing identities if you want this role
applied to them.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the
item, select one or more partitions. To allow all operators access to the item, do not
select a partition.

¢> Click this button to save your changes.

83 Click this button to discard your changes.

Roles - Access Groups page

When select the Access Groups tab, the Access Groups page is displayed. Access groups are sets of
physical access permissions including doors and elevator access levels. For more information on access

groups, see Managing Door Access on page 105.

This page allows you to assign access groups to this role.

Feature Description

Available | A list of access groups that have been configured in the system.

To assign an access group to this role, select the access group, then click E .

Roles - Access Groups page




Feature Description

Members | A list of access groups that have been assigned to this role.

To remove an access group from this role, select the access group, then click .
¢ Click this button to save your changes.

Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Roles - Delegate page

When you select the Delegate tab, the Delegate page is displayed. Delegations are sets of permitted
commands within the ACM application. For more information on Delegations, see Managing Access in the
Application on page 110.

This page allows you to assign delegations to the role.

Feature Description

Available |A list of delegations that have been configured in the system.

To add a delegation to this role, select the delegation from the Available list, then click E] to
move it to the Members list.

Members | A list of delegations that have been assigned to this role.

To remove a delegation from this role, select the delegation from the Members list, then click
E to move it to the Available list.

“? Click this button to save your changes.

A

Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Roles - Routing page

When you select the Routing tab, the Routing page is displayed. Routing groups allow certain users to
monitor specific event types and components during a specified time interval. For more information on
Routing, seeRouting Events to the Monitor Screen on page 119.

This page allows you to assign routing groups to the role.

Roles - Delegate page




Feature Description

Available | A list of routing groups that have been defined in the system.

To assign a routing group to this role, select the routing group, then click E .
Members |A list of routing groups that have been assigned to this role.

To remove a routing group from this role, select the routing group, then click E .
«? Click this button to save your changes.
&

Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Roles - Assign Roles page

When you select the Asgn Roles tab, the Asgn Roles page is displayed. This page allows you to specify
which roles that members of this role can assign to other identities. For example, suppose you want to allow a
Badge Administrator to assign roles for access rights to the facility. However, you might not want to allow a
Badge Administrator to assign Super Admin or Monitoring Supervisor to a user.

Feature Description
Available |Alist of roles that have been configured in the system.

To allow members of this role to assign a specific role to other identities, select the role, then
click E]

Members | A list of roles that the user is allowed to assign to others.

To remove a role from this list, select the role, then click E]
“? Click this button to save your changes.
A

Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Roles - Access page

When you select the Access tab from the Role: Edit screen, a list of parent and child roles, identities, access
groups, and doors associated with this role is displayed.

Feature Description
Child Roles |The child roles of the parent role.

Click + or - beside each role to show or hide the identities that are associated with that role.
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Feature Description

Identities The identities that are members of the role.

Parent The parent of the role.

Click + or - beside the parent role to show or hide the access groups and doors that are
assigned to that role.

Access The access groups that are assigned to the role.
Groups
Doors The doors that are assigned to the role.

Roles - Audit page

When you select the Audit tab, the Audit page is displayed, a log of all the changes that have been made to
this role is displayed.

Feature Description
Date The date and time when this role was modified.
Operator The user that modified this role.
Attribute The specific role detail that was modified.
Before Identifies what the role detail was before it was modified.

If the cell is blank, there was no previous value.

After Identifies what the role detail was changed to.
Create New Click this button to create a PDF report with the details on this page.
Report

Configuring Policies

Policies define access regulations for doors, inputs, and outputs. For example, you can specify the number of
allowed PIN attempts at a keypad entry or the length of time a user is allowed to stay in an area. Use policies
to override the settings that have been configured for individual doors, inputs, and outputs.

For doors, you can also define Priority Door policies for high-priority and emergency situations. A Priority
Door Policy replaces the current settings for a group of doors, including settings applied by other door
policies, priority and non-priority global actions, job specifications, and macros.

Priority-enabled policies are intended to support the emergency operating procedures at your site, including
potentially life-threatening situations (such as fires, tornadoes, earthquakes, physical attacks), and hazardous
situations (such as chemical spills, gas leaks, explosions). These policies require special permissions to

configure, and use specific options to operate. For more information, see Priority Situations on page 438 and

Triggering Door Lockdown By Panic Button or Red Card on page 447.

Policies are enabled through the Groups feature. After you have created a policy, you must assign itto a
group of hardware components to make it effective. All users and security devices that are assigned to the
group are affected by the policies that are in the group.

A policy is in effect when it is installed on the ACM appliance.

Adding a Policy

To add a new policy:
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1. Select Roles > Policies.
2. Click Add New Policy.
The Policy Add page appears.
3. Fill out the Name field.
4. Select the hardware types that you want to override. The options include Door, Input, and Output.

5. Click ¢ Save.

When the page refreshes, the Policy Edit screen is displayed.

6. Depending on the options you selected on the Policy Add page, this screen may have any of the
following tabbed pages:

e Select the Mercury tab to override settings for doors that are connected to a Mercury Security
panel.

o Select the Input tab to override settings for inputs.
e Select the Output tab to override settings for outputs.

Editing a Policy
To edit an existing policy:

1. Select Roles > Policies.
The Policies list appears.

2. Click on the policy you want to edit.
The Policy Edit screen appears.

3. Navigate through the tabbed pages and make the required changes. Depending on the options you
selected on the Policy Add page, this screen may have any of the following tabbed pages:

« Mercury: use this page to configure a policy for doors that are connected to a Mercury Security
panel.

e Input: use this page to configure a policy for inputs.
o Output: use this page to configure a policy for outputs.

Note: Remember to click v) to save the changes on each page.

Deleting a Policy

To delete an existing policy:

1. Select Roles > Policies.

2. From the Policies Listing page, click = peside the policy that you want to delete.
3. When the confirmation message is displayed, click OK.

Policies list

When you select Roles > Policies, the Policies list is displayed. This page lists all the Policies that have been
configured in the system.

Editing a Policy




Features Description

Name The name of this policy.

Click the name to edit the policy details.

Installed Indicates if this policy i icati i i ¢ &S
y is communicating with the appliance. Yes ( ) or No ().
Click the icon to change the status.
Door Indicates whether this policy affects doors.
Input Indicates whether this policy affects inputs.
Output Indicates whether this policy affects outputs.
Delete Click =3 to delete this policy from the database.

Add New Policy Click this button to add a new policy.
Create New Report | Click this button to generate a report of all the policies in the system.
Policies - Policy Add page

When you click Add New Policy from the Policies list, the Policy Add page appears. Enter the required
details.

Feature Description

Name Enter the name of this policy.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Installed |Check this box to indicate that this policy is currently operational and available to the system.
Door Check this box to affect doors with this policy.

Input Check this box to affect inputs with this policy.

Output Check this box to affect outputs with this policy.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

J’ Click this button to save your changes.

3 Click this button to discard your changes.

Policies - Policy: Add page

When you click on the Policy tab, the Policy Edit page is displayed. This page allows you to edit general
policy settings.

Make any changes that may be required.

Feature Description

Name Enter the name of this policy.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Installed | Check this box to indicate that this policy is currently operational and available to the system.
Door Check this box to affect doors with this policy.
Input Check this box to affect inputs with this policy.

Policies - Policy Add page




Feature Description

Output Check this box to affect outputs with this policy.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

«P Click this button to save your changes.

Click this button to discard your changes.

$3

Policies - Mercury Security page

When you select the Mercury tab, the Mercury page is displayed. This page allows you to configure a policy
that can be applied to a group of doors connected to a Mercury Security panel.

CAUTION — If no Door Mode is selected for this policy and you do not select a schedule or select
Never Active and the policy is applied to a group of doors after a non-priority Global Action has been
triggered, the Door Mode is set to Card Only regardless of the higher-priority setting applied by the

Global Action.
Field Description
Priority Click this checkbox to specify this is a Priority Door Policy. This option is only enabled when

the values in the Lock Mode and Custom Schedule options are correctly configured.

The settings in a Priority Door Policy are applied to all Mercury Security doors and panels that
the policy is associated with when it is activated. A Priority Door Policy is intended as a
response to priority situations, such as unpredictable emergencies. For detailed instructions,

see Priority Situations on page 438.
Name Enter the name of this door policy.
Access Type |Select the access type for this door policy.
Lock Mode |For a wireless door, select the lock mode to be set by this door policy.

Select None if you are configuring a Priority Door Policy. This setting is used with the setting
in the Custom Schedule option to enable the Priority checkbox.

Door Mode |Selectthe entry mode for the door when the door controller is online and communicating
with the panel.

s N

Important: You must select a Door Mode and for every door policy you create. If a
Door Mode is not selected:
e The policy is not available to use for a Door Override.

e The Door Mode may be set to Card Only if the policy is installed after a non-
priority Global Action has been triggered.
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Field

Description

Offline Door
Mode

Custom
mode

Custom
Schedule

APB mode

APB delay
Into Area

Out of Area

PIN timeout
PIN attempts

LED mode

Held pre-
alarm

Access Time
When Open

Select the entry mode used for the door if the door controller is no longer communicating
with the panel. The Offline Door Mode is no longer supported if the door controller is
connected to an LP4502 panel that has replaced an HID VertX panel.

Note: In many cases readers in offline mode require a very simple solution for entry
or exit because of the memory limitations. The recommended Offline Door Mode
option is Locked No Access.

Select an additional door mode that will be active during the time specified in the Custom
Schedule field.

Define when the Custom Mode would be active.

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

s N

Important: Select 24 Hours Active if you are configuring a Priority Door Policy. This
setting is used with the setting in the Lock Mode option to enable the Priority
checkbox.

& J

Select the Anti-Passback (APB) mode for this door policy.

For more information on Anti-Passback modes, see Anti-Passback Modes on page 205.
Enter the number of seconds before another APB entry is allowed.

Select the area that the user enters by passing through a door.

Only the areas that have been previously configured in the system appear in this list.

Select the area that the user exits by passing through a door.

Only the areas that have been previously configured in the system appear in this list.
Enter the number of seconds that is allowed for a user to enter a PIN before it times out.

Enter the number of times a user can attempt to enter a PIN before an Invalid PIN event is
generated.

Select the LED mode to specify how the reader LEDs are displayed.
For more information on LED modes, see LED Modes for Mercury Security on page 304.
Enter the number of seconds a door can be held open before a pre-alarm is issued.

Instead of generating an alarm, it sends a warning signal to the Access Control Manager
server.

Enter the number of seconds a door remains unlocked after access has been granted.

Note: This setting only applies, and must be configured, when the Strike Mode is set
to Full strike time.
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Field Description

Standard Enter the number of seconds a door remains unlocked after access has been granted.

Access Time ) o o )
If the door is not opened within this time, it will automatically lock.

Note: This time setting only applies, and must be configured, when the Strike Mode
is set to Cut short when open or Turn off on close.

Held open Enter the number of seconds a door can be held open before a Door Held Open event is

generated.
Extended Enter the number of seconds a door remains unlocked after access has been granted to
access token holders with extended access permissions.

This feature is useful for users that may require more time to enter a door.

Extended Enter the number of seconds a door can be held open for users with extended access
held permissions.

This feature is useful for users that may require more time to enter a door.
Strike Mode |Select the strike mode.

e Cut short when open — The strike is deactivated when the door opens. This option
requires that the door has a door position switch (DPOS) installed to monitor the Open
and Closed door states. This strike mode is used with the Standard Access Time
setting.

o Turn off on close — The strike is deactivated when the door closes. This option
requires that the door has a DPOS installed to monitor the Open and Closed door
states. This strike mode is used with the Standard Access Time setting.

o Full strike time — The strike is deactivated when the strike timer expires. This strike
mode is used with the Access time when open setting.

Mask Forced | Specify when Forced Door events are masked.

Durin
g Select a schedule from the drop down list. Only schedules that have been defined in the

system are listed.

Mask Held Specify when Door Held Open events are masked.

Durin
g Select a schedule from the drop down list. Only schedules that have been defined in the

system are listed.

Always Mask |From the drop down box, select TRUE to mask all Forced Door events.
Forced

Always Mask |From the drop down box, select TRUE to mask all Door Held Open events.
Held

Door Processing Attributes

Enable Select TRUE to allow the user to enter their card number digits at the a keypad entry.
cipher mode

Deny duress |Select TRUE to deny access to a user that indicates duress at a door.

Don't pulse |Select TRUE to disable the pulse of the door strike when request-to-exit is activated.

door strike . . . - .
on REX For a policy for SimonsVoss wireless lock doors that do not support a door position switch

(DPOS), this box must be set to TRUE.
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Field Description

Require two |Select TRUE to specify that two tokens are required to open a door. This enforces two-
card control |person entry rule.

Door forced |Select TRUE to filter Forced Door events.

filter
In case a door is slow to close or is slammed shut and bounces open for a few seconds, this

filter allows three seconds for a door to close before generating an event.

Log grants Normally, the system will log a single message for a card swipe and opened door. If you
right away select TRUE, this will log two separate messages: one when access is granted and another
when the door is opened. This event is not turned into an Access Control Manager event.

Log all Select TRUE to log all access grants regardless of whether or not the door was opened.
access as

used

Detailed Select TRUE to generate detailed events of all hardware at the door including door position
events masking, timer expiration and output status.

This feature is useful for circumstances where it is important to know all the details of an
event.

Use shunt Select TRUE to enable the use of shunt relay for this door.

relay

Do not log Select TRUE to disable logging of request-to-exit transactions.
Rex

transactions

¢ Click this button to save your changes.

3 Click this button to discard your changes.

Create New | Click this button to generate a PDF report on this door policy.
Report

Policies - Input page

When you click the Input tab, the Input page is displayed. This page allows you to configure a policy for
inputs.

Feature Description

Name Enter the name of this input.
Debounce |Select the number of units (approximately 16 ms each) allowed for debouncing.

Entry Enter the number of seconds allowed for entry before this input issues an alarm.
Delay

Exit Delay |Enterthe number of seconds allowed for exit before this input issues an alarm.

Hold Time |Setthe amount of time that the alarm will stay in alarm after returning to normal.
For example, if the input point goes into alarm, then restores, it will hold it in that alarm state for
110 15 seconds after it returns to normal before reporting the normal state.

Logging Enter the type of logging you need for this input. Valid values are:

¢ Log all changes: Log all changes affecting this input.

+ Do not log CoS if masked: Log all changes except change of state events if the input is
currently masked.

o Do not log CoS of masked & no trouble CoS: Log all changes except change of state
events if the input is currently masked and there are no trouble CoS events.
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Feature Description

Schedule |Define when the inputis masked. When the schedule is active, the input will be masked.

Mode Enter the mode used for this input. The available options are:

e« Normal: The door input is a normal door contact.
* Non-latching: The door input is a non-latching contact.
o Latching: The door input is latching contact.

EOL Select the EOL resistance value you need for this input.

resistance ) ) ) ) ) o
Only those EOL resistance values previously defined for this system appear in this list.

Enabled Check this box to indicate that this input is connected and ready to communicate with the
Access Control Manager host.

Masked Select TRUE to indicate that this input is normally masked.
¢ Click this button to save your changes.

3 Click this button to discard your changes.

Policies - Output page

When you click the Output tab, the Output page is displayed. This page allows you to configure a policy for
outputs.

Feature Description

Name Enter the name of the output.

Enabled |Check this box to indicate that this output is connected and ready to communicate with the
Access Control Manager host.

Mode Select the output mode.
Pulse Enter the pulse interval time. This is the number of seconds that the output will activate when a
Time pulse command is issued. This field is only available on outputs not associated with doors (e.g.

auxiliary relays).
Schedule |Select a schedule from the drop down list. Only schedules that have been defined in the system

are listed.
«? Click this button to save your changes.
83 Click this button to discard your changes.

Policies - Audit page

When you click the Audit tab, a log of all the changes that have been made to this policy is displayed.

Feature Description
Date The date and time when this policy was modified.
Operator The user that modified this policy.
Attribute The field that was modified.
Before The value in the field before this change took effect.

If this cell is blank, it indicates that there was no previous value.
After The value in the field after this change took effect.
Create New Report Click this button to generate a PDF of this audit history.
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Configuring Groups

The groups feature allows you to group hardware components (cameras, doors, etc.) and/ or system
components (identities, roles, etc.). Groups are useful for various functions, including:
« Applying identity profiles to many people at a time using the batch update feature.
+ Applying door templates to many doors at once using the batch update feature.
« Enabling operators to monitor specific event types and hardware components through routing groups.
¢ Assigning policies to override settings on a group of hardware components.

Note: Groups should not be confused with Access Groups. For more information on Access Groups,
see Managing Door Access on page 105.

Adding a Group

To add a new group:

1. Select Roles > Groups.
2. Click Add New Group.

The Group Add page appears.
3. Fill out the Name field.

4. Click ¢ Save.

When the page refreshes, the Group Edit screen is displayed.
5. Navigate through the tabbed pages and edit the details as required. The tabbed pages include:
e Group: use this page to rename the group and select partitions
¢ Policies: use this page to assign policies to the group.
¢ Members: use this page to add components to the group.
o Audit: use this page to view a log of all the changes that have been made to this group.

Editing a Group
To edit an existing group:

1. Select Roles > Groups.
The Groups list is displayed.
2. Click the name of the group you want to edit.
The Group Edit page appears.
3. Navigate through the tabbed pages and make the required changes. The tabbed pages include:
e Group: use this page to edit the group name and view the current policies and members in the
group.
¢ Policies: use this page to select the policies in the group.
« Members: use this page to select the components in the group.

o Audit: use this page to view a log of all the changes that have been made to this group.
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Note: Remember to click «) to save the changes on each page.

Assigning Policies to Groups
To assign policies to a group:

1. Select Roles > Groups.
The Groups listis displayed.

2. Fromthe Groups list, click on the name of the group you want to edit.
The Group Edit page appears.

3. Select the Policies tab.

4. From the Available list, select all the policies that you want to assign to the group, then click E
The policy is added to the Members list to show that it is now assigned.

To remove a policy from the group, select the policy from the Members list, then click E]

Note: You can select multiple terms by using the Ctrl or Shift key.

5. Click "4 Save.

Assigning Members to Groups

A group can contain any number of members. Members of a group can be hardware items (cameras, doors,
etc) and/or system items (identities, roles, etc).

To assigh members to a group:

1. Select Roles > Groups.
The Groups list is displayed.

2. Fromthe Groups list, click on the name of the group you want to edit.
The Group Edit page appears.

3. Selectthe Members tab.

4. From the Type drop down list, select the type of item you want to add to the group.
Once you select a type, the relevant items will appear in the Available window.

NOTE: If there are ten or more entries in the list in the Available window, a standard Search will display
- this can be used to narrow the list. If there are more than 2,000 entries then an Advanced Search will
display to enable you to narrow the list.

5. FromtheAvaiIabIeIist,selectalltheitemsthatyouwanttoassignasmembersofthegroup,thenclick.
The item is added to the Members list to show that it is now assigned.
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To remove a item from the group, select the item from the Members list, then click .

Note: You can select multiple terms by using the Ctrl or Shift key.

6. Click ¢ Save.

Creating a Hardware Group for Routing

To use routing groups, you must create a group that contains the event sources of interest. The event
sources must be hardware components. For more information on routing groups, see Routing Events to the
Monitor Screen on page 119.

1. Select Roles > Groups.
The Groups list is displayed.
2. Click Add New Group.
The Group Add page is displayed.
3. Fill out the Name field.
4. Select a partition for the hardware group.

This is important for routing if you do not want operators in different partitions to see this hardware
group.

5. Click J Save.

The Group Edit screen is displayed.
6. Selectthe Members tab.
7. From the Type drop-down list, select a type of hardware component.

Note: Do not select Identity or Role, since they are not routable.

8. Select the hardware components that you want to add to the group.
9. Repeat the previous two steps if you want to add different types of hardware components to the
group.

10. Click v Save.

Using Policies to Override Hardware Settings

1. Select Roles > Policies.

Create a policy. For more information on how to create a policy, see Adding a Policy on page 90.
3. Select Roles > Groups.

The Groups list is displayed.
4. Click Add New Group.

The Group Add page appears.
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5. Fill out the Name field, then click ¥ |
When the page refreshes, the Group Edit screen is displayed.
6. Select the Policies tab.

7. Select the policy that you want to assign to the group, then click ¢
8. Selectthe Members tab.
9. From the Type drop-down list, select a type of hardware component.

Note: Do not select Identity or Role, since they will not be affected by the policy.

10. Select the hardware components that you want to override, then click ¢
The hardware in the group are now overridden by the specified policy.

Performing an ldentity Batch Update

The Batch Update feature allows you to assign an identity profile to many people at a time.
Note: You will need at least one identity profile and a group of identities to perform a batch update.

You can perform a batch update from either the Identity Profiles page or Groups page.
Performing a Batch Update from the Identity Profiles page
1. Select Identities > Profiles.

2. Onthe Identity Profiles list, click V’ in the Batch Update column beside the identity profile you want
to apply.
The Batch Update dialog box pops up.
From the Group drop down list, select a group.
3. Click OK.
All the identities in this group are updated with the identity profile.

Performing a Batch Update from the Groups page
1. Select Roles > Groups.

2. From the Batch Update column, click V’ beside the group that you want to edit.
The Batch Update dialog box pops up.
3. From the Identity Profile drop down list, select an identity profile.

4. Click ¢ Save.

All the identities in the group are updated with this identity profile.

Performing an Identity or Template Batch Update

The Batch Update feature on the Roles page allows you to assign an identity profile to a group of identities,

Performing an Identity Batch Update




or a door template to a group of doors from the same manufacturer. This is useful for applying new or
modified standard settings to a group of identities or doors.

WARNING — There is a risk of losing a door template batch update report due to blocked pop-ups in your
web browser. When a door template batch update is performed on a group of doors, a report is generated
that you can save to your local system. If pop-ups from the ACM client are blocked by your web browser, the
report cannot be saved. Your web browser will notify you that the pop-up is blocked, and offer you the option
to unblock the pop-up. To save the report (and all future reports), you must enable pop-ups in your web
browser from your ACM client. For instructions on how to enable pop-ups, refer to the Help files for your web
browser.

1. Select Roles > Groups.

The Groups list is displayed.

2. From the Batch Update column, click ¢ beside the group of identities or group of doors that you
want to update.

The Batch Update dialog box pops up.

3. From the drop-down list, choose the identity profile or door template you want to apply to members of
this group.

Only the identity profiles or door templates previously defined by the system appear in this list.

4. Click "4 Save.

Note: If you are doing a door template batch update on a group of doors, you will either be
prompted to save the report generated by the system (if pop-ups from the ACM client are
unblocked) or your web browser will notify you that the pop-up has been blocked.

All members in this group now have the field values defined by the identity profile or door template.

Scheduling an Identity or Door Batch Update
To schedule a batch update:

1. Select Roles > Groups.
The Groups list is displayed.

2. Click ¢ from the Scheduler column.
The Job Specification - General dialog box displays.

3. Fill out the details as required.

4. Click Next.
The Job Specification - Schedule dialog box displays.

5. From the drop down list, specify how often you want this update to occur.
Depending on the value you select, additional fields appear.

6. Fill out the details as required.

7. Click Next.

The Job Specification - Summary dialog box displays.
8. Click Submit to schedule this job.
The job is scheduled.

Scheduling an Identity or Door Batch Update




Deleting a Group
To delete an existing group:
1. Select Roles > Groups.

2. Fromthe Groups list, click “ peside the group that you want to delete.
3. When the confirmation message is displayed, click OK.

Groups list

When you select Roles > Groups, the Groups list is displayed. This page lists all the Groups that have been
configured in the system.

Feature Description

Name The name of this group.

Click the name to edit the group details.
Members The number of members assigned to this group.
Policy The number of policies assigned to this group.
Batch Update |Click ¢ to perform a batch update.

Scheduler Click ¢ to schedule one or more batch updates.

Delete Click 7= to delete this group from the database.

Add New Click this button to add a new group.

Group

Create New Click this button to generate a report of all the groups in the system.
Report

Groups - Group Add page

When you click Add New Group from the Groups list, the Group Add page appears. Enter the required
details in each tab.

Name Enter the name of this group.

Partitions | Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Policies Select the policies that you want associated with this group.
Members |Select the members that you want associated with this group.
«? Click this button to save your changes.

83 Click this button to discard your changes.

Groups - Group Edit page

When you click the Group tab, the Group Edit page is displayed. This page allows you to change the name of
this group and view which policies and identities are currently associated with this group.

Groups - Policies page

When you select the Policies tab, the Policies page is displayed. Policies are access regulations that you can

Deleting a Group




establish for doors, inputs, and outputs. For more information on policies, see Configuring Policies on
page 90.

This page allows you to assign policies to this group.

Feature Description

Available |Alist of policies that have been configured in the system.

To assign a policy to this group, select the policy from the Available list, then click to move
it to the Members list.

Members | A list of policies that are currently associated with this group.

To remove a policy from the group, select the policy from the Members list, then click E] to
move it to the Available list.

«? Click this button to save your changes.
3 Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Groups - Members page

When you select the Members tab, the Members page is displayed. Groups can contain any number of
hardware items (cameras, doors, etc) and/or system items (identities, roles, etc).

This page allows you to assign components to the group.

Feature Description

Type Select the component type you want to add to this group.

Once you select a type, the relevant components will appear in the Available window.
Available | A list of available components in the system.

To assign an component to this group, select the component, then click E .
Members | A list of components that are assigned to this group.

To remove a component from this group, select the component, then click .
¢> Click this button to save your changes.

Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Groups - Audit page

When you click the Audit tab, a log of all the changes that have been made to this group is displayed.
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Feature Description

Date The date and time when this group was modified.
Operator The user that modified this group.

Attribute The field that was modified.

Before The value in the field before this change took effect.

If this cell is blank, it indicates that there was no previous value.

After The value in the field after this change took effect.
Create New Click this button to generate a PDF of this audit history.
Report

Managing Door Access

Access groups are sets of physical access permissions for doors and elevator access levels.

You must configure doors before you can create access groups. If you want to control access to the floors of
a building, you should configure elevator access levels beforehand as well. For more information on elevator

access levels, see Managing Elevator Access on page 124.

After you have created an access group, you must assign it to a role to make it effective. This allows members
of the role to access the specified doors and elevator access levels in the access group.

Adding an Access Group

To control access to the floors of your building, you must create elevator access levels. For more information,
see Managing Elevator Access on page 124.

Tip: It is recommended that you configure doors and elevator access levels before you create
access groups.

To add a new access group:

Select §# Roles > Access Groups.

2. Click i Add Access Group and enter a name for the new access group.

Or, click -Q to create a copy of an existing access group.

Note: A copy of an existing access group includes only the member's doors in your partition.
The copy does not include any of the roles or identities that are associated with the existing

access group.

3. Select an appliance to manage the access group.
4. Complete the remainder of the page.

For more information, see Access Group Fields on page 109.
5. Click
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VP Save.

The Access Group: Edit page is displayed.
6. Select the doors you want to add to the access group.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click .

~

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

7. Click J Save.

Tip: If a message indicates the Advanced Schedule option cannot be enabled when saving,
do any of the following:
e Save the schedule without Advanced Schedule selected. Some doors only support
basic schedules.

e Find the access groups using the schedule and select another schedule.

-

8. After you have created an access group, you must assign it to a role to make it effective. For more
information, see Assigning an Access Group to a Role on page 83.

Editing an Access Group

1. Select Roles > Access Groups.
The Access Groups list appears.
2. Click the name of the access group that you want to edit.
The Access Group Edit page appears.
3. Navigate through the tabbed pages and make the required changes. The tabbed pages include:
o Edit: use this page to edit the access group
e Access: use this page to view the doors, roles, and identities that are in this access group
o Audit: use this page to view a log of all the changes that have been made to this access group.

Note: Remember to click «p to save the changes on each page.

Deleting an Access Group

Note: You can only delete access groups that are not linked to any roles.

Before you can delete an access group, you must remove the access group from the associated role. For
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more information, see Assigning an Access Group to a Role on page 83.

1. Select Roles > Access Groups.
The Access Groups listis displayed.

From the Access Groups list, click “ peside the access group that you want to delete.
3. When the confirmation message is displayed, click OK.

Access Groups - Example

Here is a scenario to exemplify the use of Access Groups: A user is assigned a role and a token. The
assigned role may contain one or more access groups. Each access group specifies access permissions to
one or more doors and panels during a certain time interval. When a token is downloaded, it receives access
permissions to doors that have been specified by the role.

A working example is:

1. Create arole called "HR Role" that includes two access groups.

e Access Group 1has Schedule 9 am-5 pm M - F and Door "Front Door" on Panel 1.

e Access Group 2 has Schedule 11am-2 pm M - F and Door "Break Room Door" on Panel 2.
2. Assign a user to the HR Role.
3. Create a token for the user called Token A with the internal number 12345.

To download these access permissions to the appropriate panels, the program must perform these
operations:

e Assign an access group to Panel 1 with a schedule of 9 am -5 pm M - F and Door "Front Door". Name
this Access Group 1.

e Assign an access group to Panel 2 with a schedule of 11am - 2 pm M - F and Door "Break Room Door".
Name this Access Group 2.

o Download Token A to Panel 1- Token Number 12345, AG 1.
o Download Token A to Panel 2 - Token Number 12345, AG 2.

Assigning an Access Group to a Role

You must assign an access group to a role to make it effective.

Select §# Roles.
In the Roles list, click the role you want to edit.
On the Role Edit page, select the Access Groups tab.

AW N -

Select the access groups that you want to add to the role.
To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click E]

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

5. Click v Save.

All the people with this role now have the access permissions defined by the access group.
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Searching for Access Groups
View all the access groups that have been configured in the ACM system on the 4* Roles > Access Groups
page.
To narrow down the search results:
1. Select Name, Schedule, Installed, Door, or Partitions in Search Field.

Partitions is displayed only if partitions are defined in your ACM system.
2. Select the search operator in Search Value and your search criteria.

3. Optional. To refine your search, click ¥ Add Criteria, repeat the above steps, and select the And or
Or search operator (located next to the Search button).

To remove a single criteria row, click ¥ Remove. To clear all fields, click * Clear Search.

4. Click n Search.

The results are displayed.

Name The name of the access group.

Click the name to edit the access group.

Appliance |The name of the appliance that manages the access group.

Installed VP indicates the access group is communicating with the appliance.
2}5 indicates communication is disabled.
Click the icon to change the setting.
Door The number of doors associated with the access group.
Roles The roles that the access group is assigned to.
Createa |Cjick ;E_! to create a copy of an existing access group.
Copy
Note: A copy of an existing access group includes only the member's doors in your
partition. The copy does not include any of the roles or identities that are associated
with the existing access group.
Delete Click =3 to delete the access group.

Note: You cannot delete access groups that have been assigned to a role.

dr Add Click the button to add a new access group.
Access
Group

4F Create |Click the button to generate a report of all the access groups in the system.
New
Report
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Access Group Fields
Add or edit an access group from g§# Roles > Access Groups:

Name The name of the access group.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Appliance |The appliance that manages the access group.
Schedule |When the access group is active.

Select a schedule from the drop down list. Only schedules that have been defined in the system
are listed.

( N\

Tip: If a message indicates the Advanced Schedule option cannot be enabled when
saving, do any of the following:

e Save the schedule without Advanced Schedule selected. Some doors only
support basic schedules.

e Find the access groups using the schedule and select another schedule.

A J

Elevator The elevator access level that applies to the access group.
Access
level

Only the elevator access levels that have been defined in the system appear in this list.
Installed If selected, the access group is currently operational and available to the system.

Options

Note: Fields in this list are dependent on the door or device. Some commands or fields
are not supported for all doors or devices.

Privacy Override ASSA ABLOY IP-enabled door only. Enables the cardholder to override and
unlock a door that is locked from the inside after the privacy button has been pressed.

Available |The available doors on the appliance.

To add a door to the access group, select the door from the Available list and click E to
move it to the Members list.

Members |The doors that are assigned to the access group.

To remove a door from the access group, select the door from the Members list and click E
to move it to the Available list.

v,’-‘ Click this button to save your changes.

83 Click this button to discard your changes.

Access Groups - Access page

When you select the Access tab from the Access Group: Edit screen, a list of doors, roles and identities
associated with this access group is displayed.
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Feature Description

Access The name of this access group.
Group . )
Click the name to return to the Edit page.
Doors A list of doors that can be accessed by identities in this access group.
Roles A list of roles that are assigned to this access group.

Click + or - beside each role to show or hide the identities that are in the access group
through the role.

Identities A list of users that are members of the access group.
Access Groups - Audit page

When you select the Audit tab from the Access Group: Edit screen, a log of all the changes that have been
made to this access group is displayed.

Feature Description
Date The date and time when this access group was modified.
Operator The user who modified this access group.
Attribute The specific access group detail that was modified.
Before Identifies what the access group detail was before it was modified.

If the cell is blank, there was no previous value.
After Identifies what the access group detail was changed to.

Create New Click this button to create a PDF report with the details on this page.
Report

Managing Access in the Application

A delegation is a list of permissions to specific functionality within the ACM system that can be assigned to an
ACM operator (or a group of operators) using roles. For example, you can create one delegation containing
only the permissions that allow operators access to configure identity settings, and another delegations
containing only the permissions that allow operators access to monitor events.

To give an ACM operator permission to use specific functions, you create a delegation that contains only the
permissions to use those specific functions, and then assign that delegation to a role. Only when a role
assigned that delegation s assigned to an operator can the operator access these functions. For example, for
an operator to validate an SSL certificate from an LDAP server, that operator must be assigned a role that
contains a delegation that includes the Collaboration Validate Certificate permission.

After you have created a delegation, you must assign it to a role to make it effective.

Adding a Delegation

To add a new delegation:
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1. Select g* Roles > Delegations.

2. Click % Add Delegation and enter a name for the new delegation.

Or, click Lﬂ to create a copy of an existing delegation.

3. Click v Save.

The Delegation Edit page appears.
4. Selectthe permissions you want to include in the delegation.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click .

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

5. Click ¢ Save.

6. After you have created a delegation, you must assign it to a role to make it effective. For more
information, see Adding a Delegation to a Role below.

Editing a Delegation
To edit an existing delegation:

1. Select Roles > Delegations.
The Delegations list appears.

2. Click the name of the delegation you want to edit.
The Delegation Edit page appears.

3. Make the required changes.

4. Click ¢ Save.

Adding a Delegation to a Role
You must assign a delegation to a role to make it effective.

1. Click Roles.
The Roles listis displayed.

2. Fromthe Roles list, click on the role you want to edit.
The Role Edit screen appears.

3. Select the Delegate tab.

4. Select the delegations that you want to add to the role.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click E]
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Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

5. Click v Save.

All the people with this role now have the access permissions defined by the delegation.

Deleting a Delegation

To delete an existing delegation:

1. Select Roles > Delegations.
The Delegations list is displayed.

From the Delegations list, click “ beside the delegation that you want to delete.
3. When the confirmation message is displayed, click OK.

Delegations list

When you select §* Roles > Delegations, the Delegations list is displayed. This page lists all the
delegations that have been configured in the system.

Name The name of the delegation.

Click the name to edit the delegation.

Members The number of tasks that are permitted in the delegation.
Create a Copy Click E: to create a copy of an existing delegation.
Delete Click — to delete the delegation.

4 Add Delegation Click this button to add a new delegation.

ai# Create New Report | Click this button to generate a report of all the delegations in the system.

Delegations - Delegation: Edit page
When you click the name of a Delegation from the Delegations list, the Delegation: Edit page is displayed.
This page allows you to specify what tasks are authorized by this delegation.

Feature Description

Name Enter the name of the delegation.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Available |A list of available tasks in the ACM application.

To add a task to the delegation, select the term from the Available list, then click to move it
to the Members list.

Members | A list of tasks that are Members of this delegation.

To remove a task from this delegation, select the term from the Members list, then click E to
move it to the Available list.
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Feature Description

Search Enter a term, then click Filter to filter the results in the Available window.

Click Clear to remove the filter.

Case- Check this box to indicate that the letters in the Search field are case-sensitive.
sensitive
V,? Click this button to save your changes.

3 Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Managing a Partitioned ACM System

Tip: Refer to this information if you are performing initial configuration of an ACM appliance before
its deployment.

Partitions are separate administrative access zones within the ACM system that can be independently
managed. Since it is highly scalable, a single ACM system can be partitioned to manage access for individual
tenants in an office tower, buildings on a campus, or locations in a geographically dispersed organization.
Think of partitions as independent instances of an ACM system within your ACM system.

Partitioning is much like filtering. You can create simple functional partitions or complex special-purpose
partitions. The more complex your partitioning is, the more carefully it needs to be administered.

Note: Do not confuse areas with partitions. A partition is a separate administrative access zone
within the ACM system. An area is a physical location that requires additional access control.
Therefore, in a partitioned system, an area is configured within a partition.

In a non-partitioned system, all the items and functions are potentially available to all identities (ACM
operators and badge holders). Roles and delegations are used to restrict operator access to the functionality
and items, and access groups are used to restrict badge holders physical access.

-

Important: In a partitioned system, all the items and functionality that are assigned to a partition are
available only to identities who are also assigned to that partition. Within a partition, roles and
delegations are used to restrict operator access to functionality and items, and access groups are
used to restrict badge holders physical access. All partition items can be assigned to multiple
partitions.

\

It is recommended that an ACM system is partitioned before it is deployed, and that you use the default
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System Administrator identity (with the login ID admin) to set up the partitioned system.

Items not assigned to any partition belong to an unnamed partition, called the blank partition, and are
available to all identities. Treat the blank partition as a separate partition that everyone can access. For badge
holders, use the blank partition to contain the doors to common areas, which might include building
entrances, parking garages, elevators, and the like, which all badge holders can access. For ACM operators,
use the blank partition to contain the common items, which any operator can configure.

Tip: Alternatively, you can create dedicated common partitions , which might be more practical for a
geographically dispersed partitioned ACM system, and keep the blank partition empty.

When configuring an:

o |dentity—Assigning an ACM operator to one or more partitions restricts the operator to items in their
assigned partitions and those not assigned to any partition. Not assigning an operator to any patrtition
restricts the operator to items not assigned to any partition.

* Item—Assigning an item to a partition restricts who can see or edit the item to ACM operators assigned
to that partition. If you assign all partitions to an item, the item can be viewed by all operators EXCEPT
those not assigned to any partition. If you do not select a partition, any ACM operator can edit the item.

After partitions are configured, the Partition drop-down menu appears as a configuration option for any
object that can be assigned to a partition.

Planning a Partitioned System

Ideally, plan how to partition your ACM system before you deploy it. It is much easier to deploy a partitioned
system and then provision it than it is to add partitions to an already deployed system and reconfigure it all
over again. If partitioning is not properly planned out and tested before it is operational, there is a risk that
items may be hidden (inaccessible) to the users that need them to do their jobs properly.

Some of the considerations you should keep in mind when planning your partitions:

e Centralize control.

Always use the default system administrator identity to set up partitions. This identity always has full
access to all partitions.

o Limit ACM operator access to partitions.

Only allow the ACM operators who are responsible for access control operations within a partition
permission to access that partition. To enforce this:

o Create a custom admin role for the ACM operator identities assigned to administer a partition.
Configure this role and its delegations so that the system administrator of a partition is
prevented from creating partitions or assigning themselves to other partitions.

o Create custom roles with the required delegations for ACM operator identities assigned other
responsibilities in a partition. Configure these roles to include only the delegations needed. The
default roles (such as monitoring, or enroliment operator) can also be used, as they are
preconfigured with the necessary delegations.

For example, to create an enroliment operator who , ensure that

o Create identity records for ACM operators restricted to specific partitions so that they cannot
view or change their own identity records. Configure the operator's identity record
(Identities>ldentity) so that it is not visible to any partition that includes them as an operator
(Roles>Partitions).

Planning a Partitioned System




Important: If you are partitioning roles or delegations, ensure that the operators assigned to
those roles and delegations also have access to the partitions.

o Keep partitions as simple as possible.

Avoid shared items within more than one partition. Ideally, set up each partition so that its physical
infrastructure is completely separate from the other partitions. For example, no door should be in more
than one partition. A partition should consist of only the items that need to be managed within that
partition.

Some examples are:

o Doors and elevators shared by two tenants on the same floor. Create a separate partition for
the shared doors and elevators and assign it to both tenants. The ACM operator for either
tenant can configure the doors in that shared partition and each operator can allow badge
holders to access doors in their own partition plus in the shared partition.

° A geographically dispersed ACM system with remote offices. Create a partition for each remote
office. The default system administrator can access all partitions and manage the entire system,
and a local ACM system administrator at each remote office can manage their offices' partition.
Badge holders who need access to more than one remote office can then be assigned to the
partitions of the remote offices they need to access.

Tip: If you must have partitions with duplicate items, such as doors shared by two tenants, be
aware of some of the complications that administrators or other operators with access to
some (but not all) partitions may encounter when modifying partitions. For example, you may
experience problems if you have to change the configuration of your partitions as tenants
move in or out, or increase or decrease their floorspace.

- J

 Manage the blank partition carefully.

The blank partition contains items not assigned to any partition.

Any identity or item not assigned to a partition is defined by default to the blank partition, and is
restricted to that partition. For example, badge holders restricted to the blank partition can only open
doors in the blank partition. However, badge holders assigned to one or more partitions can open
doors in the partitions to which they are assigned and in the blank partition. Similarly, ACM operators
restricted to the blank partition can only configure items in the blank partition. However, operators
assigned to one or more partitions can configure items in the partitions to which they are assigned and
in the blank partition.

In a partitioned system, there will be a limited humber of badge-holders who can access all the partitions,
such as concierge, security, service, and maintenance personnel. These personnel should be assigned to all
partitions in their identity record. Regardless of whether the system is partitioned, there should also be at
least one other ACM operator assigned the SuperAdmin role, as a backup for the default System
Administrator account for the ACM system.

Configuring a Partitioned ACM System

It is recommended that you partition your ACM system before it is operational at your site, and that you use
the default System Administrator identity (with the login ID admin) to set up the partitioned system.

Use the following workflow to set up your partitioned ACM system:
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1. Determine how many partitions you need.

2. Create a custom delegation based on the Admin delegation that excludes the Identities New and
Identities Edit delegations. For example Partition Admin Deleg.

3. Create a custom role that includes the new delegation. For example Partition Admin.

4. For each planned partition, create a new identity in the ACM system and assign it the Partition Admin
role. This identity will be assigned to the partition as its local administrator.

5. Create each partition and add the identity of its local system administrator to the partition. Both the
default system administrator and the local partition administrator identities can manage this partition.

6. Testthe partitions you created before your ACM system is deployed. At the very least, each partition's
ACM operators should enroll a sample set of badge holders and monitor them as they access the
partitioned site.

After you have partitioned the system, you can use routing groups. For more information on routing groups,
see Routing Events to the Monitor Screen on page 119.

Adding a Partition

This is a basic procedure on how to add a partition. For a more advanced procedure on how to partition the
ACM system, see Configuring a Partitioned ACM System on the previous page.

Tip: It is recommended that you use the default Admin account to set up partitions.

To add a new partition:

1. Select Roles > Partitions.

The Partitions list is displayed.
2. Click Add New Partition.

The Partition Add page appears.

3. Enter a name for the new partition, then click «?
The Partition Edit page appears.
4. Selectthe operators that you want to include in the partition.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click E]

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

5. Click v Save.

The Partitions field now appears as a configuration option for most system settings.
Editing a Partition

To edit an existing partition:
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1. Select Roles > Partitions.
The Partitions list appears.
2. Click the name of the partition you want to edit.
The Partition Edit page appears.
3. Make the required changes.
For a more advanced procedure on how to partition the ACM system, see Configuring a Partitioned
ACM System on page 115.

4. Click ¢ Save.

Deleting a Partition
To delete an existing partition:
1. Select Roles > Partitions.

2. From the Partitions list, click “ peside the partition that you want to delete.
3. When the confirmation message is displayed, click OK.

Partitions - List

When you select Roles > Partitions, the Partitions list is displayed. This page lists all partitions that have
been configured in the system.

Feature Description

Name The name of this partition.

Click the name to edit the partition.

Members The number of users that have access to this partition.

Delete Click == to delete this partition.

Add New Click this button to add a new partition.

Partition

Create New Click this button to generate a report of all the partitions in the system.
Report

Partitions - Add page
To add a new partition:

. Select Roles > Partitions.
2. Click Add New Partition.
The Partition Add page appears.
3. Enter the name of this partition.

4. click ¥ save
The Partition Edit page appears.

5. From the Available list, select the users that should have access to the partition, then click .
The users are added to the Members list to show that they have access to the partition.

To remove users from the partition, select the users from the Members list and click .
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Note: You can select multiple terms by using the Ctrl or Shift key.

Partitions - Partition Edit page
When you click the name of a Partition from the Partitions list, the Partition Edit page is displayed.

This page allows you to add users to the partition.

Feature Description

Name Enter the name of this partition.

Available |Alist of users in the system. Only users with login credentials appear in this list.

To add a user to this partition, select the user from the Available list, then click E] to move it to
the Members list.

Members | A list of users that have access to this partition.

To remove a user from this partition, select a user from the Members list, then click E to
move it to the Available list.

v? Click this button to save your changes.
3 Click this button to discard your changes.

Note: You can select multiple terms by using the Ctrl or Shift key.

Assigning Partitions to ACM Operators and Entities

After a partition (or a set of partitions) is created, populate each partition with the needed items for its
deployment. Each partition should have:

« One or more ACM operators with specific responsibilities in that partition.

Any identity with login credentials to the ACM system can be a member of a partition. Membership of
an identity in a partition is assigned on the Partition: Edit page. For more information, see the
Partitions - Partition Edit page above.

If you do not want the operators in this partition to be viewed by other operators in the system, go to
the Account Information section at the bottom of the Identity Edit page and assign them to the
appropriate partition.

e These ACM operators must be assigned the roles and delegations that allow them access to the ACM
system.

You can use the default roles and delegations or create new ones. You can create roles and
delegations like the default roles and delegations that are not assigned to any partition, which can be
assigned to an operator in any partition. For example, you can create an identity record for an ACM
operator responsible for enrolling other operators and badge holders in a specific partition. Assign the
default enrollment operator role and its associated delegations to that identity record, and add that
identity to the that partition.

Alternatively, you can assign roles and delegations to specific partitions. Partitions are assigned to a
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role on the Roles: Edit page, to a delegation ion the Delegation: Edit page.

e N

Important: If a role is assigned to specific partitions, operators not assigned to any of those
partitions may be prevented from accessing the ACM system, or parts of it. To avoid this,
ensure that all identities assigned the role also have access to the same partitions. You may
also have to create additional roles to access the same functionality in the other partitions.
The same is also true of delegations.
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o All of the entities, such as doors and related infrastructure (policies, groups, access groups, routing
groups, and elevator access levels), within the partition's scope that allow badge holders physical
access to the site.

Membership of any entity in a partition is assigned in its edit page. Navigate to the entity's edit page
and select the partition, or partitions, from the Partitions drop-down list.

An empty, or blank, Partition field for any entity has a specific meaning. An entity not assigned to any partition
can be viewed by all ACM operators, including those not assigned to a partition. However, as soon as any
entity (which could be a badge holder, an operator, a door, or any logical entity such as an access group) is
assigned to a partition, it can only be viewed by operators assigned to that partition. An entity assigned to
more than one partition can be viewed by operators assigned to any of those partitions. When an entity is
assigned to all partitions, it can be viewed by all operators except operators not assigned to any partitions.

For example, identity records with a blank partition field can be viewed by any ACM operator. However,
identity records with one or more partitions assigned to them can only be viewed by ACM operators with
access to any of those partitions. If you assign an ACM operator to a partition, their identity record can only be
viewed by other operators assigned to that partition. Similarly, for badge holders assigned to a partition, their
identity records can only be viewed by operators assigned to that partition and their access privileges are
restricted to the reader and doors in that partition (plus readers and doors not in any partition).

Routing Events to the Monitor Screen

A routing group controls which events are routed to an operator's Monitor screen. This is achieved by
specifying event types and event sources in the routing group. Only those event types that originate from the
specified event sources will be routed. This is an advanced feature that requires the use of partitions, groups,
and roles, and should only be configured by an experienced operator.

For example, a lobby security guard may only need to monitor people who access the building through the
front door during regular work hours, but they would not need to know about system activity in the ACM
application. You can use a routing group to ensure that the security guard only sees events related to the
lobby area.

You must set up partitions and groups before you can use routing groups. For more information on partitions,
see Managing a Partitioned ACM System on page 113. For more information on groups, see Configuring
Groups on page 98.

After you have created a routing group, you must assign it to a role to make it effective.

Routing Groups - Introduction
A routing group controls which event types and event sources are routed to the Monitor screen.

For example, a lobby security guard may only need to monitor people who access the building through the
front door during regular work hours, but they would not need to monitor operators that are logging in and
out of the ACM application.
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After you have defined a routing group, only the event types produced by the event sources during the
specified schedule will be routed to the Monitor screen.

You must set up routing schedules and groups of hardware components before you can use routing groups.

Adding a Routing Group

To add a new routing group:
1. Configure partitions for the routing group. For more information on configuring partitions, see
Configuring a Partitioned ACM System on page 115.

2. Create a hardware group that contains the event sources of interest. For more information on creating
a hardware group for routing, see Creating a Hardware Group for Routing on page 100.

3. If you want to route events for specific time intervals, set up one or more schedules. For more
information on adding a schedule, see Adding Schedules (Intervals in Schedules) on page 377.

4. Select Roles > Routing Groups.
The Routing Groups list is displayed.
5. Click Add New Routing Group.
The Routing Group Add page is displayed.
6. Enter a name for the routing group.
7. Complete the remainder of the page with the required details.

Important: Select the appropriate partition for this routing group.

8. Click v Save.

9. Select the Event Types tab.
10. Select the event types that you want to route.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click .

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

When you're finished, click ¢
1. Select the Groups tab.
12. Select the group of hardware components that you want to route.

13. Click 4 Save.

14. After you have created a routing group, you must assign it to a role to make it effective. For more
information, see Assigning a Routing Group to a Role on the next page.

Editing a Routing Group

To edit an existing routing group:

Adding a Routing Group




1. Select Roles > Routing Groups.
The Routing Groups list appears.
2. Click on the routing group you want to edit.
The Routing Group Edit screen appears.
3. Navigate through the tabbed pages and make the required changes. The tabbed pages include:
e Schedule: use this page to edit the routing group settings, including the name and schedule
o Event Types: use this page to select the event types that you want to route
e Groups: use this page to select the groups of event sources that you want to route

Note: Remember to click «) to save the changes on each page.

Assigning a Routing Group to a Role
You must assign a routing group to a role to make it effective.

Click Roles.
2. Fromthe Roles list, click on the role you want to edit.
The Role Edit screen appears.
3. Select the Routing tab.
4. Selectthe routing groups that you want to add to the role.

To add an item, select it from the Available list and click E]

To remove an item, select it from the Members list and click .

Tip: Use Shift + Click to select items in sequence. Use Ctrl + Click to select individual items.

5. Click J Save.

All the operators with this role can now monitor the events defined by the routing group.

Deleting a Routing Group

To delete an existing routing group:

1. Select Roles > Routing Groups.

2. From the Routing Groups list, click 3 peside the routing group that you want to delete.
3. When the confirmation message is displayed, click OK.

Routing Groups list

When you select Roles > Routing Groups, the Routing Groups list is displayed. This page lists all routing
groups that have been configured in the system.
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Feature Description

Name The name of the routing group.
Click the name to edit the routing group details.

Schedule Indicates when this routing group is active.
Event Type The number of event types that are in this routing group.
Group The number of groups that are in this routing group.
Delete Click =1 to delete this routing group.
Add New Click this button to create a new routing group.

Routing Group

Create New
Report

Click this button to generate a report of all the routing groups in the system.

Routing Groups - Add page

When you click Add New Routing Group from the Routing Groups list, the Routing Group Add page
appears. Enter the required details.
Feature Description
Name Enter the name of this routing group.
Schedule |Select a schedule from the drop down list. Only schedules that have been defined in the system
are listed.
Schedule |From the drop down list, select the option that qualifies the schedule.
Qualifier
« Appliance : Relative to the local time on the appliance when the transaction was created
within the ACM system.
« Event: Relative to the local time when the originating event occurred.
Installed | Check this box to indicate that this routing group is currently operational and available to the
system.
Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select

v 4
&3
Routing G

When you cl
is displayed.

Feature

one or more partitions. To allow all operators access to the item, do not select a partition.

Click this button to save your changes.

Click this button to discard your changes.

roups - Schedule page

ick the name of a Routing Group from the Routing Groups list, the Routing Group Schedule page

Click on the Schedule tab to return to this page.

Description

Name
Schedule

Schedule
Qualifier

Enter the name of this routing group.

Select a schedule from the drop down list. Only schedules that have been defined in the system
are listed.

From the drop down list, select the option that qualifies the schedule.
o Appliance : Relative to the local time on the appliance when the transaction was created
within the ACM system.
« Event: Relative to the local time when the originating event occurred.

Routing Groups - Add page




Feature Description

Installed | Check this box to indicate that this routing group is currently operational and available to the
system.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

«? Click this button to save your changes.

83 Click this button to discard your changes.

Routing Groups - Event Types page

When you select the Event Types tab from the Routing Group: Edit screen, the Event Types page is
displayed. This page allows you to specify which event types should be routed in this routing group.

Feature Description

Routing The name of this routing group.
Group

Click this name link to return to the Schedule page.
Available | A list of event types configured in the system.

To add an event type to the routing group, select the term from the Available list, then click
to move it to the Members list.

Members |A list of event types that are in this routing group.

To remove an event type from the routing group, select the term from the Members list, then
click E to move it to the Available list.
J Click this button to save your changes.

3 Click this button to discard your changes.

Routing Groups - Groups page

When you select the Groups tab from the Routing Group: Edit screen, the Groups page is displayed. This
page allows you to add groups to this routing group.
Feature Description

Routing The name of this routing group.
Group

Click this name link to return to the Schedule page.
Available | A list of groups configured in the system.

To add a group to the routing group, select the term from the Available list, then click to
move it to the Members list.

Members |A list of groups that are in this routing group.

To remove a group from the routing group, select the term from the Members list, then click
to move it to the Available list.

«? Click this button to save your changes.
&S

Click this button to discard your changes.
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Managing Elevator Access

An Elevator Access Level defines a badge holder's elevator access to the floors in a building.

For example, you can create an elevator access level that contains Floor 1and Floor 3. When you add this
elevator access level to an access group, all users in that access group will have access to Floor 1and Floor 3.

If you want to control elevator access during specified time intervals, you must set up schedules prior to
creating the elevator access level. For more information on schedules, see Adding Schedules (Intervals in

Schedules) on page 377. After you have created an elevator access level, you must assign it to an access
group to make it effective.

Note: This feature currently applies to Mercury Security elevator transactions in floor tracking mode.

Adding an Elevator Access Level

If you want to control elevator access during specified time intervals, you must set up schedules prior to
creating the elevator access level. For more information on schedules, see Adding Schedules (Intervals in
Schedules) on page 377.

To add a new elevator access level:

1. Select Roles > Elevator Access Levels.
The Elevator Access Levels listing page is displayed.

2. Click Add New Elevator Access Level.

3. Enter a name for the elevator access level in the Description field.
4. Select an appliance to manage the elevator access level.

5. Complete the remainder of the page with the required details.

5. click ¥ save.

6. After you have created an elevator access level, you must assign it to an access group to make it
effective. For more information, see Assigning an Elevator Access Level to an Access Group below.

Editing an Elevator Access Level

To edit an elevator access level:

1. Select Roles > Elevator Access Levels.
The Elevator Access Levels Listing page appears.
2. Click on the elevator access level you want to edit.
The Elevator Access Level Edit screen appears.
3. Make the required changes.

4. Click v Save.

Assigning an Elevator Access Level to an Access Group

You must assign an elevator access level to an access group to make it effective.
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1. Select Roles > Access Groups.
The Access Groups listing page is displayed.
2. Click the name of the access group you want to edit.
3. From the Elevator Access Level drop down list, select the elevator access level.

4. Click 4 Save.

All users in that access group now have access to the floors in the elevator access level.

Deleting an Elevator Access Level
To delete an existing elevator access level:

1. Select Roles > Elevator Access Levels.

2. From the Elevator Access Level listing page, click “ beside the elevator access level that you want
to delete.

3. When the confirmation message is displayed, click OK.

Elevator Access Levels list

When you select Roles > Elevator Access Levels, the Elevator Access Levels listis displayed. This page lists
all elevator access levels that have been configured in the system.

Feature Description

Description The name of this elevator access level.

Click on the name to edit the elevator access level details.

Delete Click =1 to delete this elevator access level.
Add New Click this button to add a new elevator access level.
Elevator

Access Level

Elevator Access Levels - Add page

When you click Add New Elevator Access Level from the Elevator Access Level list, the Elevator Access
Level Add page appears. Enter the required details.

Feature Description

Description |Enter the name of this elevator access level.
Appliance From the drop down list, select the appliance that manages this elevator access level.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Output Indicates the default output number.

Description | The name of each floor.

The floors are named by default, but you can rename them.

Schedule Indicate when a card/code has free access to the specified floor, meaning a valid card/code is
not required to access this floor.

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Deleting an Elevator Access Level




Feature Description
«? Click this button to save your changes.

83 Click this button to discard your changes.

Elevator Access Levels - Elevator Access Level: Edit page

When you click the name of an elevator access level from the Elevator Access Level list, the Elevator Access
Level: Edit page is displayed. Make any changes that may be required.

Feature Description

Description |Enter the name of this elevator access level.
Appliance From the drop down list, select the appliance that manages this elevator access level.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Output Indicates the default output number.
Description | The name of each floor.

The floors are named by default, but you can rename them.

Schedule Indicate when a card/code has free access to the specified floor, meaning a valid card/code is
not required to access this floor.

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

«? Click this button to save your changes.
3 Click this button to discard your changes.

Elevator Access Levels - Elevator Access Level: Edit page




Reports

The Reports screen allows you to create, edit, preview, and generate reports. Reports are used to gather
information from the system in either a PDF or Spreadsheet. Reports can be saved on your local computer
and referred to offline. For example, the Identity/Doors with Access Report can be used to view which doors
each identity has access to. You have the option of using the default system reports or customizing the
reports to fit your needs.

Note: If you do not have the correct delegations, you may not be able to access some of the
following pages. See your System Administrator for details.

Generating Reports

Anytime you see E= PDF or x Spreadsheet, you can generate and save a copy of the current report.

You can generate a copy of reports from the Reports list, the Report Edit page or from the Report Preview
page.

Generated reports will only show the filtered information that is displayed. To edit the report before you
generate it, see Editing Reports on the next page.

Click E=E to save the current report as a PDF file.

° Click 4 to save the current report as a CSV format spreadsheet.

Most generated reports saved as PDF files contain a maximum of 2,000 records, except the Audit Log
Report, which contains a maximum of 1,000 records. Reports saved as CSV format spreadsheet files contain
a maximum of 2,000 records.

Depending on your web browser, the file may be auto-downloaded or you will be prompted to save the file to
your local computer.

Report Preview

i
When you click the name of a report from the Reports list and select =¥ , a preview of the selected report is
displayed.

In the preview, you can check the report to see if the report gives you the information you need, search the
report, or generate the report. For example, if you wanted to know the role of an identity, you can preview the
Identity Summary report and search for the specific identity.

You can use the following options to control what is displayed:

Reports




Tip: Click ™ to filter the report. The preview bar expands to display search criteria.

Feature Description

Generate Report

The generate report options are displayed in the top left corner of the report preview.
S Click this button to generate a PDF copy of the current report.
=3
| Click this button to generate a CSV or spreadsheet copy of the current report.
x
Preview Bar
The preview options are displayed at the bottom of the report page.
1 Click this icon to filter the report.
k]
The report filter options are displayed. The options change depending on the
report.
o Click Search to perform a search using the selected filter options.
o Click Reset to clear the report filter options.

e Inthe drop down list beside the Reset button, choose if the search will
locate all or any transactions that match the selected report filters.

o Click Save to save and apply the selected filters to the default report.

15 [» Select the number of items you want to display on a single page.
I Click this button to return to the first page of the report.
4 Click this button to return to the previous page of the report.
P 1 £ Enter the page you want to go to.
age a
b Click this button to bring up the next page of the report.
b Click this button to go to the last page of the report.
"_?a' Click this button to refresh the report.

Editing Reports
All reports can be edited or filtered to only display the information that you need. You can edit default system
reports and custom reports in the same way.

If you plan to use the filtered report frequently, you can create a custom report rather than modify the default
system report every time. For more information see Creating Custom Reports on page 130.

Most generated reports saved as PDF files contain a maximum of 2,000 records, except the Audit Log
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Report, which contains a maximum of 1,000 records. Reports saved as CSV format spreadsheet files contain
a maximum of 2,000 records.

Reports requiring more than 2,000 rows must be scheduled as a batch job for system performance. For more
information, see Generating a Batch Report on page 456.

1. Display the Reports list.
* To display the system reports page, click o Reports.

* To display the custom reports page, select ill Reports > Custom Reports.

2. Click ’ for your report.

Note: The Audit Log Report and Transaction Report do not have s available. To edit, click on

the report name and follow the steps in the related procedure - Editing Audit Log and
Transaction Reports below.

3. Edit the report criteria.

4. Click ¢ to save your changes.

Now you can generate or preview the report with your changes.

Editing Audit Log and Transaction Reports

The Audit Log and Transaction Reports are edited differently from other reports. There is no edit function
directly available from the Reports list.

Follow the steps below to edit these reports.

1. Display the Reports list.

e To display the system reports page, click Reports.

e To display the custom reports page, select Reports > Custom Reports.
2. Click on the name of the report.

3. Click 5 in the bottom left-hand corner on the following page (either the Grid: Transaction Report or
Grid: Audit Log page).

The Find section opens.
4. Do the following to define criteria for the report:
e Select an option in the search type field (e.g. External System ID).
e Select an option in the search operator field (e.g. greater or equal to).
e Select an option in the search value field (e.g 12/07/2015 00:00:00).

The Full Name search type field available for the Transaction Report returns results for a limited
number of combinations of search operator and search value entries. For example, using an identity
with the name John Smith, the following searches will succeed:
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8.

Search Operator Search Value

contains Smith, John
John
Smith

equal Smith, John

begins with Smith

ends with John

Click 0 to add more search fields, if required.
Complete step 4 above for each additional field added.

ick
Click Save to save your changes.
The ACM Notification message displays with the message 'Search Parameters successfully changed'.
To save these filter settings as a custom report, enter a name in the Create Custom Report: field , then

click < Create Custom Report:.

.
To reset the search criteria, click “* Reset.

Now you can generate or preview the report with your changes.

Creating Custom Reports

A custom report is a system report that has been duplicated and edited to meet your requirements. You can
create a custom report that are used frequently.

1.

o s> w N

6.

Select il Reports > Reports.

Click / for the report you want to base the custom report on.
On the Report Edit page, select the Copy Report checkbox.
Give the new report a name.

Edit the report options to meet your requirements.

Click ¢ to save the new custom report.

See Scheduling a Custom Report By Batch Job (Specification) below.

Scheduling a Custom Report By Batch Job (Specification)

To schedule the creation of a custom report by batch job:
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1. Select ili Reports > Custom Reports.
2. Click the Schedule link next to the report name.
3. Create the schedule:
a. Inthe Job Specification window with the report information, enter:

Name The name of the schedule.
Output Format pdf (default) or csv.
b. Click Next.

The current values of the report cannot be edited here. If you need to edit, go to the Custom
Reports tab and click # Edit.

c. Enterthe schedule:
Repeat Once, Hourly, Daily, Weekly or Monthly.
(The page refreshes depending on your selection.)
For Weekly: Any of the Sun, Mon, Tue, Wed, Thu, Fri, Sat checkboxes.
For Monthly: The date.

On The time in 24-hour clock format in HH (hour, such as 20) and MM
(minute, such as 00).

For Once: Click the field to select the date from the calendar. Then
adjust the hour, minute and second selectors to set the time.

Click Next.
Optional. Enter a checkmark in Send Email and the email address.

If an email is not specified, go to the Batch Jobs tab to retrieve the report on the appliance
(after the job specification completes).

a. Click Submit. The schedule is created.
4. Create the batch job to run the custom report on schedule:

a. Select-l. > My Account.
b. Click the Job Specification tab.
c. Selectthe schedule and click €3) Activate/Deactivate.
The Activated on date is displayed in the right-most column.

5. Toview the reports generated by the batch job, click the Batch Jobs tab. The reports stay in the list
until manually deleted.

To remove a report, select the row and click € .

Creating Custom Audit Log and Transaction Reports

A custom audit log report lists all the selected recorded system logs. You can create a custom audit log
report to report only a selection of required audit logs. A custom transaction report lists all the selected
recorded system transactions. You can create a custom transaction report to report only a selection of
required system transactions.
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Click ill Reports.
2. Click Transaction Report in the Report Name column.

3. Click % atthe bottom of the page. The preview bar expands to display search criteria.

4. Enter the details you want to include in the report in the Find section. (Click o to add more fields.)
5. Click Search.

The system transactions are filtered into a report.
6. Inthe Create Custom Report field, enter a name for the report.

7. Click \# Create Custom Report to save the new report.

Creating Custom Audit Log and Transaction Reports




Physical Access

The Physical Access pages allow you to access all connected panels, doors, inputs, outputs and associated
security devices. These devices can be added, modified, and deleted. The status of the hardware can also be
monitored from these pages.

Panels are controllers that connect one or more door controllers (subpanels) and their associated readers to
the appliance. Doors are logical units incorporating one or more components that are connected to a panel.
The configuration of a door allows users to access certain areas.

Inputs are devices associated to panels and doors. For example, motion sensors or smoke detectors. Outputs
are devices that perform tasks in response to input data. For example, unlocking a door or setting off a fire
alarm.

Note: If you do not have the correct delegations, you may not be able to access some of the
following pages. See your System Administrator for details.

Templates Overview

For ASSA ABLOY, Avigilon and Mercury Security doors.

You can speed up the process of defining panels, subpanels and doors in the ACM system by creating
templates for bulk creation. For example, door templates create doors that automatically populate field
values on the Parameters and Operations tabs.

o Doortemplates

Standardize door configurations that set the basic parameters and operational settings for each type
of door at your site. Door templates are used when adding individual doors, modifying or updating
common door settings for groups of doors, or when batch creating subpanels for doors when adding a
new Mercury panel.

Note: Only door templates are applicable to ASSA ABLOY doors.

Tip: Although you can create multiple door templates with the same name, it is recommended
that you give each the indoor template a unique name.

 Reader templates

Standardize reader settings. Reader templates are referenced from a wiring template when batch
creating subpanels for doors on a new panel.

e Output templates

Standardize output settings. Output templates are referenced from a wiring template when batch
creating subpanels for doors on a new panel, or used when batch creating output or input/output
subpanels.

Physical Access




¢ Input templates

Standardize input settings. Input templates are referenced from a wiring template when batch creating
input subpanels for doors on a new panel, or used when batch creating output or input/output
subpanels.

o Wiring templates

Standardize Mercury subpanels with wiring templates that link subpanel addresses to door, reader,
input, and output templates. Wiring templates are used to batch add the connections to functioning
subpanels and doors wired to a new Mercury panel when the panel is added to the ACM appliance.

Door Templates

A door template contains a predefined set of common parameter values and operational settings that can be
applied to doors. Use a door template to populate the values assigned in the template to doors:

« When adding a new Mercury panel to the ACM system, new doors can be created in bulk by batch
creating the subpanels on the new panel. Door templates are used together with wiring templates to
create access-controlled doors with preset configurations ready for use after the new panel and
subpanels are fully connected and communicating with the ACM system. To bulk create doors using a

wiring template when adding a new panel, see Batch Creating Subpanels on a New Mercury Panel on
page 161.

« When adding a new door, you still need to configure many attributes such as operations, hardware,
cameras, and interlocks specifically for individual doors. To create a door using a template, see

Adding Doors on page 214.
« When standardizing settings or updating settings supported by a door template for a group of doors.

° When you have many doors defined with non-standard settings, create a group containing
these doors and a new door template containing the standard settings. Then apply the new
template to the group of doors.

°© When you have to change a setting common to all doors that use the same template, modify
the door template. Then apply the modified template to the group of doors.

You can apply a template to a group of doors:
o Immediately from the Templates page, using the Batch Update option.

o Alternatively, at any time after the template is created or modified, from the Groups using the
Batch Update option.

o At a future time, or on a schedule, from the Batch Jobs Specifications page.

Note: When you use the Batch Update option and there are more than 10 doors in the group,
a batch job is launched, which runs in the background.

To create a new template, see Door Templates - Add page on the next page.

When you select Physical Access > Templates, the Door Templates tab is selected, and the Door
Templates list page is displayed. This page lists all door templates that have been defined in the system.

Door Templates - Batch Update

The Batch Update feature on the Templates page allows you to assign a door template to a group of doors
from the same manufacturer. This is useful for applying new settings or modifying current settings to a group
of doors.

WARNING — There is a risk of losing a door template batch update report due to blocked pop-ups in your
web browser. When a door template batch update is performed on a group of doors, a report is generated
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that you can save to your local system. If pop-ups from the ACM client are blocked by your web browser, the
report cannot be saved. Your web browser will notify you that the pop-up is blocked, and offer you the option
to unblock the pop-up. To save the report (and all future reports), you must enable pop-ups in your web
browser from your ACM client. For instructions on how to enable pop-ups, refer to the Help files for your web
browser.
1. Select Physical Access > Templates.
The Templates panel opens with the Door Template tab selected and the Door Templates list
displayed.
2. Onthe Door Templates list, click V’ from the Batch Update column beside the template you want
to apply to a group.
The Batch Update dialog box appears.
3. From the Group drop down list, select a group of doors.
Only the groups that have been previously defined appear in this list.
4. Click OK.

All members of the specified group are updated with this template's settings.

Note: If you are doing a door template batch update on a group of doors, you will either be
prompted to save the report generated by the system (if pop-ups from the ACM client are
unblocked) or your web browser will notify you that the pop-up has been blocked.

If there are more than 10 doors, the update will be automatically scheduled as a batch job that starts two
minutes after you select the group and click OK. This can be checked at‘. > My Account > Batch Jobs.

Door Templates list page

When you select Physical Access > Templates, the Door Templates tab is selected, and the Door
Templates list page is displayed. This page lists all door templates that have been defined in the system.

Feature Description
Name The name of the door template.

Click the name to edit the door template details.

Batch Update Click ¢ to apply the template to all doors in a group. For more information,

see Door Templates - Batch Update on page 139.
Delete Click = to delete the door template.
I:? Click to add a new door template.

Door Templates - Add page

When you click:

« Add Template on the Door Templates list, the Templates: Add page appears. Enter the required door
template details.

¢ Onthe name of a door template on the Door Templates list, the Templates: Edit page appears. All of
the configurable items for a door that can be set using a door template appear in the Parameters and
Operations tabs after you specify the vendor.
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Important: To bulk add door subpanels when adding a new Mercury panel, you must use a door
template that has a value specified for Door Mode. Before using the Subpanel: Batch Create wizard,
ensure that a door template for the door subpanel type has been configured. Door templates
without a Door Mode specified are not available for the wizard to use.

Note: You can add additional values to some drop down lists using the User Lists feature. For more
information, see Adding ltems to a List on page 390.

Name the template and specify the site and vendor information.

Feature

Name You can change the name of the template. The name should be unique.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

The selection you make for the door template sets in which partitions doors are created.

Vendor The name of the door manufacturer. After you select the name, the page is refreshed to
show the Parameters tab.

Model Select Generic for any vendor to display all the configurable items for that vendor's
door controllers in the Parameters and Operations tabs. If you select Mercury as the
Vendor, you can select the panel model. After you select the model, the page refreshes
again to show only the configurable items for that model.

v,? Click this button to save your changes.

9 Click this button to discard your changes.

After you select the vendor and model, update the individual items for the template to apply on the two
panels on the Parameters tab:

« On the Parameters panel, for each item except Partitions, you can select from three or more choices,
which vary from item to item:

o <No Change>: Do not change the value. If the door is new, the item is left blank, or set to its
default value. If there is already a value, it is unchanged.

o <BLANK>: Clear the value. If the door is new, the item is left blank. If there is already a value, it is
cleared. This choice only appears if no value is required.

o All other choices are specific to that item.

© The Partition item appears only if partitions are defined at your site.
e Onthe Door Processing Attributes tab, the choices are:

© <No Change>

o <Yes>

o <No>

For detailed information about each item on the Parameters tab, see:
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e Parameters tab (Mercury Security) on page 239
e Parameters tab (VertX®) on page 227
Next, update the individual items for the template to apply on the Operations tab:
e For the items with drop-down lists, except Card Formats, you can select from three or more choices,
which vary from item to item:

o <No Change>: Do not change the value. If the door is new, the item is left blank, or set to its
default value. If there is already a value, it is unchanged.

o <BLANK>: Clear the value. If the door is new, the item is left blank. If there is already a value, it is
cleared. This choice only appears if no value is required.

o For all the other items, enter a value in seconds, or leave blank to use the default value.
¢ For Card Formats, if you select:

o <No Change>: Do not change the value. If the door is new, the list of card formats for the door
will be populated by the card formats supported by the panel associated with the door.

o <BLANK>: Clear the value. If the door is new, the list is left empty. If there is already a value, it is
cleared.

o Assign: Replace any card formats supported by the door with the card formats specified in the
template.

o Add: Append the card formats specified in the template to the card formats already supported
by the door.

°o Remove: Remove the card formats specified in the template from the list of card formats
supported by the door.

After you make your choice of Assign, Add, or Remove, a list of all the configured card formats is
displayed. Click to select one card format, or use any of click and drag, Shift and click, or Ctrl and click
to select multiple card formats and move them to the Members list.

For detailed information about each item on the Operations tab, see:
e Operations tab (Mercury Security) on page 243
e Operations tab (VertX® on page 229

Door Templates - Door Template: Edit page
When you click on the name of a door template on the Door Templates list, the Door Template: Edit page

appears. All of the configurable items for a door that can be set using a door template appear in the
Parameters and Operations tabs after you specify the vendor.

Note: You can add additional values to some drop down lists using the User Lists feature. For more
information, see Adding Items to a List on page 390.

Name the template and specify the site and vendor information.

Feature

Name Enter the name of the template. This field is required. The name should be unique.

Door Templates - Door Template: Edit page




Feature

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the
item, select one or more partitions. To allow all operators access to the item, do not
select a partition.

The selection you make for the door template determines in which partitions doors
are created.

Vendor The name of the door manufacturer. After you select the name, the page is refreshed
to show the Parameters tab.

Model Select Generic for any vendor to display all the configurable items for that vendor's
door controllers in the Parameters and Operations tabs. If you select Mercury as the
Vendor, you can select the panel model. After you select the model, the page
refreshes again to show only the configurable items for that model.

¢ Click this button to save your changes.

92 Click this button to discard your changes.

After you select the vendor and model, update the individual items for the template to apply on the two
panels on the Parameters tab:

« On the Parameters panel, for each item except Partitions, you can select from three or more choices,
which vary from item to item:

o <No Change>: Do not change the value. If the door is new, the item is left blank, or set to its
default value. If there is already a value, it is unchanged.

o <BLANK>: Clear the value. If the door is new, the item is left blank. If there is already a value, it is
cleared. This choice only appears if no value is required.

o All other choices are specific to that item.

© The Partition item appears only if partitions are defined at your site.
« On the Door Processing Attributes tab, the choices are:

© <No Change>

o <Yes>

o <No>
For detailed information about each item on the Parameters tab, see:

e Parameters tab (Mercury Security) on page 239
e Parameters tab (VertX®) on page 227
Next, update the individual items for the template to apply on the Operations tab:
o For the items with drop-down lists, except Card Formats, you can select from three or more choices,

which vary from item to item:

©o <No Change>: Do not change the value. If the door is new, the item is left blank, or set to its
default value. If there is already a value, it is unchanged.

o <BLANK>: Clear the value. If the door is new, the item is left blank. If there is already a value, it is
cleared. This choice only appears if no value is required.

o For all the other items, enter a value in seconds, or leave blank to use the default value.

Door Templates - Door Template: Edit page




o For Card Formats, select <No Change>, <BLANK>, or specify the format to apply after choosing one of
the following:

o Assign: Replace any card formats supported by the door with the card formats specified in the
template.

o Add: Append the card formats specified in the template to the card formats already supported
by the door.

°© Remove: Remove the card formats specified in the template from the list of card formats
supported by the door.

After you make your choice of Assign, Add, or Remove, a list of all the configured card formats is
displayed. Click to select one card format, or use any of click and drag, Shift and click, or Ctrl and click
to select multiple card formats and move them to the Members list.

For detailed information about each item on the Operations tab, see:

e Operations tab (Mercury Security) on page 243
e Operations tab (VertX®) on page 229

Door Templates - Batch Update

The Batch Update feature on the Templates page allows you to assign a door template to a group of doors
from the same manufacturer. This is useful for applying new settings or modifying current settings to a group
of doors.

WARNING — There is a risk of losing a door template batch update report due to blocked pop-ups in your
web browser. When a door template batch update is performed on a group of doors, a report is generated
that you can save to your local system. If pop-ups from the ACM client are blocked by your web browser, the
report cannot be saved. Your web browser will notify you that the pop-up is blocked, and offer you the option
to unblock the pop-up. To save the report (and all future reports), you must enable pop-ups in your web
browser from your ACM client. For instructions on how to enable pop-ups, refer to the Help files for your web
browser.
1. Select Physical Access > Templates.
The Templates panel opens with the Door Template tab selected and the Door Templates list
displayed.

2. Onthe Door Templates list, click ¢ from the Batch Update column beside the template you want
to apply to a group.
The Batch Update dialog box appears.

3. From the Group drop down list, select a group of doors.
Only the groups that have been previously defined appear in this list.

4. Click OK.

All members of the specified group are updated with this template's settings.

Note: If you are doing a door template batch update on a group of doors, you will either be
prompted to save the report generated by the system (if pop-ups from the ACM client are
unblocked) or your web browser will notify you that the pop-up has been blocked.

If there are more than 10 doors, the update will be automatically scheduled as a batch job that starts two

minutes after you select the group and click OK. This can be checked at‘. > My Account > Batch Jobs.

Door Templates - Batch Update




Reader Templates

Use standardized reader settings and corresponding reader templates together with wiring templates to
configure Mercury subpanels when adding panels in the ACM appliance. Standardize your reader
configurations and create a reader template for each standard configuration in use at your site.

Note: Ensure all OSDP readers are configured in ACM software before physically connecting them.

OSDP is recommended for communications between readers, controllers and subpanels. OSDP offers
support for bi-directional communication, Secure Channel Protocol (SCP) to encrypt the traffic, and provides
additional status values for readers, improved LED controls, and simpler wiring.

Do not mix and match OSDP and non-OSDP readers on the same serial input/output (SIO) module. If OSDP is
being used, set all all reader addresses (including unused ones) to OSDP to avoid accidental re-
programming.

OSDP allows twice as many readers on most SIO modules. This allows a single controller port to control two
OSDP readers, however the second reader only functions if both readers on the port use OSDP and the
second reader is used on a paired door, or as the alternate reader for a single door. The second reader on an
OSDP port cannot be used to create a second single door.

To access reader templates, select Physical Access > Templates and then click the Reader Templates tab.
The Reader Templates list page is displayed. This page lists all reader templates that have been defined in
the system.

Tip: After you have configured new doors using templates, you must access each door, panel, or
subpanel to configure the unique settings that are not configured by each template.

Reader Templates list page

When you select Physical Access > Templates and click the Reader Templates tab, the Reader Templates
list page is displayed. This page lists all reader templates that have been defined in the system.

Ensure all OSDP readers are configured in ACM software before physically connecting them.

Feature Description

Name The name of the reader template.

Click the name to edit the reader template details.
Delete Click =1 to delete the reader template.
E? Click to add a new reader template.

Reader Template: Add page

When you click @ on the Reader Templates list page, the Reader Template: Add page appears. Enter the
required reader template details.

Reader Templates




Note: Ensure all OSDP readers are configured in ACM software before physically connecting them.

Feature Description
Name Enter a unique name for the template.
Vendor Choose Mercury Security or HID.

Mercury Security settings
Reader Type Select the communication protocol used by readers configured with this template. The
options include:

« OSDP

( A

Important: A reader template for an OSDP reader defines the baud rate
and the OSDP address to use. On a paired door using OSDP readers, you
need four OSDP reader templates: one for each OSDP address.

& J

OSDP is recommended for readers, controllers and subpanels communications.
OSDP offers support for bi-directional communication, Secure Channel Protocol
(SCP) to encrypt the traffic, and provides additional status values for readers,
improved LED controls, and simpler wiring.

o F/2F

« D1/DO (Wiegand )

o CLK+Data (Mag) ( NCl magnetic stripe standard)
o Custom (Default)

Note: The Custom option enables all options for all reader types. Readers
configured with versions of the ACM software earlier than Release 5.10.4
are assigned this reader type when the software is upgraded to ensure
that the previous settings are retained.

The following options depend on the selected Reader Type and include:
LED Drive Select the LED drive mode for readers configured with this template. The options depend
on the reader model and how it is wired and include:
¢ None
o Gen 1wire
¢ Reserved
e Sep Red/Grn no buzz
o Dorado 780

e LCD

o OSDP
Format by Check this box to indicate that readers configured with this template support the format by
nibble nibble.

Reader Template: Add page




Feature Description

Bidirectional Check this box to indicate that readers configured with this template can read
bidirectionally.

F/2F Decoding |Check this box to indicate that readers configured with this template use F or 2F decoding.

Inputs on Check this box to indicate that readers configured with this template provide one or more
reader input ports for serial input arrays.

Keypad decode |Select the keypad decode/encryption method that is used by readers configured with this
template. The options include:
¢ MR20 8-bit tamper
o Hughes ID 4-bit
¢ Indala
« MR20 8-bit no tamper

Wiegand Check this box to indicate that readers configured with this template support the Wiegand
standard.

Trim Zero Bit Check this box to indicate that readers configured with this template support the trim zero
bit standard.

NCI magstripe |Check this box to indicate that readers configured with this template supports the NCI
standard for magnetic stripes.

Supervised Check this box to indicate that readers configured with this template are supervised
(outfitted with detection devices)

Secure Check this box to enable secure OSDP communication between the reader and the

Channel controller. The reader must support SCP and must be in installation mode. The reader will

Protocol remain offline if a secure connection cannot be established.

CAUTION — Do not enable SCP on readers that support OSDPV1, such as the ViRDI
biometric reader, as this will make the reader inoperable. Secure channel is only
supported in by OSDPv2.

Baud Rate Set the OSDP baud rate. This must be the same for all readers on a single port. Valid
values are 9600 (default), 19200, 38000 or 115200. If blank is selected, the system will
use default settings.

Note: Mercury controllers may auto-detect the OSDP baud rate. For more
information, refer to Mercury documentation.

See Appendix: pivCLASS Configuration on page 503.

OSDP Address |Setthe OSDP address. This must be different for each reader on a single port. Valid values
are O (reader 1default), 1 (reader 2 default), 2, and 3. If blank is selected, the system will
use default settings.

Note: Mercury controllers will first try the setting provided and if that does not
work, the controller will use default settings.

OSDP Tracing |Displayed for OSDP readers only. If the box is checked, OSDP address tracing will be
loggedinthe mercury. txt appliance log for troubleshooting.

Reader Template: Add page




Feature Description

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

VertX® settings
Keypad decode | Select the keypad decode/encryption method that is used by readers configured with this
template. The options include:
o MR20 8-bit tamper
e Hughes ID 4-bit
¢ Indala
¢ MR20 8-bit no tamper

Wiegand Check this box to indicate that readers configured with this template support the Wiegand
standard.

NCI magstripe |Check this box to indicate that readers configured with this template supports the NCI
standard for magnetic stripes.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

J Click this button to save your changes.

83 Click this button to discard your changes.

Reader Template: Edit page

When you click on the name of a template on the Reader Templates list page, the Reader Template: Edit
page appears. Modify the required reader template details.

Feature Description
Name Enter a unique name for the template.
Vendor Choose Mercury Security or HID.

Mercury Security settings

Reader Template: Edit page




Feature Description

Reader Type Select the communication protocol used by readers configured with this template. The
options include:

« OSDP

4 A

Important: A reader template for an OSDP reader defines the baud rate
and the OSDP address to use. On a paired door using OSDP readers, you
need four OSDP reader templates: one for each OSDP address.

& J

OSDP is recommended for readers, controllers and subpanels communications.
OSDP offers support for bi-directional communication, Secure Channel Protocol
(SCP) to encrypt the traffic, and provides additional status values for readers,
improved LED controls, and simpler wiring.

o F/2F

o D1/DO (Wiegand )

o CLK+Data (Mag) ( NCIl magnetic stripe standard)
e Custom (Default)

Note: The Custom option enables all options for all reader types. Readers
configured with versions of the ACM software earlier than Release 5.10.4
are assigned this reader type when the software is upgraded to ensure
that the previous settings are retained.

The following options depend on the selected Reader Type and include:
LED Drive Select the LED drive mode for readers configured with this template. The options depend
on the reader model and how it is wired and include:
¢ None
¢ Gen 1wire
¢ Reserved
e Sep Red/Grn no buzz
o Dorado 780

o LCD

o OSDP
Format by Check this box to indicate that readers configured with this template support the format by
nibble nibble.
Bidirectional Check this box to indicate that readers configured with this template can read

bidirectionally.
F/2F Decoding |Check this box to indicate that readers configured with this template use F or 2F decoding.

Inputs on Check this box to indicate that readers configured with this template provide one or more
reader input ports for serial input arrays.

Reader Template: Edit page




Feature Description

Keypad decode | Select the keypad decode/encryption method that is used by readers configured with this
template. The options include:
o MR20 8-bit tamper
e Hughes ID 4-bit
¢ Indala
¢ MR20 8-bit no tamper

Wiegand Check this box to indicate that readers configured with this template support the Wiegand
standard.

Trim Zero Bit Check this box to indicate that readers configured with this template support the trim zero
bit standard.

NCI magstripe |Check this box to indicate that readers configured with this template supports the NCI
standard for magnetic stripes.

Supervised Check this box to indicate that readers configured with this template are supervised
(outfitted with detection devices)

Secure Check this box to enable secure OSDP communication between the reader and the

Channel controller. The reader must support SCP and must be in installation mode. The reader will

Protocol remain offline if a secure connection cannot be established.

CAUTION — Do not enable SCP on readers that support OSDPV1, such as the ViRDI
biometric reader, as this will make the reader inoperable. Secure channel is only
supported in by OSDPv2.

Baud Rate Set the OSDP baud rate. This must be the same for all readers on a single port. Valid
values are 9600 (default), 19200, 38000 or 115200. If blank is selected, the system will
use default settings.

Note: Mercury controllers may auto-detect the OSDP baud rate. For more
information, refer to Mercury documentation.

See Appendix: pivCLASS Configuration on page 503.

OSDP Address |Setthe OSDP address. This must be different for each reader on a single port. Valid values
are O (reader 1default), 1 (reader 2 default), 2, and 3. If blank is selected, the system will
use default settings.

Note: Mercury controllers will first try the setting provided and if that does not
work, the controller will use default settings.

OSDP Tracing |Displayed for OSDP readers only. If the box is checked, OSDP address tracing will be
loggedinthemercury. txt appliance log for troubleshooting.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

VertX® settings
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Feature Description

Keypad decode | Select the keypad decode/encryption method that is used by readers configured with this
template. The options include:
o MR20 8-bit tamper
e Hughes ID 4-bit
¢ Indala
¢ MR20 8-bit no tamper

Wiegand Check this box to indicate that readers configured with this template support the Wiegand
standard.

NCI magstripe |Check this box to indicate that readers configured with this template supports the NCI
standard for magnetic stripes.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

¢> Click this button to save your changes.

83 Click this button to discard your changes.

Input Templates

Use standardized input settings and corresponding input templates together with wiring templates to
configure Mercury subpanels when adding panels in the ACM appliance. Standardize your input
configurations and create an input template for each standard configuration in use at your site.

To access input templates, select Physical Access > Templates and then click the Input Templates tab. The
Input Templates list page is displayed. This page lists all input templates that have been defined in the
system.

Note: Input templates for VertX® are not used by the ACM system. Input templates are only used
when configuring Mercury subpanels.

Tip: After you have configured new doors using templates, you must access each door, panel, or
subpanel to configure the unique settings that are not configured by each template.

Input Templates list page

When you select Physical Access > Templates and click the Input Templates tab, the Input Templates list
page is displayed. This page lists all input templates that have been defined in the system.

Feature Description

Name The name of the input template.

Click the name to edit the input template details.
Delete Click == to delete the input template.

Input Templates




Feature Description
E? Click to add a new input template.

Input Template: Add page

When you click @ on the Input Templates list page, the Input Template: Add page appears. Enter the
required input template details.

Note: Input templates for VertX® are not used by the ACM system. Input templates are only used
when configuring Mercury subpanels.

Feature Description

Name The name of the template.

Installed Check to indicate that input points configured with this template are connected and active.
Vendor The only supported option is Mercury Security.

Mercury Security settings

Mode Select the mode used for arming and disarming the input to trigger alarm events. Each mode
modifies the effect of the Exit Delay and Entry Delay settings.

+ Normal — Does not use the Exit Delay and Entry Delay settings. Point is armed when the
area is armed. Triggering the armed point will instantly trigger the alarm.

¢ Non-latching — Uses the Exit Delay and Entry Delay settings. When the area is armed,
the point is armed after the time specified by the Exit Delay setting. This allows you time
to exit the area without triggering an alarm. After the point is armed, triggering the
armed point occurs after the time specified by the Entry Delay setting. This allows you
time to disarm the area or restore the point (for example, by closing the door). This mode
can be used in a scenario such as an armed fire door if you want people to exit but do
not want the door propped open. The entry delay allows time for the door to be closed
before triggering the alarm.

o Latching — Uses the Exit Delay and Entry Delay settings. When the area is armed, the
point is armed after the time specified by the Exit Delay setting. This allows you time to
exit the area without triggering an alarm. After the point is armed, triggering the armed
point occurs after the time specified by the Entry Delay setting. This allows you time to
disarm the area.

EOL Select the End of Line resistance value used by inputs configured with this template.

resistance ) ) .
Only the EOL resistance values that have been defined in the system are listed.

Debouncel | Select how often the unit is allowed to debounce in a row. 1=16 ms, 2 = 32 ms, etc.

Entry The Entry Delay setting specifies the amount of time after you enter an alarmed area that you
Delay have to disarm the alarm system before an alarm is triggered.

Enter the number of seconds allowed before the input reports an event.

1Due to mechanical properties of a switch, when a switch is closed, there is a period of time in which the
electrical connection "bounces" between open and closed. To a microcontroller, this "bouncing" can be
interpreted as multiple button pushes. To suppress the "bouncing", the controller software is designed to
anticipate it. This is known as "debouncing a switch".

Input Template: Add page




Feature Description

Exit Delay |The Exit Delay setting specifies the amount of time after the alarm system is armed that you
have to leave the area without triggering an alarm.

Enter the number of seconds allowed before the input reports an event.
Hold time |Setthe amount of time that the alarm will stay in alarm state after returning to normal.
For example, if the input point goes into alarm state, then restores, it will hold it in that state for 1

to 15 seconds after it returns to normal state before reporting the input point is in the normal
state.

Schedule |Define when the input is masked. When the schedule is active, the input will be masked.
Masked Check this box to indicate that this input is normally masked.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

“? Click this button to save your changes.

83 Click this button to discard your changes.

Show Click this button to display the policies associated with this input module.
Policy

Input Template: Edit page

When you click on the name of a template on the Input Templates list page, the Input Template: Edit page
appears. Modify the required reader template details.

Note: Input templates for VertX® are not used by the ACM system. Input templates are only used
when configuring Mercury subpanels.

Feature Description

Name The name of the template.
Installed Check to indicate that input points configured with this template are connected and active.

Vendor The only supported option is Mercury Security.

Mercury Security settings

Input Template: Edit page




Feature Description

Mode Select the mode used for arming and disarming the input to trigger alarm events. Each mode
modifies the effect of the Exit Delay and Entry Delay settings.

+ Normal — Does not use the Exit Delay and Entry Delay settings. Point is armed when the
area is armed. Triggering the armed point will instantly trigger the alarm.

¢ Non-latching — Uses the Exit Delay and Entry Delay settings. When the area is armed,
the point is armed after the time specified by the Exit Delay setting. This allows you time
to exit the area without triggering an alarm. After the point is armed, triggering the
armed point occurs after the time specified by the Entry Delay setting. This allows you
time to disarm the area or restore the point (for example, by closing the door). This mode
can be used in a scenario such as an armed fire door if you want people to exit but do
not want the door propped open. The entry delay allows time for the door to be closed
before triggering the alarm.

o Latching — Uses the Exit Delay and Entry Delay settings. When the area is armed, the
point is armed after the time specified by the Exit Delay setting. This allows you time to
exit the area without triggering an alarm. After the point is armed, triggering the armed
point occurs after the time specified by the Entry Delay setting. This allows you time to
disarm the area.

EOL Select the End of Line resistance value used by inputs configured with this template.

resistance ) ) .
Only the EOL resistance values that have been defined in the system are listed.

Debounce | Select how often the unit is allowed to debounce in a row. 1=16 ms, 2 = 32 ms, etc.

Entry The Entry Delay setting specifies the amount of time after you enter an alarmed area that you
Delay have to disarm the alarm system before an alarm is triggered.

Enter the number of seconds allowed before the input reports an event.

Exit Delay |The Exit Delay setting specifies the amount of time after the alarm system is armed that you
have to leave the area without triggering an alarm.

Enter the number of seconds allowed before the input reports an event.
Hold time |Setthe amount of time that the alarm will stay in alarm state after returning to normal.

For example, if the input point goes into alarm state, then restores, it will hold it in that state for 1
to 15 seconds after it returns to normal state before reporting the input point is in the normal
state.

Schedule |Define when the inputis masked. When the schedule is active, the input will be masked.
Masked Check this box to indicate that this input is normally masked.

Partitions | Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

«? Click this button to save your changes.

83 Click this button to discard your changes.

Show Click this button to display the policies associated with this input module.
Policy

1Due to mechanical properties of a switch, when a switch is closed, there is a period of time in which the
electrical connection "bounces" between open and closed. To a microcontroller, this "bouncing" can be
interpreted as multiple button pushes. To suppress the "bouncing", the controller software is designed to
anticipate it. This is known as "debouncing a switch".
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Output Templates

Use standardized input settings and corresponding output templates to use together with wiring templates to
configure Mercury subpanels when adding panels in the ACM appliance. Standardize your output
configurations and create an output template for each standard configuration in use at your site.

To access output templates, select Physical Access > Templates and then click the Output Templates tab.
The Output Templates list page is displayed. This page lists all output templates that have been defined in
the system.

Note: Output templates for VertX® are not used by the ACM system. Output templates are only used
when configuring Mercury subpanels.

Tip: After you have configured new doors using templates, you must access each door, panel, or
subpanel to configure the unique settings that are not configured by each template.

Output Templates list page

When you select Physical Access > Templates and click the Output Templates tab, the Output Templates
list page is displayed. This page lists all Output templates that have been defined in the system.

Feature Description

Name The name of the output template.

Click the name to edit the output template details.
Delete Click =1 to delete the output template.
E? Click to add a new output template.

Output Template: Add page

When you click % on the Output Templates list page, the Output Template: Add page appears. Enter the
required output template details.

Note: Output templates for VertX® are not used by the ACM system. Output templates are only used
when configuring Mercury subpanels.

Feature Description

Name The name of the template.
Installed Check to indicate that input points configured with this template are connected and active.

Vendor The only supported option is Mercury Security.

Output Templates




Feature Description

Operating |Select how the panel knows when the output point is active.

Mode
o Energized When Active — a current is expected to pass through the output point when it

is active.

* Not Energized When Active — a current expected to pass through the output point
when it is inactive.

Pulse Time Enter the pulse interval time. This is the number of seconds that the output will activate when a
pulse command is issued.

Note: This field is only available on outputs not associated with doors (e.g. auxiliary
relays).

Schedule |Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Partitions | Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

¢> Click this button to save your changes.

83 Click this button to discard your changes.
Output Template: Edit page

When you click on the name of a template in on the Output Templates list page, the Output Template: Edit
page appears. Modify the required reader template details.

Note: Output templates for VertX® are not used by the ACM system. Output templates are only used
when configuring Mercury subpanels.

Feature Description

Name The name of the template.
Installed Check to indicate that input points configured with this template are connected and active.
Vendor The only supported option is Mercury Security.

Operating |Select how the panel knows when the output point is active.

Mode
+ Energized When Active — a current is expected to pass through the output point when it

is active.

* Not Energized When Active — a current expected to pass through the output point
when it is inactive.

Output Template: Edit page




Feature Description

Pulse Time | Enter the pulse interval time. This is the number of seconds that the output will activate when a
pulse command is issued.

Note: This field is only available on outputs not associated with doors (e.g. auxiliary
relays).

Schedule |Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Partitions | Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

“.? Click this button to save your changes.

3 Click this button to discard your changes.

Wiring Templates

Use standardized wiring setups for your subpanels and corresponding wiring templates to speed up
configuration of Mercury subpanels when adding managed doors to the ACM appliance. A wiring template
corresponds to a standard wiring setup for the doors connected to a specific Mercury subpanel model.

A wiring template takes information from the door, input, output, and reader templates that you specify and
validates all the information so that the template can be used to batch create subpanels configured with
functional doors and readers.

Wiring templates use the Access Type options Single and Paired to support easier configuration of doors.
Use Single for a door with one reader on one side of the door only (single reader door). Use Paired for a door
with two readers, one on each side of the door (paired reader door). Paired readers allow each side of a
single physical door to act like a separate door. This is particularly useful for antipassback and mustering.

The Access Type can also be configured in the Door Template. When configured in both the Wiring
Template, and the associated Door Template, the setting in the Wiring Template takes precedence.

A preconfigured wiring template for each of the following subpanels is provided:

¢ MR50
¢ MR51e
¢ MR52
+ MR62e
e 1501 Internal SIO
e 1502 Internal SIO
You can modify the preconfigured wiring templates and create new wiring templates for each type of

subpanel in use at your site. If you use different wiring setups for the same type of subpanel, create a wiring
template for each setup.

Important: Before you configure the wiring template for a subpanel, you should have already
configured the reader templates, input templates, and output templates needed for that subpanel. A

Wiring Templates




wiring template contains mappings for the subpanel input, output, and reader addresses that
correspond to the wiring set up of the subpanel for the readers, door position, strike, and request to
exit (REX) buttons, and sets the associated template for each mapping. The number of doors and
available reader, input, and output addresses for mapping is fixed for each subpanel model.
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To access wiring templates, select Physical Access > Templates and then click the Wiring Templates tab.
The Wiring Templates list page is displayed. This page lists all wiring templates that have been defined in the
system.

Wiring Templates list page

When you select Physical Access > Templates and click the Wiring Templates tab, the Wiring Templates list
page is displayed. This page lists all wiring templates that have been defined in the system.

Feature Description

Name The name of the wiring template.

Click the name to edit the wiring template details.
Delete Click == to delete the wiring template.
I:? Click to add a new wiring template.

Wiring Template: Add page

When you click i on the Wiring Templates list page, the Wiring Template: Add page appears. Enter the
wiring template details.

You can check if the settings you make on this page are valid at any time by clicking Validate at the bottom of
the page. If there is an error on the page, an error message identifies the problem for you to correct.

Feature Description
Name Enter a unique name for the template.
Vendor The only option is Mercury Security.

Wiring Templates list page




Feature

Description

Model

For each door:

Wiring Template: Add page

Select from the drop-down list:

Subpanels for Doors and Readers

Model

Number of Doors

Number of Readers

MR50

MR52

1502 Internal SIO
MR51e

MR62e

1501 Internal SIO
M5-2RP
M5-2SRP
M5-8RP

MS-2K

MS-ACS

4502 Internal SIO

or

Subpanels for Inputs or Outputs (I/O)

Ao O N N DDA PAPAN

Model

MR161N
MR160UT
M5-20IN
M5-16DO
M5-16DOR
M8-I8S
M8-R8S




Feature Description

Door Select an Access Type from the drop-down list:
¢ Single: A door connected to a single reader using any supported
connection protocol on a single port.
e Paired: A door connected to two readers on the same port. A
second pair of template settings is displayed.
For the single door or both paired doors select:

o Door Template
¢ Reader: Address and Reader Template
o Alt Reader: Address and Reader Template

Important: When using OSDP readers, you need four
OSDP reader templates for a paired door: one for each
OSDP address.
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Specify the I/O templates for the doors created with this template:

Door Position Address: Input Template
Strike: Output Template
REX 1 Input Template
REX 2: Input Template

For Other I/O
Select an Input Template to use for all inputs not associated with doors.

Select an Output Template to use for all outputs not associated with

doors.
Save Click to save the template and return to the Wiring Templates list page.
Cancel Changes Click to return to the Wiring Templates list page without saving.
Add Wiring Template Click to add a new wiring template.

Wiring Template: Edit page

When you click on the name of a template on the Wiring Templates list page, the Wiring Template: Edit page
is displayed. Use this page to modify the wiring template.

You can check if the settings you make on this page are valid at any time by clicking Validate at the bottom of
the page. If there is an error on the page, an error message identifies the problem for you to correct.

For details about the fields on this page, see Wiring Template: Add page on page 153

Configuring Panels

Panels are controllers that connect one or more door controllers (subpanels) and their associated readers to
the ACM appliance. Through an Ethernet cable or encrypted wireless connection, panels send information

Wiring Template: Edit page




about the state of the doors back to the appliance. Panels are added one at a time.

When a new Mercury panel is created you can use the Subpanel: Batch Create wizard to add subpanels to
the panel. The wizard adds connection information for the subpanels and doors that are wired to the panel so
that the ACM appliance can start managing door access. You must configure door templates, input
templates, output templates, reader templates, and wiring templates before you can use the wizard.
Together, these templates can provide enough information to ensure basic functioning of doors as soon as
the new panel and subpanels are fully connected and communicating with the ACM system. For more
information, see Templates Overview on page 133.
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Tip: To add a gateway to manage Schlage IP wireless locks, see Step 2: Configuring Gateways for
IP-enabled Wireless Locks on page 268. To add a SALTO server and panel to manage SALTO doors,
see Step 1: Connecting to a SALTO Server on page 285. To add a Door Server Router (DSR) panel to
manage ASSA ABLQOY IP-enabled locks, see Step 1. Configuring a Door Service Router for IP-
enabled Locks on page 295.
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Searching for Panels

Many facilities require the control and monitoring of dozens, even hundreds, of panels simultaneously. This
can result in a crowded listing page. You can search for specific panels to narrow the list of panels appearing
on the Panels list page.

1. Use any (or all) of the following to define your search:

e Enter your search term in the Search... field. Use any series of letters and numbers to search for
the panels you want to see.

« |f known, select the Device Status.
« If known, select the Appliance the panel is connected to.
o If known, select the Group the panelis included in.

2. Click OK.

Panel Migration

Migrate panel models without reprogramming their settings and reduce system downtime.

HID VertX V1000 to Mercury Security LP4502

Note: This procedure requires Mercury firmware version 1.30.5.

CAUTION — Upgrading from a V1000 to LP4502 panel model is irreversible. Perform this
configuration only if needed. Before you start the migration, the V1000 panel must be uninstalled.

Note: After migration, all HID subpanels, doors, inputs, outputs and schedules will be maintained.
Any HID V100 doors connected to V1000 panels will be displayed as Mercury Security doors. All HID

Searching for Panels




V100 door attributes will be retained with the following exceptions:

e APB Mode field on the Door: Edit Operations tab
© Hard Door APB will be migrated to Door-Based Timed APB.

Any time limit in the APB Delay field will be retained. If there is no time limit in the
APB Delay field before the migration, the door no longer generates an APB error and
instead generates a Local Grant event, when the card is swiped.

° Soft Door APB is no longer displayed. Each badge can still access the door, however,
the door no longer generates a Local Grant - APB Error - Used event when the card is
swiped.

e Door use Tracking door processing attribute and Offline Door Mode are no longer supported
on the Door Edit: Parameters tab.

To upgrade a V1000 panel to an LP4502 panel:

1. Uninstall the V1000 panel in the ACM application.
a. Go tothe Host tab of the V1000 panel.
b. Uncheck the Installed checkbox.

c. Click vP

2. Install the LP4502 panel in the ACM application.
a. Go to the Configure tab of the V1000 panel.
b. Select Mercury Security instead of HID in Vendor.
c. SelectLP4502 in Model.

d. Click vP and then OK to continue.

e. Click vP . Allow a few minutes for the update to complete.
3. Disconnect the V1000 wires and connect them to the ports on the LP4502 panel.
e Connect port1and 2 on the V1000 panel to port 1 on the LP4502 panel.
e Connect port 3 and 4 on the V1000 panel to port 2 on the LP4502 panel.

Note: Each LP4502 port supports only one protocol. Make sure the protocol used by the HID
subpanels match the protocol used by the LP4502 panel. In addition, make sure the location
has adequate physical power for the LP4502 panel model.

4. Connectto the LP4502 panel on the Host tab of the Mercury Security panel:
a. Enterthe IP address of the LP4502 panel in IP Address.
b. Click the Installed checkbox to enter a checkmark.

c. Click vP The tokens are downloaded to the panel automatically.

HID VertX V1000 to Mercury Security LP4502




Note: The subpanel port (default) assignment is updated on the Status tab:
e V1000 subpanels on ports 1and 2 are mapped to port 1 on the LP4502 panel.
¢ V1000 subpanels on ports 3 and 4 are mapped to port 2 on the LP4502 panel.

5. Reset the panel after changing the panel model.
For more information, see Resetting Doors Connected to a Subpanel on page 170.
6. Testthe mapped port connections.

a. On the Status tab of the V1000 panel, click the port 1 or port 2 link in the lower-right Subpanel
list.

b. On the Status tab of the subpanel, make sure color-based status changes occur for any of the
following actions:

« Click the On button to activate an output.
o Click the Off button to deactivate an output.

Mercury Security EP to LP Panel

CAUTION — Upgrading from an EP to LP panel model is irreversible. Perform this configuration only if
needed. Before migrating a model 'with downstream' to a model 'without downstream,' ensure all
wired subpanels are removed.

To upgrade an EP panel to an LP panel:

1. On the Configure tab of the EP panel:
a. Selectthe applicable LP model in Model.

For EP1501 and LP1501 models, converting between 'with downstream' and 'without
downstream' options is supported.

b. Click V’_

2. Reset the panel after changing the panel model.

For more information, see Resetting Doors Connected to a Subpanel on page 170.

Adding Panels

Panels connect door controllers and their readers to the ACM appliance. Adding a panel to the ACM system
allows the appliance to gather information on the connected doors.

Tip: To add a gateway to manage Schlage IP wireless locks, see Step 2: Configuring Gateways for
IP-enabled Wireless Locks on page 268. To add a SALTO server and panel to manage SALTO doors,
see Step 1: Connecting to a SALTO Server on page 285. To add a Door Server Router (DSR) panel to
manage ASSA ABLQOY IP-enabled locks, see Step 1. Configuring a Door Service Router for IP-
enabled Locks on page 295.
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To add a panel to the system:

1. Select [@ Physical Access>Panels.

Mercury Security EP to LP Panel




2. Click Add Panel.

3. Enter:
Name A uniqgue name for the panel. Choose a name that will help you identify the devices it
controls. Duplicate names are not allowed.
Physical A description of where the device is installed.
Location

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the
item, select one or more partitions. To allow all operators access to the item, do not
select a partition.

Appliance The ACM appliance that is connected to the panel.
Vendor The vendor of the panel or gateway.

If HID is selected, enter:
Model: The V1000 or V2000 model of the panel.

Timezone: The local time which the panel operates in for door schedules and other
time-based configuration.

Adding Panels




If Mercury Security is selected, enter:
Model: The model of the Mercury panel.

Tip: Lenel panels can be configured as Mercury panels. For more
information, see Lenel Panel Support on page 169.

Enable Large Encoded Card Format: For all types of Mercury controllers other than
the LP4502 model with the pivCLASS with external PAM. See Appendix: pivCLASS
Configuration on page 503.

Embedded Auth: For LP4502 model only. See Appendix: pivCLASS Configuration on
page 503.

Timezone: The local time which the panel operates in for door schedules and other
time-based configuration.

Wiring Type: For SCP models only. The type of port the panel uses to connect to door
or subpanels.

For SCP-2 and SCP-E models, enter:
¢ (4) 2-Wire Ports
e (2) 4-Wire Ports
o (1) 4-Wire/(2) 2-Wire
For SCP-C model, enter:
e (2) 2-Wire Ports
e (1) 4-Wire Port

Total Memory: For SCP-2 and SCP-E models only. The total memory the panel
contains.

Max Elevator Floors: For SCP models only. The number of floors the panel oversees.
Up to 128 floors can be specified. For more information on defining elevator door
access, see Managing Elevator Access on page 124.

Allocate space :

Credentials: The number of credentials that can be stored in the panel. The number
is dependent on the memory, vendor and model of the panel.

Events: The number of transactions to buffer in the panel. The number is dependent
on the memory, vendor and model of the panel.

Version: The current version of the database.

If Schlage is selected, enter:
Site : The name of the site that the gateway is commissioned to.
Model: ENGAGE Gateway - IP

Installed If selected, the panelis installed and ready to communicate with the ACM appliance.
4. Click ¢ to save your changes.

Click &,,ﬁ to discard your changes.

After you add a new panel for:

Adding Panels




e HID V1000 model, see Subpanel: Batch Add page (VertX®) on page 166
e HID V2000 model, see Subpanel Fields on page 165

e Any Mercury Security model, see Batch Creating Subpanels on a New Mercury Panel below.
However, see Adding a Subpanel on page 173 if the panel is wired to an AD-300 or PIM400 model
subpanel, or the LP4502 panel is wired to an HID VertX V100, V200, or V300 subpanel.

After you add a new gateway for:

e Schlage ENGAGE Gateway for Schlage RSI wireless locks, see Adding a Subpanel on page 173

e Schlage ENGAGE Gateway for Schlage IP wireless locks, see Step 3: Configuring IP-enabled Wireless
Devices on page 269

See also:

e Deleting Doors on page 202

Configuring the Mercury Security MS Bridge Solution

To use the Mercury Security MS Bridge controllers and subpanels, you must have at least the following
connected to the system:

e Mercury MS-ICS panel with downstream support.
e Mercury MS-ACS subpanel that is wired to the Mercury panel.

1. Add a Mercury MS-ICS panel to the ACM system.

For more information, see Adding Panels on page 158.

2. Use the Batch Create wizard to add all required subpanels (the maximum number of subpanels is 32)
to the new panel.

For more information, see Adding Mercury Security Panels on page 164.

Note: Add at least one MS-ACS (maximum two) as a subpanel.

Note: You can add any Mercury panels that use the same protocol.

3. After all subpanels have been added to the system, select the Subpanels tab and click in the Installed

column of the displayed table for each subpanel so that a v)displays.

4. Create the related doors. Ensure that for each door you select the corresponding Mercury panel and
subpanel.

For more information, see Adding Doors on page 214.

5. Customize the door settings to meet your system requirements and save your changes.
Batch Creating Subpanels on a New Mercury Panel

Does not apply to:

e LP4502 panels that are wired to HID VertX V100, V200, and V300 subpanels

e Schlage AD-300 and PIM-400 subpanels, Aperio and Smartintego subpanels, and RSI ENGAGE
gateways

Configuring the Mercury Security MS Bridge Solution




Mercury internal subpanels on the EP1501, LP1501, EP1502, LP1502 and LP4502 models do not have an
address that can be changed.

After you save a new Mercury panel, you are prompted to use the Subpanel: Batch Create wizard. The wizard
lets you create identically configured doors on many types of subpanels, as well as groups of doors
configured differently on the same type of subpanel, and to name all the doors all in a single session.

The wizard lets you quickly create many subpanels and doors at once. The optional wiring templates allow
you to give your subpanels standard configurations for inputs, outputs and doors. Doors will only be created
when they are defined in the selected wiring templates. These templates must be configured before the
wizard can use them to create functioning subpanels and doors. The more you standardize doors, readers,
outputs, inputs, and panel wiring, the fewer templates you need. Some sample templates are provided. For
more information, see Templates Overview on page 133.

The wizard is only available when you create a new Mercury panel. Its use is optional. You can cancel out of
the wizard and the panel is still saved. However, you will have to configure all of your subpanels and the
doors, readers, outputs, and inputs to each subpanel individually.
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Important: To bulk add door subpanels when adding a new Mercury panel, you must use a door
template that has a value specified for Door Mode. Before using the Subpanel: Batch Create wizard,
ensure that a door template for the door subpanel type has been configured. Door templates
without a Door Mode specified are not available for the wizard to use.
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In the wizard, entering subpanel information is a three-step procedure:

1. Batch Create: Add a row for each type of subpanel that uses the same wiring template. In each row,
identify the subpanel type, the base name shared by all subpanels, the number of subpanels, and the
wiring template to use. You can only add as many subpanels as the panel can support. You can only
select a wiring template that supports that subpanel type. You can use the wizard to create
unpopulated subpanels by not specifying a wiring template.

2. Batch Edit: A row is displayed for each subpanel to be created. All the values can be changed. If you
change the subpanel type, you also have to change the wiring template. You can also add more
subpanels, up to the maximum supported by the panel.

3. Batch Name Doors: Edit the default door names for any door to conform to your site's standard
method for identifying doors (such as room numbers or names).

or
Batch Create Summary: If no doors are configured for the subpanel, review the details.

Each step is completed on its own page. Checks are made as you enter data to ensure that you enter only
valid data for the panel and subpanels, and do not overpopulate the panel. The subpanels are created when
you click Save after completing the third step.

You can move between these three pages using Next and Previous buttons. If you press Previous, the
Going back will erase all progress from this page, are you sure? messageis
displayed and you have to choose to proceed. You can click Cancel Changes in any step to exit the wizard
without creating any subpanels, although the panel has already been created.

Tip: After you have configured new doors using templates, you must access each door, panel, or
subpanel to configure the unique settings that are not configured by each template.

Batch Creating Subpanels on a New Mercury Panel




Subpanel: Batch Create page

To add a subpanel: Click

To remove a subpanel: Click

Add a row for each differently configured subpanel connected to the new panel, up to the maximum
supported for that type of panel. Typically, this would be one row for each type of subpanel. In each row,
specify the type of subpanel, its base name, the number of subpanels to create, and the templates to use to
create them.

Note: An exception to this is the MS-ISC panel, which only supports two MS-ACS subpanels, with
addresses 0 and 2. You can add more than two MS-ACS subpanels to an MS-ISC panel on the first
page, but you must correct this on the Subpanel: Batch Edit Details page before you can proceed to
the Subpanel: Batch Name Doors.

Most controllers have a built-in subpanel. That subpanel will be automatically created as part of the batch add
process. You cannot delete it or change its type, name, quantity or address.

Column Description

Subpanel Type Select the subpanel model from the Select Model drop-down list. The selection is
determined by the panel model.

Subpanel Base Name | The prefix used in the name of each subpanel. The default format is <panelName>-
<panelModel>. For example EastEntrance-LP2500. You can change this name.

Quantity Select the number of identically configured subpanels you want to add. The
number of available subpanels is updated as new rows are added.

Wiring Template Select the template from the Select Wiring Template drop-down list. The selection
is determined by the subpanel type.

Important for users of templates created in releases prior to ACM Release 6.0:
If you select a template that supports doors that has no doors associated with it,
the Selected template has no door profiles warning message is
displayed. This warning usually occurs for wiring templates created prior to ACM
Release 6.0 that have not been modified to associate them with doors. You can
choose to continue (and no doors will be created by the wizard) or edit the
template. To edit the template, click the Edit Template button that is now
displayed .

Click Next and the Subpanel: Batch Edit Details page is displayed.

Subpanel: Batch Edit Details page

To add a subpanel: Click

To remove a subpanel: Click

Edit the details for all of the subpanels you added for the new panel. You can also continue to add and
remove subpanels up to the maximum supported by the panel.

Subpanel: Batch Create page




Column Description

Address The port address on the panel to which the subpanel is connected. If there
are addresses available, you can add and reorder the addresses. New
subpanels are always added to the first available address.

Note: The MS-ISC panel only supports two MS-ACS subpanels, with
addresses two 0 and 2. If you added more than two MS-

ACS subpanels to an MS-ISC panel on the first page, you must
correct this here before you can proceed to the Subpanel: Batch
Name Doors.

Subpanel Type You can change the subpanel type. After you make your selection, the row is
updated to prompt you for the information needed to create the subpanel.

Subpanel Name The name of each subpanel. The default name is the subpanel address
appended to the Subpanel Base Name: <panelName>-<panelModel>-
<subpanelAddress>. For example EastEntrance-LP2500-0. You can change
this name.

Wiring Template Select the template from the Select Wiring Template drop-down list. The
selection is determined by the subpanel type.

Click Next.
Subpanel: Batch Name Doors or Subpanel: Batch Create Summary page

If there are any doors to configure (because wiring templates with door configurations were selected), they
can be named on the Subpanel: Batch Name Doors page that is displayed. Otherwise the Subpanel: Batch
Create Summary page is presented. On both pages the settings you have configured on the previous pages
are displayed for your review before the subpanels are created.

On the Subpanel: Batch Name Doors, default names for each door are displayed for each door subpanel
being added to the panel. You can edit the door names to match the door-naming standard for your site
before the subpanels are created.

Click Save to create the subpanels and doors and return to the Panel: Edit page. To access the subpanels
you created, click the Subpanels tab.

Adding HID VertX® Subpanels

If you selected VertX® as the panel vendor in the Panel Add page, complete the following procedure:

1. After you save the new panel, the Subpanel: Batch Add page is displayed.

2. Select the number of each subpanel model that is installed at each port then click vp
The HID Panel Configure page is displayed.

3. Selectthe Host tab.

4. Enterthe IP address for this panel.

5. Click ¢ to save your changes.

Adding Mercury Security Panels

If you selected Mercury Security as the panel vendor in the Panel Add page, complete the following

Subpanel: Batch Name Doors or Subpanel: Batch Create Summary page




procedure:

1. After you save the new panel, the Subpanels: Batch Create page is displayed.

Note: The listed subpanel models will be different depending on the Mercury panel model
that was selected on initial Panel Add page.

2. Select the number of subpanel models that are installed.

3. Click “3 Save.

The Mercury Security Panel Edit page is displayed.
4. Selectthe Host tab.
5. Enter the IP address for this panel.

6. Click “P to save your changes.

Subpanel Fields

For Mercury Security, HID VertX, Schlage ENGAGE gateway (RSI mode) and ASSA ABLOY doors.

Add or edit a subpanel that is supported by the panel on the Subpanels tab in r.Physical Access > Panels.

Note: Fields in this list are dependent on the door or device. Some commands or fields are not
supported for all doors or devices.

Name A name for the new subpanel, gateway or hub.

Physical A brief description of where the subpanel, gateway or hub is located.
Location

Model The model of the new subpanel, gateway or hub.

Port The port that the subpanel is connected to on the main panel.

For a Schlage AD-300 subpanel, the default is Port 2. For a Smartintego GatewayNode, or
ASSA ABLOY Aperio hub subpanel, the default is Network.

For an HID VertX V100, V200 or V300 subpanel, the default is RS485-1.
Installed If checked, the subpanel is installed and able to communicate with the main panel.

Address The RS-485 RSl or IP address for the selected port and for all subpanels except those that
use the network port.

For a SimonsVoss GatewayNode subpanel, the hexadecimal address assigned by the
Smartintego Tool.

Address Mode |For the MR62e module only, DHCP or Static IP.

Elevator Inputs | For an MR16IN or MR52 subpanel if checked, the door module is used as an input for an

elevator.
Elevator For an MR160OUT or MR52 subpanel if checked, the door module is used as an output for
Outputs an elevator.
IP Address The subpanel IP address of a gateway or hub; or an MR51e subpanel or MR62e module

operating in Static IP model.

Subpanel Fields




Hostname For an MR62e module, DHCP mode, the hostname of the panel.

The hostname of the gateway.
MAC Address |For an MR51e subpanel, the subpanel MAC address.

The MAC address of the gateway.

Low Door For a Schlage RSI-based ENGAGE Gateway or PIM400 subpanel, the lowest door number
in the series that is managed by the subpanel. The humbered doors managed by each
subpanel cannot overlap.

High Door For a Schlage RSI-based ENGAGE Gateway or PIM400 subpanel, the highest door number
in the series that is managed by the subpanel. The numbered doors managed by each
subpanel cannot overlap.

Subpanel: Batch Add page (VertX®)

This page appears if you are adding a new VertX® panel. After you save the initial panel details, this page
allows you to batch add all the subpanels that may be connected to the controller panel.

Feature Description
Port # The port on the panel that the subpanel is connected to.
Model The supported subpanel models.
Quantity Select the number of each subpanel that is installed at each port.
«? Click this button to save your changes.
3 Click this button to discard your changes.

Editing Panels

To edit an existing panel, select the type of panels that you have installed.

Editing HID® VertX® Panels

To edit an existing VertX® panel:

1. Onthe Panels list, select the panel you want to edit.
The HID Panel Status page is displayed.

2. If necessary, download configuration data, user data, or updated firmware to this panel.

3. Navigate the tabs on the screen to make the required changes.
o Configure — select this tab to change the panel properties.
e« Host — select this tab to change the panel's network address.
« Subpanels — select this tab to configure the subpanels that are connected to the panel.
« Events — select this tab to review and configure the events that are associated with the panel.

4. Click ¢ at the bottom of each page to save your changes.

Editing Mercury Security Panels

To edit an existing Mercury Security panel:

Subpanel: Batch Add page (VertX®)




1. Onthe Panels list, select the panel you want to edit.

The Mercury Security Panel Status page is displayed.

2. If necessary, download configuration data, user data, or updated firmware to this panel.

3. Select the any tabs on the screen to make the required changes.
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Configure — select this tab to change the panel properties.

Host — select this tab to configure authentication of the panel, encryption of traffic to and from
the panel, and to change the panel's network address.

Subpanels — select this tab to configure the subpanels that are connected to the panel.
Macros — select this tab to add or configure the macros used to perform system actions.
Triggers — select this tab to define what must occur before a macro is called into action.

Access Levels — select this tab to review the access levels that have been defined for the
panel.

Schedules — select this tab to review the schedules that have been defined for the panel.
Card Formats — select this tab to view the card formats for all doors connected to the panel.
Events — select this tab to review and configure the events that are associated with the panel.

4. Click ¢ at the bottom of each page to save your changes.

Panel Card Formats

When you click the Card Formats tab from the Panel: Edit page the Panel Card Formats page is displayed.

This read-only page displays a table that lists the card formats used on all the doors connected to that panel.
Although the ACM system allows you to define up to 128 card formats system-wide, only 16 card formats can
be used within a single panel.

You can use this table to identify the doors that use each card format. Each row displays a card format in the
Card Formats column, and displays a drop-down menu that displays the number of doors that recognize this.
Click on the drop-down menu bar to see the list of doors.

ENGAGE Gateway Configuration

On the Panel: Edit Configure tab, see:

Name

Physical
Location

Partitions

Appliance
Vendor

See also:

Up to 50 characters for the name of the gateway.

A description of where the device is installed.

Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

The ACM appliance the device is connected to.

Select Schlage.
Model: ENGAGE Gateway - IP.
Site : The name of the site that the gateway is commissioned to.

Timeszone : The local timezone where the gateway is installed.

e Step 2: Configuring Gateways for IP-enabled Wireless Locks on page 268




SALTO Panel Status
On the Panel: Status tab, see:

= The communications status between the SALTO server and ACM appliance. The
a current status of the device is indicated by the background color. For more

information, see Status Colors on page 43.

Server Time/Date The date and time of the last import from the SALTO server to the ACM
appliance.

Language Code The language code used.

Protocol Version The SALTO Host Interface Protocol version.

Notes Add notes about the panel and review previous notes, if any.

See also:

e Step 3: Syncing Doors with the SALTO Server on page 286
e Downloading All Tokens on page 292

SALTO Panel Configuration
On the Panel: Edit Configure tab, see:

Name Read-only. Up to 50 characters for the name of the server.

Physical A description of where the device is installed.
Location

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Appliance |Read-only. The ACM appliance the device is connected to.
Vendor Read-only. SALTO.

Installed Enables communication between the ACM appliance and server after saving.
See also:

o Step 2: Configuring the SALTO Server on page 286
ASSA ABLOY Panel Configuration

On the Panel: Edit Configure tab, see:

Name Read-only. Up to 50 characters for the name of the server.

Physical A description of where the device is installed.
Location

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Appliance |Read-only. The ACM appliance the device is connected to.
Vendor Read-only. ASSA ABLOY.

Installed Enables communication between the ACM appliance and server after saving.
See also:

e Step 1: Configuring a Door Service Router for IP-enabled Locks on page 295

SALTO Panel Status




Resetting Anti-Passback from the Panel

In the event of an emergency, all the people in a building may leave an area at once and arrive at a mustering
area together without using their access card at each door they encounter. This may cause the system to
detect multiple anti-passback conditions.

To avoid granting each individual a free pass, you can reset the anti-passback condition for the panel.

1. Onthe Panels list, select the panel you want to update.
2. On the Panel Status page, click APB Reset.

A confirmation message is displayed when APB is reset. Badge holders can return to their regular stations
and the system will resume normal operations.

Downloading Parameters

Any changes you make to the panel configuration or related events are automatically downloaded to the
panel daily. However, you can manually download the parameters to immediately activate the updated
configurations.

1. Onthe Panels list, select the panel you want to update.
2. Onthe Panel Status page, click Parameters.

The application downloads the configured parameters to the panel.

Downloading Tokens

Whenever you add new identities or update door access information in the system, the system automatically
downloads the new details to the panels and doors. However, if the auto-download is unsuccessful, you can
download tokens to the panel manually.

1. Onthe Panels list, select the panel you want to update.
2. On the Panel Status page, click Tokens.

The tokens are downloaded to the panel.

Lenel Panel Support

ACM appliances support Lenel panels but you must configure the Lenel panels as Mercury Security panels in
the system.

The following table shows the equivalent Mercury Security panel for each supported Lenel panel.

Mercury Security | Lenel Panel

Panel Model Model
SCP-C LNL-500
SCP-2 LNL-1000
SCP-E LNL-2000
EP1502 LNL-2220
EP2500 LNL-3300
EP1501 LNL-2210
MR16in LNL-1100
MR160ut LNL-1200
MR50 LNL-1300

Resetting Anti-Passback from the Panel




Mercury Security | Lenel Panel
Panel Model Model

MR52 LNL-1320

For example, you have installed a Lenel LNL-1000 panel. As you complete the procedure to add the new
panel, you would select Mercury Security as the vendor and select the SCP-2 as the model.

Since the SCP-2 and the LNL-1000 use the same parameters, the ACM appliance can communicate with the
panels in the same way.

Resetting Doors Connected to a Subpanel

All the subpanels that are connected to the panel can be reset with the latest configurations downloaded
from the ACM system. The download includes any tokens, macros, triggers, inputs, outputs, and reader
configurations.

To reset all the doors that are connected to a specific panel:
1. Click [# Physical Access > Panels.

2. Click the panel you want to reset.
3. Click the Reset/Download button on the Panel: Status page.

Note: Allow several minutes for the download to complete.

Doors connected to the panel are now updated with the most recent configuration.

Updating Panel Firmware

You can upload firmware updates to the panel, activate the new firmware and apply the latest ACM system
configuration parameters.

CAUTION — Risk of loss of functionality. It is possible to downgrade to an earlier firmware version by

A choosing an earlier firmware file. If you do downgrade to an earlier firmware release, functionality
provided in later releases will no longer be available, resulting in unexpected behavior. For example,
override functionality available for Mercury panels in the ACM software 5.12.2 and later, requires the
Mercury firmware version 1.27.1 or later.

On the Panels list, select the panel.
2. Onthe Panel: Status page, click Firmware.

Note: For IP wireless locks, a firmware update is applied to all locks of the same type
managed by the gateway (for example, NDE locks but not LE locks). For offline Wi-Fi locks, a
firmware update is applied to the single selected lock.

3. Do any of the following:

Resetting Doors Connected to a Subpanel




* Apply a firmware update that is available in the system, click ¢ next to the firmware file.
« Upload a new firmware update provided by the manufacturer:
a. Download the firmware file from the manufacturer.
b. Click Add Firmware.
See Appendix: pivCLASS Configuration on page 503.

c. Click Choose File and select the firmware file.

d. Click V? to upload the firmware file.

Note: If you click 5, the Identity Import Type: will be set to Auto and any
attached CSV files will be deleted.

e. Onthe Firmware list, click ¢ next to the firmware file to apply it to the panel.

¢ Delete an existing firmware update, click == next to the firmware file. Click OK to confirm the
operation.

Updating Schlage Gateway Firmware
Note: Ensure the ENGAGE gateway and ACM have access to the internet.

To apply gateway firmware updates:

1. Onthe Panels list, select the panel.
2. On the Panel: Status page, click Firmware.

Note: For IP wireless locks, a firmware update is applied to all locks of the same type
managed by the gateway (for example, NDE locks but not LE locks). For offline Wi-Fi locks, a
firmware update is applied to the single selected lock.

3. Do one of the following:

® Click ¢ next to the firmware version that is available in the system to apply it to the group of
locks.

e Select a new firmware version as follows:
a. Click Open Advanced Options.

b. Enter your ENGAGE login information in ENGAGE User and ENGAGE Password, and
click Get Available Firmware. The firmware versions are downloaded.

CAUTION — This advanced procedure must be performed only by qualified personnel
with the requisite knowledge of the firmware versions and the ACM system.

c. Click ¢ next to the firmware file to apply it.

Updating Schlage Gateway Firmware




Note: For offline Wi-Fi locks, the firmware version update does not occur immediately. It occurs at
the next communication interval to the ACM application. Each offline Wi-Fi lock has its own interval
setting which is dependent on the timing of its initial communication with the ACM system.

Updating Panel Time

Each panel tells time by synchronizing with a time server that is accessible on the network. For example, a
network time protocol (NTP) server may be used. In the event of unexpected power or network failure, the
panel may run independently for a while and need to be re-synchronized when everything is back online.

1. Onthe Panels list, select the panel.

2. Onthe Panel: Status page, click Clock. The button is not displayed if clock synchronization is not
supported.

The panel connects and synchronizes with the time server.

Deleting Panels
Deleting a panel removes the connection between the ACM system and the panel.
To delete the panel:

1. Select ‘& Monitor > Dashboard > Panels or [ Physical Access > Panels.

2. Click ' atthe end of a row in the Panels table and then click Delete.

3. When the confirmation message appears, click OK.

Configuring Subpanels

Some panels support hierarchical connections. One panel can be connected to a large number of specialized
subpanels, and the subpanels transmit their data to the ACM appliance through the panel.

Updating Panel Time
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Adding a Subpanel

Single subpanels can be added to a predefined panel. Gateway and hub subpanels can be added for wired
and wireless locks.

Note: HID VertX V100, V200, and V300 subpanels; Schlage PIM400, RSI-based ENGAGE Gateway,
AD300; Assa Abloy Aperio; and Smartintego GatewayNode subpanels can only be added one at a
time to a Mercury panel. To batch add other supported subpanels, see Batch Creating Subpanels on

a New Mercury Panel on page 161.

To add subpanels one at atime:

Select [@ Physical Access > Panels.

Click the name of the panel that is wired to the new subpanel.
Select the Subpanels tab.

Click Add Subpanel.

AW N
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5. Enter:

Note: Fields in this list that are not supported by the subpanel or gateway are not displayed.

Name A name for the new subpanel, gateway or hub.

Physical A brief description of where the subpanel, gateway or hub is located.
Location

Model The model of the new subpanel, gateway or hub.

Port The port that the subpanel is connected to on the main panel.

For a Schlage AD-300 subpanel, the default is Port 2. For a
Smartintego GatewayNode, or ASSA ABLOY Aperio hub subpanel, the default is

Network.

For an HID VertX V100, V200 or V300 subpanel, the default is RS485-1.
Installed If checked, the subpanel is installed and able to communicate with the main panel.
Address The RS-485 RSl or IP address for the selected port and for all subpanels except

those that use the network port.

For a SimonsVoss GatewayNode subpanel, the hexadecimal address assigned by
the Smartintego Tool.

Address Mode |For the MR62e module only, DHCP or Static IP.

Elevator Inputs | For an MR16IN or MR52 subpanel if checked, the door module is used as an input
for an elevator.

Elevator For an MR160UT or MR52 subpanel if checked, the door module is used as an
Outputs output for an elevator.

IP Address The subpanel IP address of a gateway or hub; or an MR51e subpanel or MR62e
module operating in Static IP model.

Hostname For an MR62e module, DHCP mode, the hostname of the panel.
The hostname of the gateway.

MAC Address |For an MR51e subpanel, the subpanel MAC address.
The MAC address of the gateway.

Low Door For a Schlage RSI-based ENGAGE Gateway or PIM400 subpanel, the lowest door
number in the series that is managed by the subpanel. The numbered doors
managed by each subpanel cannot overlap.

High Door For a Schlage RSI-based ENGAGE Gateway or PIM400 subpanel, the highest door
number in the series that is managed by the subpanel. The numbered doors
managed by each subpanel cannot overlap.

6. Click ¢ to save your changes.

Editing Subpanels

To edit an existing subpanel:

Editing Subpanels




Select [@ Physical Access > Panels.
Click the name of the panel the subpanel is connected to.
Select the Subpanels tab.

AW N

From the Subpanels list, perform any of the following:
e To edit the subpanel details, click the subpanel name.

L]

To edit the inputs connected to the subpanel, click * for that subpanel.

To edit the outputs connected to the subpanel, click * for that subpanel.

* To edit the readers connected to the subpanel, click i.'* for that subpanel.
5. On the following listing page, select the specific device you want to edit.
6. Make the required changes to the device edit page.

7. Click ¢ to save your changes.

Inputs
Inputs are associated with panels or doors and can include:

+ Motion sensors

« Door contacts

e Smoke detectors

o REX (request to exit) buttons
e Perimeter and fence alarms
« Break glass window sensors
e Crash bars

o Capacitance duct sensors

o Device tamper switches

Inputs can be controlled in two ways:

¢ Masking
« Unmasking

Masked inputs do not trigger any corresponding outputs.
Unmasked inputs function normally.

The state may change according to several actions, including entry of a proper code or card, or operator
override.

Output Operating Modes

Outputs operate in Operating Mode. Operating mode describes how the output behaves during normal
operation.

By choosing the Operating Mode option when editing an output, you can set one of the following options to
define how the output behaves when it is active:

Feature Description

Energized When An electrical current is expected to pass through the output point when it is active.
Active




Feature Description

Not Energized An electrical current is expected to pass through the output point when it is not active.
When Active

Outputs

Outputs are devices that perform tasks in response to input data. This includes unlocking a door, setting off a
fire alarm, activating an elevator or turning off air conditioning. Output devices include:

e Strikes

 Magnetic locks

e Fire alarms

+ Klaxons

e Motors of any sort

« HVAC
In general, these devices are activated by door controllers, panels, or subpanels that use relays to initiate
activation. Output devices can have one of the following states:

e On (energized)

o Off (de-energized)

o Pulse (intermittently on and off)
Locks (in general) and strikes (specifically) come in several varieties that support a locked state that is either
energized or de-energized, with a default state that is either locked or unlocked. This is for safety reasons. In
the case of power outages and emergency shutdowns, many doors must 'fail open', meaning that they unlock

whenever the power goes off, allowing people to exit an area. Other doors, such as bank vaults and secured
areas, must 'fail close', meaning that a de-energized state requires the bolt to remain in place. For more on

this, refer to Configuring Doors on page 189 and Configuring Panels on page 155.

Many outputs, such as sliding doors, alarms or warning lights need to be turned on and off. In order to do this,
relays on many panels also provide a pulse feature that energizes the output for a specified amount of time
then de-energizes the output for a specified amount of time.

Doors and other outputs can be activated by the user following a successful card or code entry. Alternatively,
the operator can override normal operation or control the output on the Subpanel Status page.

Deleting Subpanels

To disable communication between a panel and external subpanel, you can delete the subpanel from the
system.

Select [# Physical Access > Panels.
Click the name of the panel that is connected to the external subpanel.

Select the Subpanels tab.
Click ™ next to the subpanel name This button is not displayed for an internal subpanel.

o WN -

When the confirmation message is displayed, click OK.

Configuring Locks

To use locks with built-in card or PIN readers, add the related wireless lock subpanel to the system then add
the lock hardware as part of a door. The readers can be either wired or wireless, depending on the lock.

Outputs




Supported Devices

After the locks with built-in card, PIN or fingerprint readers are installed and configured according to vendor
instructions, ensure the physical configuration matches the configuration in the ACM application as follows.

The readers can be either wired or wireless, depending on the lock.

Note: To support the devices that connect to the LP series hubs, install the applicable LP_nnnn_1_
30_0_662_FS_2_23.crc firmware versions. For more information about the firmware versions, see

the ACM release notes.

Door

Wired locks

Panel

Allegion Schlage® AD-300 series

Up to 8 wired locks to a
panel port

Installed with a different
number programmed into
the locks for each set of
doors to be connected to
the panel.

Wireless locks

Mercury Security EP1501,  and
EP1501 with downstream
communications support,
EP2500, LP1501, LP1502,

LP2500 or LP4502

Allegion Schlage AD-400 series

Up to 16 wireless locks

Each door communicates
with the subpanel
wirelessly.

Mercury Security EP2500, and
LP1501, LP1502, LP2500

or LP4502

Allegion Schlage LE and NDE series

Up to 10 NDE and/or LE
wireless locks operating in
RSI mode to each gateway

ASSA ABLOY Aperio® series”

Up to 8 devices to an RS-
485 hub

Each door communicates
with the hub wirelessly.

Supported Devices

Mercury Security EP2500, or
LP1502, LP2500 or
LP4502

Mercury Security EP1501,  and
EP1501 with downstream
support, EP1502, EP2500

or LP4502

Subpanel

Up to 8 AD-300 subpanels.

Locks have built-in
subpanels.

Up to 8 AD-400 subpanels
to an RS-485 port on the
controller.

Each subpanel is wired to a
Mercury Security panel.

Up to 8 NDE ENGAGE
gateways to an RS-485
port on the controller.

Each subpanel is wired to a
Mercury Security panel.

Aperio1to 8 Hub, or1to 1
Hub

See vendor
documentation for the
limit.

External
System




Up to 64 devices to an LP1502, LP2500 or and Aperio AH40 IP Hub -
IP hub LP4502

Door tamper is supported.

*Aperio Wiegand devices and Wiegand hubs (1 device to 1 hub) are not managed in the ACM system.

SimonsVoss series

Up to 16 wireless locks to Mercury Security EP1501,  and Up to 32 Smartintego -

each gateway. EP1501 with downstream GatewayNode subpanels
communications support, to a network port,
EP1502, EP2500 or MS- depending on the panel.
ICS panel

Up to 16 gateways on Port
4 for EP1501.

Up to 32 gateways on Port
4 for EP1502, EP2500 and
MS-ICS.

Each subpanel is
connected over an
Ethernet network
using TCP.

Configuring ASSA ABLOY"™ Aperio® Wireless Lock Technology

To use the ASSA ABLOY Aperio wireless locks, you must have the following panels connected to the system:

e Mercury Security EP1501, EP1501 with downstream support, EP1502, EP2500 or LP4502, or the LP
series for the Aperio AH-40 Hub

e ASSA ABLOY Aperio 1to 8 Hub, 1to 1 Hub, or AH-40 Hub

Note: For the Aperio AH-40 Hub, ensure the Enable TLS checkbox is enabled on the hub's ACU
settings in the Aperio programming application.

The wireless lock assembly is installed directly to the door and communicates with the Aperio Hub subpanel
wirelessly.
1. Add the Mercury Security panel to the ACM system.
For more information, see Adding Panels on page 158.

2. Addthe Aperio 1to 8 Hub, Aperio 1to 1 Hub, or Aperio AH-40 Hub, as a subpanel to the panel
added in the previous step.

e Forthe Aperio AH-40 Hub subpanel, enter also the IP Address. For more information, see
Adding a Subpanel on page 173.

Enter also the Aperio ACU Port in the Appliance settings.

Configuring ASSA ABLOY™ Aperio® Wireless Lock Technology




3. Add a door for each wireless lock assembly.

a. Foreach door, select the corresponding Mercury Security panel, Aperio Hub subpanel and
Lock Number that is assigned to the wireless lock assembly.

b. Forthe Aperio AH-40 Hub subpanel, enter the Device Id (referred to as Lock/Sensor in the
Aperio programming application).

c. Customize all other door settings to meet your system requirements and save your changes.
For more information, see Adding Doors on page 214.

Configuring Allegion Schlage AD-400 Series Locks

To use Allegion Schlage AD-400 series locks, you must have the following panels connected to the system:

e Mercury Security EP1501, EP2500 with downstream support, or LP1502 panel
e Schalge PIM400 subpanel that is wired to the Mercury Security panel

The wireless lock assembly is installed directly to the door and communicates with the PIM400 subpanel
wirelessly.

Note: Ensure the wireless locks are installed according to Schlage installation instructions.

1. Add a Mercury EP1501, EP2500 or LP1502 panel to the ACM system.
For more information, see Adding Panels on page 158.
2. Addthe PIM400 as a subpanel to the panel in the previous step.
For more information, see Adding Mercury Security Panels on page 164.
3. After the panels have been added to the system, select the Subpanels tab.

4. For each PIM400 subpanel, enter the Low Door and High Door number that is assigned to the
subpanel.

Each PIM400 subpanel manages up to 16 wireless doors in a series. You must identify the lowest
numbered door and the highest numbered door managed by each subpanel. The numbered doors
managed by each subpanel cannot overlap.

5. Create a door for each wireless lock assembly.
For more information, see Adding Doors on page 214.

6. For each door, select the corresponding Mercury Security panel, PIM400 subpanel and door number
that is assigned to the wireless lock assembly.

7. Onthe door Parameters tab, you can set the Lock Function for the wireless locks. The options are:
¢ None: Use the system default door settings.

o Privacy: When the interior lock button is pressed, the door will lock and the exterior lock will not
grant access to any token. To unlock the door, the interior lock button must be pressed again or
exit the room.

« Apartment: Use the interior lock button to toggle between locked and unlocked. When the
door is locked, any valid token will open the door. The door must be manually locked or it will
stay unlocked.

o Classroom — Classroom/Storeroom — The lockset is normally secure. The inside lever always
allows free egress. Valid toggle credentials (i.e. a valid card that is swiped twice within five
seconds) on the exterior may be used to change to a passage or secured status. Not to be used
on mortise deadbolt. Interior push button not to be used.

Configuring Allegion Schlage AD-400 Series Locks




Note: This is the only lock function supported for the RSI-connected NDE series lock.

o Office — The lockset is normally secure. The inside lever always allows free egress. An interior
push-button on the inside housing may be used to select a passage or secured status. Meets
the need for lockdown function for safety and security. Valid toggle credentials (i.e. a valid card
that is swiped twice within five seconds) on the exterior may also be used to change status. Not

to be used on mortise deadbolt.

Note: A Restore door action is available on the Door listing page and the Hardware Status
page which resets the Door Mode to its default value.

8. Customize all other door settings to meet your system requirements and save your changes.

Configuring Allegion Schlage LE Series Locks
To use Allegion Schlage LE series locks, you must have one of the following panels connected to the system:

e Mercury Security EP1501, EP2500 with downstream support or LP1502 panel
e Schlage ENGAGE™ Gateway subpanel that is wired to the Mercury Security panel

Note: Ensure the wireless locks are installed according to Schlage installation instructions.

1. Add a Mercury EP2500, EP1501 (with downstream) or LP1502 panel to the ACM system:
a. Select Physical Access>Panels.
b. Click 4 .
c. Enter the Name, Vendor and Model.
d. SelectInstalled.

e. Click Jto save.
2. Add the required subpanels to the new panel:

If using only ENGAGE Gateway subpanels, select the Batch Add option and click «P

Note: Make sure the ENGAGE Gateway subpanel configuration matches the physical
gateway.

o If using both Gateway and non-Gateway subpanels, enter the correct number of Gateway
subpanels and/or PIM400s on the Subpanel: Batch Add page (do not select any other panels at

this stage) and click ¢
For each ENGAGE Gateway subpanel:

Configuring Allegion Schlage LE Series Locks




a. Click the Subpanels tab. If you are adding non-Gateway subpanels, set the subpanels to
the correct port.

b. Add the subpanel. You can mix and match any subpanels using the same Mercury
Security protocol on the same port (such as ENGAGE Gateway and PIM400). For more
information, see Adding Mercury Security Panels on page 164.

c. Select Installed.

d. Click ¢to save.
3. Create a door for each wireless lock assembly.
For more information, see Adding Doors on page 214.

4. For each door, select the corresponding Mercury Security panel, ENGAGE Gateway subpanel and
door number that is assigned to the wireless lock assembly.

5. Onthe door Parameters tab, set the Lock Function for the wireless locks. The options are:
* None: Use the system default door settings.

e Privacy: When the interior lock button is pressed, the door will lock and the exterior lock will not
grant access to any token. To unlock the door, the interior lock button must be pressed again or
exit the room.

« Apartment: Use the interior lock button to toggle between locked and unlocked. When the
door is locked, any valid token will open the door. The door must be manually locked or it will
stay unlocked.

o Classroom — Classroom/Storeroom — The lockset is normally secure. The inside lever always
allows free egress. Valid toggle credentials (i.e. a valid card that is swiped twice within five
seconds) on the exterior may be used to change to a passage or secured status. Not to be used
on mortise deadbolt. Interior push button not to be used.

Note: This is the only lock function supported for the RSI-connected NDE series lock.

+ Office — The lockset is normally secure. The inside lever always allows free egress. An interior
push-button on the inside housing may be used to select a passage or secured status. Meets
the need for lockdown function for safety and security. Valid toggle credentials (i.e. a valid card
that is swiped twice within five seconds) on the exterior may also be used to change status. Not
to be used on mortise deadbolt.

Note: A Restore door action is available on the Door listing page and the Hardware Status
page which resets the Door Mode to its default value.

6. Customize all other door settings to meet your system requirements and save your changes.

Configuring Allegion Schlage NDE Series Locks

To use Allegion Schlage NDE series locks, you must have one of the following panels connected to the
system:

e Mercury EP1501 or EP2500 panel with downstream support.
o ENGAGE Gateway subpanel that is wired to the Mercury Security panel.

Configuring Allegion Schlage NDE Series Locks




Note: Ensure that the wireless locks have been installed in line with Schlage's installation
instructions.

1. Add a Mercury EP2500 or EP1501 (with downstream) panel to the ACM system:
a. Select Physical Access>Panels.
b. Click % .
c. Enter the Name, Vendor and Model.
d. SelectInstalled.

e. Click tho save.
If you are adding:

N

e just ENGAGE Gateway subpanels, then add all required subpanels to the panel created in the

previous step using the Batch Add option and click V?

Note: You will still need to manually make sure that the ENGAGE Gateway has
matching configuration as the physical gateway.

« both Gateway and non-Gateway subpanels, then enter the correct number of Gateway
subpanels and/or PIM400s on the Subpanel: Batch Add page (do not select any other panels at

this stage) and click ¢ For each other subpanel to be added:

o Click on the Subpanels tab to open the Subpanel page. If you are adding non-Gateway
subpanels ensure that the subpanels are set to the correct port.

©o Add the subpanel. You can mix and match any subpanels using the same Mercury
Security protocol on the same port (i.e. ENGAGE Gateway and PIM400). For more

information, see Adding Mercury Security Panels on page 164.
For each ENGAGE Gateway subpanel, enter the following and select Installed:
°o Port
© Address
© Low Door and High Door number that is assigned to the subpanel.

Each ENGAGE Gateway subpanel manages up to 10 NDE wireless doors. You must identify the
lowest numbered door and the highest numbered door managed by each subpanel. The
numbered doors managed by each subpanel cannot overlap.

3. Create a door for each wireless lock assembly.
For more information, see Adding Doors on page 214.

4. For each door, select the corresponding Mercury Security panel, ENGAGE Gateway subpanel and
door number that is assigned to the wireless lock assembly.

5. On the door Parameters tab, you can set the Lock Function for the wireless locks. For the NDE series
there is only one lock function: Classroom — Classroom/Storeroom.

Note: There is a Restore door action available on the Door listing page and the Hardware
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Status page which resets the Door Mode to its default value.

6. Customize all other door settings to meet your system requirements and save your changes.
Configuring SimonsVoss Wireless Locks

To use SimonsVoss series locks, you must have the following panels connected to the ACM system:

e Mercury EP1501 (with downstream support), EP1502, EP2500, or MS-ICS panel.

¢ Smartintego GatewayNode subpanel that is connected over an Ethernet network
using TCP. This connection is established after setting up the subpanel in the ACM software.

Prerequisites

Ensure that the wireless locks have been installed and configured according to the SimonsVoss installation
instructions. You must have:

« Configured the hostname, and optionally the IP address, or the MAC address in the Smartintego
GatewayNode software. For more information, refer to the SimonsVoss documentation for the
Smartintego GatewayNode software.

Note: To use the MAC address of the wireless lock, the hostname must be configures in the
format MAC<nnnnnnnnnnnn>, where nnnnnnnnnnnn is the MAC address without any colons.
For example, the hostname for a lock with MAC address 12:34:56:78:9A:BC is entered
MAC123456789ABC.

¢ |dentified the hexadecimal address for each Smartintego GatewayNode and each wireless lock before
you can connect them to the ACM software. This information is available from the Smartintego Tool as
shown in the figures below. In these examples:

o 0X001M1 is the hex address for the SimonsVoss GatewayNode. Enter this value in the Address
field for each Smartintego GatewayNode in the ACM software (Physical Access > Panel >
Subpanel).

0X0016 is the hex address for the SimonsVoss wireless lock. This is the value entered in the
Door Number field for each SImonsVoss lock in the ACM software (Physical Access > Doors
> Add Door).

P

=" Smartlntego Manager Version 2.6.4

M etwark, [D: 381E F adio channel: 1

B Wavellet_12_4

= -~ GM_ER [DHDDDE 290003A8E] | SVGM-00034E  Smarkintego [ atewarMode
e LM [0x0076; D00285EC]  SmartHandle Door

Figure 2: The Smartintego GatewayNode hexadecimal address in the Smartintego Manager screen of the Smartintego Tool.
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=% Smartintego Manager Version 2.6.4

M etwark, [D: 381E F adio channel: 1

=l WaveNet_12_4
= : GMH_ER [0=0006_0=0011; 89000346) [ SWEM-000345  Smartinteqo GatewayMode

LI [0=0016; J00255BC]  SmartH andle Door

Figure 3: The Smartintego lock hexadecimal address in the Smartintego Manager screen of the Smartintego Tool.

Note: The Smartintego Tool software and the Smartintego GatewayNode software are not
supported on Microsoft Windows 10.

Configuring Doors

To configure a door with a Smartintego wireless lock in the ACM software, use the following steps:

1. Add a supported Mercury panel to the ACM system:
a. Select Physical Access>Panels.
b. Click i .
c. Enter the Name, Vendor and Model.
d. Select Installed.

e. Click ¢to save.
2. Optionally, on the Subpanel: Batch Add panel, enter the number of Smartintego GatewayNode

subpanels. you want to add using the Batch Add option and click J
3. Click on the Subpanels tab to open the Subpanel page.
4. Open each Smartintego GatewayNode subpanel and enter the following:
e Port—Select Network and select Installed.
o Enter at least one of the following
o |IP Address
o MAC Address
o Hosthame
¢ Address—enter the hexadecimal address for the Smartintego GatewayNode.
Each Smartintego GatewayNode subpanel manages up to 16 wireless doors.

Note: You will still need to manually make sure that the subpanel configuration matches the
physical gateway

5. Create a door for each wireless lock assembly. Ensure you specify Mercury Security as the vendor.

For more information, see Adding Doors on page 214.
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6. On the Parameters panel for each door, ensure that you do the following:
e Vendor — Select Mercury Security
+ Panel — Select the panel that is connected to the Smartintego GatewayNode for the door.

e Subpanel — Select the subpanel for the Smartintego GatewayNode that is connected to the
door.

¢ Door Number — Enter the hexadecimal address for the Smartintego wireless lock assembly.
¢ Installed — Click the checkbox.

o Don't pulse door strike on REX — For SimonsVoss wireless locks, such as cylinders, that do
not support a door position switch (DPOS), this box must not be checked.

7. Ifthe SimonsVoss lock on the door does not support a DPOS, the settings in the following fields have
no effect:

e On the parameters tab:
© Mask Forced Schedule
© Mask held Schedule
°  Always Mask Forced
° Always Mask Held
o Offline Mode
© Deny Duress
o Door Forced Filter
o Enable cipher Mode
o Use Shunt Relay
o Detailed Events
©o do Not Log Rex Transactions
© Log all grants right away
e On the Operations tab:
o APB Mode
o APB Delay
° Into Area
°o Qutof Area
© PIN Timeout
° PIN Attempts
©o LED Mode
© Held Open Time
© Held Pre Alarm Access Time
o Extended Access
o Extended Held Open Time
° Simple Macros
o Strike Mode
o Access time when open
o Card Format
© The Door status will default to Normal Status

8. Customize the other door settings to meet your system requirements and click ¢

The ACM system and the Smartintego GatewayNode subpanel should now connect and the door should be
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online.

Troubleshooting
Door Is Not Online

If the door is not online:

« Wait a few minutes: The GatewayNode polls the SimonsVoss wireless lock three times in three
minutes, then polls every three hours, until the door responds. Normally, the door should come online
within three minutes.

e Ifthe dooris not online within a few minutes: Check all the connections between the ACM system and
the Smartintego GatewayNode subpanel, including the power.

Door Status

After the door is operational, certain conditions of the SimonsVoss wireless lock that change the door status
are not always immediately reported to the ACM system. As a result, the door status reported in the ACM
client may not always accurately reflect the actual status of the of the door.

o If you uninstall the door and then reinstall it in the ACM system, the connection between the
Smartintego GatewayNode subpanel and the SimonsVoss lock is not interrupted. However, the
reinstalled door will appear offline to the ACM system until the Smartintego GatewayNode subpanel
polls the SimonsVoss lock. This poll happens once every 12 hours, so you may have to wait as long as
12 hours. During this period, the door will function normally but the ACM system will not receive any
events from the door.

o After a power outage to the Smartintego GatewayNode subpanel, an accurate door status will not be
seen in the ACM system until after the Smartintego GatewayNode subpanel is online and polling of all
the SimonsVoss doors connected to that subpanel has completed. The time it takes for the subpanel
to come online and start polling can be variable.

o Ifthe batteries in the SimonsVoss lock are depleted or removed, an accurate door status will not be
seen in the ACM system until after 24 hours have elapsed since the last battery status report was
received from the wireless lock. It could take up to 24 hours after battery power has been lost before
the status is correctly reported. Meanwhile, commands can be sent to the door, but nothing happens.

Note: The ACM lockdown priority operation is superseded by the Escape and Return state of the
SimonsVoss wireless lock when it becomes engaged in a lockdown situation.

Macros

Note: Only Mercury Security panels support macros.

Macros are commands, or sequences of commands, that can control the activity of devices connected to a
door, panel, or group of panels.

Macros can be extremely simple, such as turning out lights or masking an input. Or, they can be sophisticated
multi-step procedures. For example, you can define a macro that closes down the air conditioning system,
unmasks the alarms, locks all the doors connected to a panel, turns out the lights, then emails the operator
for more instructions.
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In the Avigilon ACM application, macros can be activated by:

e Triggers
e Interlocks
All doors (not limited to Mercury Security) support simple macros. Simple macros are triggered by a single

door event and activate one output in response. For more information, see Adding Simple Macros on
page 200.

Adding Macros

Select [ Physical Access > Panels.
2. Click the name of the panel that you want to add a macro to.
3. On the Macros page, click Add Macro.

Macros and macro commands are supported for triggers only. Macros and macro commands
associated with interlocks are not supported (read-only).

4. On the following Macro Command list, click the Macro link to change the macro name. In the new text
field, enter a new name for the macro then click OK.

Click Add Macro Command.

Give the macro command a name.

From the Command drop down list, select a macro command.

If extra options are displayed after you select a macro command, choose the options you need.
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From the Group drop down list, select the group you want to assign this macro to.

10. Click ¢ to save your changes.
11. Back at the Macro Command page, repeat the previous steps until you've added all the commands
that are required for this macro.

To apply this macro to a specific situation, see Assigning Macros on the next page.

To create quick macros that are specific to a particular door (simple macros), see Adding Simple Macros on
page 200.

Editing Macros

Select [ Physical Access > Panels.
2. Click the name of the panel with the macro you want to edit.
3. On the Macros page, click the name of the macro you want to edit.

Macros and macro commands are supported for triggers only. Macros and macro commands
associated with interlocks are not supported (read-only).

4. Onthe following Macro Command list, perform any of the following:
e To change the macro name, click the Macro name link. Enter a new name then click OK.
¢ To add a new macro command, click Add Macro Command.
¢ To edit a macro command, click the command type name.

To delete a macro command, click = for the command.
e To change the order of the macro commands, click Sort.

Adding Macros




Deleting Macros
Select o Physical Access > Panels.
Click the name of the panel with the macro you want to delete.

1.
2.
3. On the Macros page, click “= for the macro you want to delete.
4. When the confirmation message appears, click OK.

Assigning Macros
Note: Only Mercury Security doors and panels support macros.

Once you have created a macro, you can assign them to specific triggers or other macros so that they can
automatically perform a series of actions under the right conditions.

Assigning a Macro to a Trigger

When you add a trigger to a panel, assigning a macro is part of the process. Triggers and macros work
together as a cause and effect pair. When the all the triggering conditions are met, the macro is automatically
initiated.

To assign a macro to a trigger:

1. Add a macro. For more information, see Adding Macros on the previous page.

2. Add a trigger. For more information, see Adding Triggers on the next page.
In the Trigger Add page, assign the new macro to the trigger.

4. Click \f.

Assigning a Macro to a Macro
You can activate a macro as part of a macro command to generate a complex series of actions.
To assign a macro to a macro command:

1. Add a macro. For more information, see Adding Macros on the previous page.
2. When you add a new macro command, select Macro Control from the Command drop down list.

3. When the related options are displayed, select the macro you want from the Macro drop down list and
select a specific Command for the macro to perform.

4. When you're finished, click v’
Assigning a Macro to a Door

You can also assign a macro to a specific door by using the Simple Macro feature on the Door Operations
page. For more information, see Adding Simple Macros on page 200 and Operations tab (Mercury Security)
on page 243.

Sorting Macros

By default, when you add macro commands, the command actions are activated in the order they are added.
If you need to change the sequence of the macro commands, you can sort it into the order you want.

Deleting Macros




1. From the panel's Macros page, select the macro you want to sort.

2. On the following Macro Command list, click Sort. This button only appears if you have two or more
macro commands.

Each of the macro commands are highlighted in gray.
3. Click and drag the macro commands into the order you want.
4. Click Return when you are done.

Triggers

Note: Only Mercury Security panels support triggers.

Triggers work with macros to generate a set of cause and effect events. Triggers are the specific sequence of
events that must occur before a macro will be activated.

For example, you might define a trigger to be a tamper alarm issued by a specific subpanel. The macro linked
to that trigger will then automatically lock the door associated with that panel and sound the alarm.

Triggers are usually defined through the Triggers page on a specific panel or subpanel properties sheet.
Adding Triggers

Select Physical Access > Panels.
Click the name of the panel that you want to add a trigger to.
On the Triggers page, click Add New Trigger.
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Enter all the parameters that are required of the trigger.
5. Click ¢ to save the new trigger.
Editing Triggers

Select Physical Access > Panels.
Click the name of the panel that your trigger is on.
On the Triggers page, click the name of the trigger you want to edit.

AW -

On the following page, make the required changes.
5. Click J to save your changes.

Deleting Triggers

Select Physical Access > Panels.
Click the name of the panel that your trigger is on.
On the Triggers page, click == for the trigger you want to delete.
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When you see the confirmation message, click OK.

Configuring Doors

Doors in the ACM system are logical units incorporating one or more components that are connected to a
panel.

Triggers




These components could include:

« Door, gate, elevator, escalator, etc.

e Lock (such as magnetic or strike) or relay
e Reader

« Keypad

+ Contact

e Panic bar

« ACM Verify

These items do not need to be physically installed on a door, but should be included if they affect how the
door locks or opens.

The usual components for a door are a reader, a lock (usually a strike), and a contact (usually a door position
or DPQOS) that reports the door state. Additionally you can have an exit button (request-to-exit or REX) on the
opposite side of the door from the reader, or a second reader if you want to control access in both directions.

You can add doors:

« One at a time, configuring all settings manually.

* One at atime, configuring common or standardized door parameters and operational settings using a
door template. You still need to configure many attributes such as operations, hardware, cameras, and
interlocks specifically for individual doors. You must configure a door template before adding doors
using that template.

¢ In bulk, when you add a new Mercury panel and use the Subpanel: Batch Create wizard to create the
subpanels. At a minimum, you must have defined door templates with a Door Mode: option specified,
to create doors with this wizard. You can use this wizard to create:

© Subpanels with functioning doors. This requires door templates (to specify at least the Door
Mode: option) and wiring templates (to assign addresses and input, output and reader
templates to the doors).

© Subpanels with non-functioning doors. This requires door templates (to specify at least the
Door Mode:). You then need to complete the configuration for each door to make them all
function.

o Subpanels only. These can then be configured for doors or for inputs and outputs only, as
needed.

For more information about the templates you can use to create doors and subpanels, see Templates
Overview on page 133. For more information about the Subpanel: Batch Create wizard, see Batch
Creating Subpanels on a New Mercury Panel on page 161.

See Appendix: pivCLASS Configuration on page 503.

Searching for Doors

Many facilities require the control and monitoring of dozens, even hundreds, of doors simultaneously. This
can result in a crowded listing page. You can search for specific doors to narrow the list of doors appearing
on the Doors list page.

1. Use any (or all) of the following to define your search:

e Enter your search term in the Search... field. Use any series of letters and numbers to search for
the doors you want to see.

Searching for Doors




o |f known, select the Device Status.
o If known, select the Appliance the door is connected to.
¢ If known, select the Group the door is included in.

2. Click OK.

Advanced Filtering on the Doors List

In addition to searching you can also use advanced filters to select multiple filters on the Door list.

1. Click Advanced Filters.
The Advanced Filters dialog box displays.
2. Select any required filters:
e Alarms—Select the alarms to include from the list of alarms.
o Masked—Select to include the masks to include from the list of masks.
¢ Normal—Select to include all properly functioning doors.
o Door Mode— Select the door modes to include from the list of door modes.

Note: To unselect all selected filters, click Unselect All. All selections will be removed.

3. If you want to save the selected filters, select Remember Filters.
4. Click OK.

The Door list refreshes to show the doors that meet your filters.

Controlling Doors

While you are monitoring the system, you may need to override the default door settings to allow a visitor
access to an area, or unlock a door in an emergency situation. From a Doors listing page in [fl Physical

Access or X Monitor > Dashboard, use the Door Action, Door Mode, Forced, Held, and Installed drop-down
menus to control doors.

Doors can also be controlled from & Monitor > Maps. For more information, see Using a Map on page 432.

Note: Only the Installed options are available for virtual doors installed for use with ACM Verify
readers.

1. Select the checkbox for each the door you want to control.
Or click All at the top of the left column to select all doors or None to deselect all doors.
2. For one or more doors, select a Door Action if required:

Note: The door actions below are not applicable for Schlage offline Wi-Fi doors or SALTO
standalone doors. Only Grant is applicable for Schlage Control™ locks. Only Unlock and
Locked No Access are applicable for Von Duprin remote undogging (RU) devices. Locked No

Advanced Filtering on the Doors List




Access and Disable are not applicable for ASSA ABLOY battery-powered and external-
powered doors.

e Grant — Momentarily grants access to the door to permit a single-time entry.
o Restore — Restores the Door Mode to its default configuration or Custom Mode.

Schlage locks with activated lock functions only. Restoring a door that has an activated Lock

Function (Classroom, Office, Privacy, or Apartment) removes the Lock Function and resets the
door mode to its default configuration.

For ASSA ABLOY IP doors only. Restoring a door results in the door going offline temporarily in
the ACM system.

¢ Unlock — Unlocks the door. The door remains unlocked until the Locked No Access command
is issued or until an operator override or scheduled action is initiated.

o Locked No Access — Locks the door. The door remains locked until the Restore command is
initiated or until an operator override or scheduled action is initiated.

o Disable — Disables the door. The door stops operating and allows no access to anyone.

e Lock (ASSA ABLOY Only) — For ASSA ABLOY IP doors only. Locks the door. The door remains
locked until a scheduled action is initiated.

3. Select any of the following Door Mode options to change the door mode.
For more information, see Door Modes on page 203.
4. Select either of the following Forced options if required:

« Mask Forced — Masks the Forced Door Alarm for the door. The status color changes to blue
and is no longer included in any alarm subtotal.

¢ Unmask Forced — Unmasks the Forced Door Alarm for the door.
5. Select either of the following Held options if required:

« Mask Held — Masks the Door Held Open Alarm for the door.

¢ Unmask Held — Unmasks the Door Held Open Alarm for the door.
6. Select either of the following Installed options if required:

o Install — Installs a door. Enables communication between the door and the ACM system.

¢ Uninstall — Uninstalls a door. Disables communication between the door and the ACM system.
7. Select Delete — Removes the connection between the door and the ACM system.

Configuring Door Held-Open Settings

For Mercury Security and HID VertX doors.

Configure door settings for when a person enters or exits a door and does not close it in time. This may
include sending a pre-alarm warning before the 'Door held open' event is generated.

1. Select [ Physical Access > Doors.
2. Select a door and then the Operations tab.
3. Enter:

Configuring Door Held-Open Settings




Held Pre-Alarm | The number of seconds a door can be held open before a pre-alarm is issued. If
activated, the 'Door held open pre-alarm' event may be used to send an email
notification.

Example: 20 seconds

If 120 seconds is entered in Held Open Time, the pre-alarm warning will be sent at
100 seconds and the 'Door held open' event at 120 seconds.

If 200 seconds is entered in Extended Held Open Time, the pre-alarm warning will
be sent at 180 seconds and the 'Door held open' event at 200 seconds.

Held Open Time | The number of seconds a door can be held open before a 'Door held open' event
is generated.

Example: 120 seconds

Extended Held | The number of seconds a door can be held open for users with extended access
Open Time permissions before a Door held open' event is generated.

This feature is useful for users that may require more time to enter a door, such as
individuals with accessibility needs.

Example: 200 seconds

To enter other door configuration, see Operations tab (Mercury Security) on page 243 or Operations
tab (VertX®) on page 229.

4. Click V).

Adding Doors

To add a new door:

1. Select [# Physical Access > Doors.

Note: Doors cannot be manually added for Allegion offline Wi-Fi locks, SALTO doors and
ASSA ABLOY IP doors. For information about adding doors and associated panels, see

Step 2: Setting Up Communication to Offline Wi-Fi Locks on page 277, Step 3: Syncing Doors
with the SALTO Server on page 286 and Step 2: Syncing Doors with the Door Service Router
on page 296, respectively.

2. Click Add Door.

3. Ifdoortemplates are used, the Templates dialog appears. To use the door settings from a template,
which automatically fills in the fields on the Parameters and Operations tabs, select the template and
click OK. Otherwise, click Cancel.

For Schlage IP-mode wireless devices or devices connecting to an RS485 hub, click Cancel.
4. Enter onthe Parameters tab:

Note: Fields in this list are dependent on the door or device. Some commands or fields are
not supported for all doors or devices.
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Name

Alt. Name
Location

Partitions

Panel

Appliance
Vendor

Installed

Adding Doors

Up to 50 characters for the name of the door. See Appendix: pivCLASS
Configuration on page 503.

An alternate name for the door.

A short description of the door location.

Displayed for a partitioned ACM appliance only. To restrict operator access to the
item, select one or more partitions. To allow all operators access to the item, do not
select a partition.

The panel that controls the door, the gateway that controls the IP-mode wireless
device or the offline Wi-Fi device, or the external server that the ACM appliance is
connected to.

Displays for a panel that is connected to a subpanel that controls readers, locks,
inputs and outputs; or a gateway that controls IP-mode wireless devices.

Subpanel: The name of the subpanel that is connected to the main panel or the
name of the gateway.

Door Number or Lock Number: The door number for wired connections or lock
number for wireless devices. For SimonsVoss wireless locks, use the hexadecimal
address assigned by the Smartintego Tool.

Device Id: Displays for Aperio AH-40 Hub subpanel only. The Lock/Sensor identifier
from the Aperio programming application.

Displays for a Schlage ENGAGE Gateway.
Lock Model: The lock model from the vendor.

Linked Device: The ID or name of each externally commissioned IP wireless or
offline Wi-Fi device. For more information, refer to the commissioning process in
vendor documentation.

Displays for an ASSA ABLOY DSR.

Lock Type: The battery-powered or external-powered lock type from the vendor.
Serial Number: The serial number of the lock.

The ACM appliance that is connected to the door, gateway, hub or external server.
The manufacturer of the panel, gateway, offline Wi-Fi device or external server.

Enables communication between the ACM appliance and installed device after
saving.




Displays for Schlage ENGAGE Gateway subpanel:

Access Type: Displays for an IP-connected wireless device only. Whether access is
located on one or both sides of the door. Default is Single, which cannot be
changed. For more information, see Access Types on page 204.

Door Mode: IP-connected wireless device only. The entry mode for the door when
the gateway is online and communicating with the device. For information about the
Unlocked, Locked No Access and Card Only options, see Door Modes on

page 203.

IP-connected RU exit device only (not applicable to RM). The entry mode for the door
when the gateway is online and communicating with the device. For more
information about the Unlocked and Locked No Access (Unlocked on Next Exit)

options, see Door Modes on page 203.

Offline Wi-Fi lock only. The entry mode for the door when the lock is online. For
information about the Card Only option, see Door Modes on page 203.

Lock Function: None is the default (not applicable to RM device).
e None: Use the system default door settings.

o Privacy: When the interior lock button is pressed, the door will lock and the
exterior lock will not grant access to any token. To unlock the door, the
interior lock button must be pressed again or exit the room.

Note: Only this lock function is supported for the ASSA ABLOY IP
locks.

o Apartment: Use the interior lock button to toggle between locked and
unlocked. When the door is locked, any valid token will open the door. The
door must be manually locked or it will stay unlocked.

o Classroom — Classroom/Storeroom — The lockset is normally secure. The
inside lever always allows free egress. Valid toggle credentials (i.e. a valid
card that is swiped twice within five seconds) on the exterior may be used to
change to a passage or secured status. Not to be used on mortise deadbolt.
Interior push button not to be used.

Note: Only this lock function is supported for the RSI-connected
NDE series lock.

Note: This lock function is not supported for the IP-connected
LE, LEB, NDE and NDEB series lock, or offline Wi-Fi lock.

o Office — The lockset is normally secure. The inside lever always allows free
egress. An interior push-button on the inside housing may be used to select a
passage or secured status. Meets the need for lockdown function for safety
and security. Valid toggle credentials (i.e. a valid card that is swiped twice
within five seconds) on the exterior may also be used to change status. Not to
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be used on mortise deadbolt.

Note: A Restore door action is available on the Door listing page and the
Hardware Status page which resets the Door Mode to its default value.

Always Mask Forced: If selected, Door Forced Open alarms at the door are always
masked.

Always Mask Held: If selected, Door Held Open alarms at the door are always
masked.

Custom Mode: Another door mode that is supported by the gateway.

Custom Schedule: Displays for an IP-connected door (LE, LEB, NDE, NDEB series
lock) if the Card Only door mode is selected, or IP-connected RU device if the Locked
No Access door mode is selected. A predefined time when Custom Mode becomes
active. Never Active is OFF. 24 Hours Active is ON.

For Avigilon, enter:

Station Type: Default is ACM Verify station, which is used on connected devices. A
device that uses this station type of station is called an ACM Verify Station.

Managed: If selected, ACM Verify Station requires the user to grant or deny access
to the person entering a valid PIN code. It also displays the name and picture of the
user for verification.

UnManaged: If selected, ACM Verify Station automatically grants or denies access
and does not provide additional information when a PIN code is entered.

Geographic Timezone: The time zone where the ACM Verify device is located if it is
different from the time zone of the ACM appliance.

Into Area: The area that the badge holder enters by passing through the door and
where the ACM Verify Station is used, or not, to monitor access to the area. You must
specify an area if you want the virtual station to list all the people who have entered
the area.

Station Authentication: The method of authentication on the ACM Verify device.
Login specifies that the user log in to the ACM software using the ACM URL from the
browser on the ACM Verify device. Paired specifies that the ACM Verify is paired to
the ACM system. If the authentication type is Paired, the Door Add page refreshes
and displays the Add Paired Device button.

Tip: The Avigilon settings do not require a panel.




For Mercury Security and HID VertX panel, enter:
Access Type: Whether the reader is located on one or both sides of the door, or on
an elevator door. See Access Types on page 204.

Linked Door: Displays for Paired Primary and Paired Replica access type only. The
door with the reader on the other side of the door.

Door Mode: The entry mode of the door when the door controller is online and
communicating with the panel. See Door Modes on page 203.

Assurance Profile: For Mercury Security LP4502 only. See Appendix: pivCLASS
Configuration on page 503.

Offline Door Mode: The entry mode of the door if the door controller is no longer
communicating with the panel.

Note: In many cases readers in offline mode require a very simple solution
for entry or exit because of the memory limitations. The recommended
Offline Door Mode option is Locked No Access.

Custom Mode: Another entry mode that is supported by the door module in addition
to Door Mode and Offline Door Mode options.

Custom Schedule: When the Custom Mode becomes active. Never Active is OFF. 24
Hours Activeis ON.

Masked Forced Schedule: A predefined time when Door Forced Open alarms from
the door will be masked.

Masked Held Schedule: A predefined time when Door Held Open alarms from the
door will be masked.

Always Mask Forced: If selected, Door Forced Open alarms at the door are always
masked.

Always Mask Held: If selected, Door Held Open alarms at the door are always
masked.

For SALTO panel, enter:

Door Mode: The entry mode of the door after syncing with the SALTO server and
installing the door. See Door Modes on page 203.

Custom Mode: Another entry mode of the door that is time-based (see Custom
Schedule). Can be Unlocked, Card and Pin, Office, Toggle or Keypad Only. If
Keypad Only is selected, Keypad Code is displayed. You can enter up to 8 digits.
See Door Modes on page 203.

Custom Schedule: A predefined time when Custom Mode becomes active.

Always Mask Forced: If selected, Door Forced Open alarms at the door are always
masked.

Always Mask Held: If selected, Door Held Open alarms at the door are always
masked.
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Door For Schlage door, select:
Processing
Attributes

Note: The following three attributes are not applicable to Control locks or
offline Wi-Fi locks.

Log Grants Right Away: Initiates local I/O in the panel using the panel triggers. The
system logs an extra event as soon as a grant occurs (that is, before entry / no entry
is determined). This event is not turned into an Access Control Manager event.

Certain customers may have a trigger they want to fire (to execute a macro) as soon
as there is a grant but before entry / no entry is determined.

Log All Access as Used: Logs all access grant transactions as if the person used the
door. If this field is not selected, the door determines if it was opened and
distinguishes if the door was used or not used for grant.

Detailed Events: Displays the current position of the door position switch (DPOS) in
the Door State column of the door listing screen. When enabled the column displays
“Open” when the DPOS is in an open state and “Closed” when the DPOS is in a
closed state.

Note: To properly report the Door State from the Door Position Switch,
Detailed Events must be enabled.

Typically, five to ten detailed transactions are generated for each grant transactions.
During the normal course of operation, most guards don't need to see extensive
reports on events; however, after hours, it is often useful to see every detail.

Do Not Log Rex Transactions: Indicates that request-to-exit transactions do not get
logged to the database.

Note: This is the only attribute supported for offline Wi-Fi locks.
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For Mercury Security panel, select:

Log Grants Right Away: Initiates local I/O in the panel using the panel triggers. The
system logs an extra event as soon as a grant ocurs (that is, before entry / no entry is
determined). This event is not turned into an Access Control Manager event.

Certain customers may have a trigger they want to fire (to execute a macro) as soon
as there is a grant but before entry / no entry is determined.

Deny Duress : Denies access to a user that indicates duress at a door.

Don't Pulse Door Strike on REX: Disables the pulse of the door strike output when
the request-to-exit button is pressed and can be used for a 'quiet' exit. If not selected,
the output is pulsed.

Note: This field must not be checked for the SimonsVoss wireless lock, such
as cylinders, on a door that does not support a door position switch (DPOS).

Require Two Card Control: Two tokens are required to open this door. This enforces
the two-person rule at a specified door.

Door Forced Filter: : Filters door-forced alarms. Sometimes a door is either slow to
close oris slammed shut and bounces open for a few seconds. With this filter, the
monitor allows three seconds for a door to close before issuing an alarm.

Log All Access as Used: Logs all access grant transactions as if the person used the
door. If this field is not selected, the door determines if it was opened and
distinguishes if the door was used or not used for grant.

Detailed Events: Displays the current position of the door position switch (DPOS) in
the Door State column of the door listing screen. When enabled the column displays
“Open” when the DPOS is in an open state and “Closed” when the DPOS is in a
closed state.

Note: To properly report the Door State from the Door Position Switch,
Detailed Events must be enabled.

Typically, five to ten detailed transactions are generated for each grant transactions.
During the normal course of operation, most guards don't need to see extensive
reports on events; however, after hours, it is often useful to see every detail.

Enable Cipher Mode: Enables the operator to enter card number digits at the door’s
keypad.

Use Shunt Relay:Enables the use of a shunt relay for this door.

Do Not Log Rex Transactions: Indicates that request-to-exit transactions do not get
logged to the database.
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For HID VertX panel, select:

Door use Tracking: The level of door event tracking that is logged in the Monitor
screen. These options should only be used when the Detailed Events option is
enabled.

¢ None: Only standard door events are logged.
o Used: The details of when the door is used.
o Used with pending: The events that occur between door use.
Deny Duress: If selected, denies access to a user who is in duress at a door.

Don't Pulse Door Strike on REX: Disables the pulse of the door strike when request-
to-exit button is activated.

Detailed Events: For circumstances when it is important to know all the details of an
event. Displays the current position of the door position switch (DPOS) in the Door
State column of the Door list. When enabled the column displays “Open” when the
DPOS is in an open state and “Closed” when the DPOS is in a closed state.

Enable Cipher Mode: Allows the operator to enter card number digits at the door’s
keypad.

Do Not Log Rex Transactions: Disables logging of request-to-exit transactions.
For SALTO panel, select:

Detailed events: Enables the reporting of event details, such as Door State and Door
Mode, after syncing and installing the door.

Do Not Log Rex Transactions: Disables logging of request-to-exit transactions.

5. Click ¢ to add the door. Once saved the page becomes the Door: Edit page. If a door template was
used, the fields on the Parameters and Operations tabs are entered.

6. To edit door configuration, see Editing Doors on the next page. To edit lock configuration, see
Step 3: Configuring IP-enabled Wireless Devices on page 269.
« Parameters: Edit access type, processing attributes, lock functions, and other options.

o Operations: Displays for HID VertX, Mercury Security, Schlage wired and RSI wireless locks,
and ASSA ABLOY IP locks only. Edit simple macros, accepted card formats and other options.

« Hardware: Displays for HID VertX, Mercury Security, and Schlage wired and RSI wireless locks
only. Edit reader, door position, strike and request to exit (REX).

o Elev: Displays for Mercury Security only. View elevator door details.
o Cameras: Add or remove associated cameras.

« Interlocks: Displays for Mercury Security only. Sets interlocks.

+ Events: View and edit door events.

e Access: Does not display for RU and RM exit devices. View access groups, roles and identities
that have door access.

« Transactions: View door transactions.
* Notes: Add notes about the door and review previous notes, if any.

7. Click ¢ to save your changes.

Adding Simple Macros

You can add simple macros, or single action commands, to any door in the system. Simple macros are
triggered by one type of door event. This automatically activates the corresponding output.

For more information about macros, see Macros on page 186.
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1. Select [ Physical Access.
The Door listis displayed.
2. Select a door from the Door list.
3. Onthe Door Edit screen, select the Operations tab.
At the bottom of the page is the Simple Macros section.
4. Select the Type of door event that will activate the output. The options are:
e Forced
o Held
e Pre-Alarm

5. Select when the simple macro will be active from the Schedule drop down list. Only schedules that
have been configured in the system are listed.

6. Select the output that is activated when the selected type of door event is triggered.
7. Click Save Macro.
A new row is automatically added to the table.
8. If you need to add another simple macro, repeat steps 4 - 7 in the new row.
To remove a configured simple macro, simply click Remove Macro. The row is deleted.

9. Click ¢ to save your changes.

Editing Doors

A door can be edited after its initial configuration. For example, you may need to change the access type or
door mode to reflect changes on your site.

1. Select [# Physical Access > Doors.
2. Select the name of the door.
3. Edit the details on each tab as required:
« Parameters: Edit access type, processing attributes, lock functions, and other options.

o Operations: Displays for HID VertX, Mercury Security, Schlage wired and RSI wireless locks,
and ASSA ABLOY IP locks only. Edit simple macros, accepted card formats and other options.

« Hardware: Displays for HID VertX, Mercury Security, and Schlage wired and RSI wireless locks
only. Edit reader, door position, strike and request to exit (REX).

o Elev: Displays for Mercury Security only. View elevator door details.
¢ Cameras: Add or remove associated cameras.

o Interlocks: Displays for Mercury Security only. Sets interlocks.

¢ Events: View and edit door events.

e Access: Does not display for RU and RM exit devices. View access groups, roles and identities
that have door access.

» Transactions: View door transactions.

+ Notes: Add notes about the door and review previous notes, if any.
For field descriptions, see:

e VertX on page 227

e Mercury Security on page 239
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e Schlage IP wireless locks, and RU or RM devices on page 270
e SALTO doors on page 287
e ASSA ABLOY IP doors on page 297

4. After editing each tab, click ¢ to save your changes.

Doors - Editing VertX® Doors

1. Select Physical Access.
The Doors listis displayed.
2. Fromthe Doors list, click the VertX® door name you want to edit.
The Door: Edit screen for that specific door type is displayed.
3. Optional: Add notes about the door and review previous notes, if any.
4. Edit the door by changing values on each of the door option tabs.

5. When you're finished, click ¢
You are returned to the list with all changes saved.
Doors - Editing Mercury Security Doors
To edit an existing Mercury Security door:

1. Select Physical Access.
The Doors list page is displayed.
2. Click the door name to select the door you want to edit.
The Door Edit screen for that specific door is displayed.
3. Optional: Add notes about the door and review previous notes, if any.

4. When you're finished, click v}

You are returned to the list with all changes saved.

Deleting Doors
To delete a door:

1. From the Door list, click ™= for the door that you want to delete.
2. When the confirmation message appears, click OK.
The selected door is now removed from the system.

Note: SALTO doors only. When doors are deleted in the ACM system, the corresponding
doors in the SALTO system are not deleted. At the next manual sync in the ACM system, the
door will display as a new uninstalled door.

Doors - Editing VertX® Doors




Door Modes

Note: Fields in this list are dependent on the door or device. Some commands or fields are not

supported for all doors or devices.

For Mercury Security and HID VertX panels. The same list of options is provided for the Offline Door Mode

option.

For ASSA ABLOY IP-enabled doors, SALTO standalone doors and Schlage offline Wi-Fi doors. Any locks that
do not support real-time communication with a server, will not display door mode options on the Doors list
page and maps. Door mode can be set on the Door: Edit page and by using a batch job (specification).

Door Mode

Description

Disabled
Unlocked
Locked No Access

Locked No Access (Unlocked
on Next Exit)

Facility Code Only

Card Only

Pin Only

Card and Pin

Door Modes

The door is disabled for all access.

The door is always unlocked.

The door is always locked. No access is allowed through this system.
The door is locked until a person presses the push bar to exit.

The door can be accessed using a facility code.

All employees share a single code. This option can be useful in offline
situations, when the door controller is no longer communicating with the
Access Control Manager host.

Mercury door only. The Offline Door Mode is no longer supported if the
door controller is connected to an LP4502 panel that has replaced an HID
VertX panel.

The door can be accessed using a card. No PIN is required. To support the
selected Assurance Profile for a pivCLASS configured door, it is
recommended to set the Door Mode to Card Only.

Mercury door only. The type of reader used to read this card is determined
in the Reader Type field.

The door can only be accessed by entering a PIN at a keypad.

No card is required.

Note: This door mode is not available if the 'Allow duplicate PINs'
option has been selected on the System Settings - General page.

The door can only be accessed using both a card and a PIN.

ASSA ABLOY IP door only. If the token does not have a PIN, the door can
be accessed by swiping the card only.




Door Mode Description

Card or Pin The door can be accessed either by entering a PIN at a keypad or by using
a card at the card reader.

Note: This door mode is not available if the 'Allow duplicate PINs'
option has been selected on the System Settings - General page.

Office SALTO door only- The lock allows the cardholder to leave the lock open.

To use this mode, the cardholder presents the key to the door while
pressing down the inner handle and repeats the procedure to undo the
mode.

Toggle SALTO door only- The door allows the cardholder to toggle between

leaving the lock open and closing it by presenting the assigned key (there
is no need to press down the inner handle).

To use this mode, the cardholder presents the key to leave the lock open
and repeats the procedure to close it.

Keypad Only SALTO door only. The door can only be accessed by entering the shared

keypad code at a keypad. If selected, Keypad Code is displayed. You can
enter up to 8 digits.

First Person Through ASSA ABLOY battery-powered or external-powered door only. The first
person who is granted access to the door will unlock the lock.
Exit Leaves Open SALTO door (not connected to control unit) only. The door is unlocked

when the inner door handle is pressed. Allows the cardholder to exit and
return to the building without using an assigned key during an emergency
(referred to as Escape and Return mode).

To lock the door, add a global action to set a time limit on the open door.

Toggle and Exit Leaves Open | SALTO door (not connected to control unit) only. The door allows the
cardholder to use either the Toggle or Exit Leaves Open door mode during
an emergency (referred to as Escape and Return mode).

Access Types

When you select an Access Type from the Door Edit page, the listed options include:

Note: The options may be different depending on the type of panel that is connected to the door.

Feature Description
Single This is a door with a reader/keypad on only one side, normally entry only.
Paired This indicates that this door possesses a reader/keypad on both sides, entry and exit, and that
Primary this side is the Primary.

If you select this option, the Paired Door option is automatically displayed for you to specify
the other reader that is installed on the door.
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Feature Description

Paired This indicates that this door possesses a reader/keypad on both sides, entry and exit, and that
Replica this side is the replica.

If you select this option, the Paired Door option is automatically displayed for you to specify
the other reader that is installed on the door.

Elev no This door is an elevator with no feedback input.
feedback

Elev This door is an elevator with a feedback input.
feedback

Anti-Passback

The anti-passback (APB) feature can be configured to log or prevent a card from being re-used to access the
same area unexpectedly.

For example, the same card cannot be used to enter the same room twice in a row. If a badge holder enters a
room then passes the card to another potential badge holder to reuse the card at the same door, an APB
error is logged and may be configured to prevent the second badge holder from entering.

Another example is when an access card is also required to exit. If a badge holder holds open a door for
another person, the second person would not be able to exit even if they have an access card because the
system requires the badge holder to log an entrance in the system before they can exit.

To set up this feature, complete the following procedures:

Anti-Passback Modes
When you select the Operations tab on the Door Edit page, one of the options is APB Mode.

Anti-Passback (APB) requires that a user must enter and exit a room before they may enter another room. For
example, the typical user of a parking lot would normally swipe their card at the “in” reader to enter the lot
and swipe it at the “out” reader to exit the lot. However, if a user swipes their card at the “in” reader then
passes their card back to a friend, the card would be denied access the second time when it is swiped by the

friend.

To track anti-passback, a card reader must be installed on both the inside and the outside of the door. Users
are required to use the card to enter and exit the building.

Note: The APB modes may be different depending on the panels you have installed.

Mode Description

No APB is not used.
Selection
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Mode

Description

Door-
Based
Timed
APB

Token-
Based
Timed
APB

Hard
Door APB

Soft Door
APB

Allows you to configure APB with just one reader. The door keeps track of each badge that
enters and does not allow the same badge to enter twice in a row until after the APB time limit is
reached.

Make sure you specify an APB time limit in the APB Delay field. Do not configure the area
entering or area leaving setting for the door.

Note: This mode is only available if using Mercury Security hardware. For more
information, see Panel Migration on page 156.

Tracks each door a badge has accessed. After the badge has accessed one door, it must access
a second door or wait until the APB time limit is reached before it may access the first door
again.

Make sure you specify an APB time limit in the APB Delay field. Do not configure the area
entering or area leaving setting for the door.

Note: This mode is only available if using Mercury Security hardware.

Tracks each badge that enters a door and does not allow the same badge to enter twice in a
row. This badge will not be able to enter through the same door until it has accessed a second
door.

Enter a value in the APB Delay field to create a time-based APB.

Note: This mode is only available if using VertX® hardware. For more information, see
Panel Migration on page 156.

Tracks each badge that enters a door and generates a warning transaction if the same badge is
used at the same door twice in a row. This badge is still able to enter the door the second time,
but the access is logged as an APB violation.

Enter a value in the APB Delay field to create a time-based APB.

Note: This mode is only available if using VertX® hardware. For more information, see
Panel Migration on page 156.
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Mode Description

Hard Area | Tracks each badge that enters a specific area and defines which areas the badge may access

APB next. The badge is denied access if it tries to access an undefined area. If the badge is used to
access an area that a person is already in, the badge is denied access and an APB violation is
logged.

Enter a value in the APB Delay field to create a time-based APB.

Make sure you configure the area entering and area leaving setting for the specified door.

Note: The Don't Care setting is not applicable to the Out of Area and Into Area fields. In
addition, this mode is not used across multiple controller panels.

Soft Area |Tracks each badge that enters a specific area and defines which areas the badge may access
APB next. The badge is allowed to access the area, but the access is logged as an APB violation.

Enter a value in the APB Delay field to create a time-based APB.

Make sure you configure the area entering and area leaving setting for the specified door.

Timed Time-based hard area APB. When the time limit expires, the hard area APB becomes a soft area
Area APB | APB. If a person leaves the area by going through a door marked Out of Area, the APB will be
reset.

Enter a value in the APB Delay field to create a time-based APB.

Make sure you configure the area entering and area leaving setting for the specified door.

Note: This mode is only available if using Mercury Security hardware.

Setting Up Anti-Passback

Before you begin, consider what type of anti-passback (APB) mode that you need for each situation. For more
information, see Anti-Passback Modes on page 205.

To use the APB feature, you must set up at least two doors in ACM: one to represent the entrance and one to
represent an exit.

Note: All doors should use the same controller panel for best results. For information about two-
person minimum occupancy on an installed door that uses Mercury panels and controller firmware
1.29.1 or later, see Two-Person Minimum Occupancy and Single Door Configuration on the next
page.
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1. Create at least one area.
2. Create two doors that are connected to the same panel.

o Ifthere are two distinct doors in the room (for example, a door on opposite ends of a room),
select Single as the Access Type.

o Ifthereis only one door in the room, you still must create two doors in the system. For the
entrance door, select Paired Primary as the Access Type. This door will control all the inputs
and outputs that are connected to the door.

For the exit door, select Paired Replica as the Access Type. This door will only control the
reader that allows badge holders to exit the room.

For both doors, assign the other door as the Linked Door.
3. Afterthe doors have been created, assign an APB Mode for each door on the door's Operations tab.

Remember to click ¢ to save the changes on each page.
4. Assign the area you created in the first step for the Into Area for each door.

5. If you created more than one area, select the Out of Area for each door. Otherwise, you can leave it as
Don't Care.

6. If you are setting up a timed APB mode, enter the number of seconds before another entry is allowed
in the APB Delay field.

Two-Person Minimum Occupancy and Single Door Configuration

Mercury Security doors only.

Note: Two-person minimum occupancy is supported on an installed door that uses Mercury panels
and controller firmware 1.29.1 or later.

An area with 2-Person Control enabled in ACM (see Safe in the following example) will enforce a two-person
occupancy minimum in the area. This means that the first access requires two people to swipe their cards
before they can access the area. Any subsequent access requires only one person to swipe their card. When
leaving the area, the last two people need to swipe their cards in order to exit.

Safe

Paired
Primary

Paired
Replica

Lobby

To configure a two-person minimum occupancy area and door access for two or more identities and their
tokens:
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1. Add and edit two areas in ACM.
Example:
Control area:

Name Enable Area 2-Person Control Doors In Doors Out

Safe 7 7 Safe Entry Safe Exit

Adjacent lobby:
Name Enable Area

Lobby 7

For more information, see Adding Areas on page 301 and Editing Areas on page 301
2. Addtwo doors in ACM to represent the single Mercury Security door.

Example:

Door representing the entry into the two-person minimum occupancy area:

Name Installed Access Type APB Mode Into Area Out of Area

Safe Entry (4 Paired Replica Hard Area APB Safe Lobby

Hardware tab:
Door Position Strike

(not selected) (not selected)

Door representing the exit from the two-person minimum occupancy area:
Operations tab:

Name Installed Access Type APB Mode Into Area Out of Area

Safe Exit (4 Paired Primary Hard Area APB Lobby Safe

Hardware tab:
Door Position Strike

Safe Exit DPOS (Subpanel:N Output:)) Safe Exit Strike (Subpanel:N Output:N)

For more information, see Adding Doors on page 214 and Editing Doors on page 201.

3. Addtwo or more identities and ensure their tokens are assigned. For more information, see Adding an
Identity on page 65 and Assigning Tokens to Identities on page 67.
If specified, APB Exempt applies to all defined areas.

4. To enter the two-person minimum occupancy area:

o Ifthe areais empty, two people will need to swipe their individual cards to access the area. The
second card must swipe within 15 seconds of the first swipe.

« When the area contains two people, a swipe from a third person (and any subsequent swipe)
will allow access to the area.
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5. To leave the two-person minimum occupancy area:

o Ifthe area contains more than two people, a single swipe will allow them to exit the area until
only two people are left in the area.

« When the area contains only two people, both of them will need to swipe to exit the area. The
second card must swipe within 15 seconds of the first swipe.

Granting a Free Pass

You can grant a user one free pass to enter a door without generating an anti-passback error. This feature is
useful if a badge holder swiped their card at a card reader but did not actually enter the area.

For example, an employee uses his access card to unlock the office entrance but is distracted by another
employee before he opens the door. The two employees speak for several minutes, and the door
automatically locks after a set amount of time. When the first employee attempts to unlock the office door
again, this triggers an APB alarm and the employee is locked out. The employee contacts the security officer
and explains the situation, the security officer can grant one free pass to allow the employee back into the
office area.

To grant a free pass:

1. Click Identities.
The Identities listis displayed.
2. From the Identities list, click on the name of the identity.
The Identities: Edit screen is displayed.
3. Selectthe Tokens tab.
4. Beside the 1 free pass button, select a door.
5. Click 1free pass.
The badge holder can now enter the door without generating an new anti-passback alarm.

Global Anti-Passback

Global anti-passback defines an area for which two or more readers are used to access the area, but are
physically wired to different controllers. If any one reader in that same area receives an APB violation, it will
prevent that badge holder from entering through other doors in same area.

Global Anti-Passback Modes

Global anti-passback is automatically implemented using APB mode. For more information about global anti-
passback modes, see Anti-Passback Modes on page 205.

Interlocks

Note: Only Mercury Security doors support interlocks.

An interlock is a mechanism that enables a specific event from one element of the system to trigger an action
at another element. Interlocks allow you to set up security routines like man-traps, prison entry points, and
automated building functions.

The interlock feature can be accessed from one of three ways:

Accessing Interlocks through Doors

Granting a Free Pass




Select Physical Access.

The Doors listis displayed.

Select the Mercury Security door that you want to interlock.
The Door Edit screen is displayed.

Click the Interlocks tab.

The Door Interlocks list is displayed.

Accessing Interlocks from Subpanel Inputs

1.

Select Physical Access>Panels.

The Panels list is displayed.

Select the panel you want to interlock.
The Panel Status screen is displayed.
Click the Subpanels tab.

The Subpanels listis displayed.

Click % for the subpanel that is connected to the input you want to interlock.
The Inputs listis displayed.

Click the Interlocks link beside the required input.

The Input Interlock list is displayed.

Accessing Interlocks from Subpanel Outputs

1.

Select Physical Access>Panels.

The Panels listis displayed.

Select the panel you want to interlock.
The Panel Status screen is displayed.
Click the Subpanels tab.

The Subpanels listis displayed.

Click & for the subpanel that is connected to the output you want to interlock.
The Outputs listis displayed.

Click the Interlocks link beside the required output.

The Output Interlock list is displayed.

Adding Interlocks

1.

From the Interlock list, click Add Interlock. For more information about how to access the different
Interlock Listing pages, see Interlocks on the previous page.

On the following Interlock Add page, add the required information.

Notice that as you select options, new fields are displayed to help you further define your
requirements.

. When you're finished, click ¢ to save the new interlock.
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Editing Interlocks

1. From the Interlock list, click the name of an interlock. For more information about how to access the
different Interlock Listing pages, see Interlocks on page 210.

2. Onthe following Interlock Edit page, make the required changes.

3. Click ¢ to save your changes.

Doors list

The Doors page lists of all the doors you are authorized to see and control. From this list you can control
doors, as well as add and delete doors, edit doors and their associated controller panels, and create
overrides to temporarily change the normal status of selected doors.

Note: Overrides can only be applied to installed doors on Mercury panels using controller firmware
1.271 or later.

Select [# Physical Access > Doors to access the Doors list.

You can add notes about the doors list and review previous notes, if any. These notes are unique to the
entire list of doors and are not partitioned.

Searching, sorting, and filtering

Many facilities require the control and monitoring of dozens, even hundreds, of doors simultaneously. This
can result in a crowded listing page. You can search for specific doors to narrow the list of doors, filter the
columns for specific values, and create and save custom filters. You can then sort the results using any one
column.

Searching the list:

1. Use any (or all) of the following to define your search:

e Enter your search term in the Search... field. Use any series of letters and numbers to search for
the doors you want to see.

o |f known, select the Device Status.
« If known, select the Appliance the door is connected to.
o If known, select the Group the door is included in.

2. Click OK.

Creating a filter to select multiple filters:

1. Click Advanced Filters to open the Advanced Filters dialog box.
2. Selectfilters:
o Alarms—Select the alarms to include from the list of alarms.
o Masked—Select to include the masks to include from the list of masks.
o Normal—Select to include all properly functioning doors.
e Door Mode— Select the door modes to include from the list of door modes.
To unselect all selected filters, click Unselect All.
3. Ifyou want to save the selected filters, select Remember Filters.
4. Click OK.

Sorting the list:
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1. Click in a column heading:
* Click * tosortin ascending order.
* Click ¥ tosortin descending order.
To see the legend for all the device statuses:

o Click Legend to see the list of statuses and the related icons.

There are three groupings which are color-coded — Normal @,Alarms o , Masked . :
Adding and deleting doors

e Click the Add Door button to define a new door. For more information, see Adding Doors on the next
page.
e Select doors in the list and click the Delete button.

Editing doors and panels:

e Click the link to the door in the Name column. For more information, see Editing Doors on page 201.
o Click the link to the panel in the Panel column.
Controlling doors:

Select doors in the list and then use the drop-down options from the control buttons at the top of the page to
control them:

o Door Action
¢ Door Mode
+ Forced

e« Held

¢ Installed

For more information, see Controlling Doors on page 191.
Creating a Door Configuration report
o Click Create New Report to generate a Door Configuration report on the doors in this list.

The following information is displayed for each door in the list:

Column Heading Description

All/None Use this toggle to select and deselect all the doors currently visible in the list. Or you
can use the checkbox to select individual doors.

Device status Displays the device status. Hover the mouse over the related icon to see more
details.

Note: The tamper icon only appears for OSDP readers, and reports whether
the reader is offline or has been tampered with.

Name The name assigned to this door.

Click on this name to open the Door: Edit page Parameters tab.
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Column Heading Description

Panel The name of the panel to which this door is connected. Click on this name to open
the Panel: Edit page Configure tab.

Door state Current state of the related door: Open or Closed.

Note: To properly report the Door State from the Door Position Switch, the
Detailed Events parameter must be enabled for the door. If this parameter is
not set for a door, edit the parameters for the door.

Door mode Indicates the door mode — the method by which the door is opened:

e Disabled
o Unlocked
e Locked No Access
o Facility Code Only

Note: The Offline Door Mode is no longer supported if the door
controller is connected to an LP4502 panel that has replaced an HID
VertX panel.

e Card Only
See Appendix: pivCLASS Configuration on page 503.
e Pin Only
e Card & Pin
e Card or Pin

Adding Doors
To add a new door:

1. Select [# Physical Access > Doors.

Note: Doors cannot be manually added for Allegion offline Wi-Fi locks, SALTO doors and
ASSA ABLOY IP doors. For information about adding doors and associated panels, see

Step 2: Setting Up Communication to Offline Wi-Fi Locks on page 277, Step 3: Syncing Doors
with the SALTO Server on page 286 and Step 2: Syncing Doors with the Door Service Router
on page 296, respectively.

2. Click Add Door.

3. Ifdoortemplates are used, the Templates dialog appears. To use the door settings from a template,
which automatically fills in the fields on the Parameters and Operations tabs, select the template and
click OK. Otherwise, click Cancel.

Adding Doors




For Schlage IP-mode wireless devices or devices connecting to an RS485 hub, click Cancel.
4. Enter onthe Parameters tab:

Note: Fields in this list are dependent on the door or device. Some commands or fields are
not supported for all doors or devices.

Name Up to 50 characters for the name of the door. See Appendix: pivCLASS
Configuration on page 503.

Alt. Name An alternate name for the door.

Location A short description of the door location.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the

item, select one or more partitions. To allow all operators access to the item, do not
select a partition.

Panel The panel that controls the door, the gateway that controls the IP-mode wireless
device or the offline Wi-Fi device, or the external server that the ACM appliance is
connected to.

Displays for a panel that is connected to a subpanel that controls readers, locks,
inputs and outputs; or a gateway that controls IP-mode wireless devices.

Subpanel: The name of the subpanel that is connected to the main panel or the
name of the gateway.

Door Number or Lock Number: The door number for wired connections or lock
number for wireless devices. For SimonsVoss wireless locks, use the hexadecimal
address assigned by the Smartintego Tool.

Device Id: Displays for Aperio AH-40 Hub subpanel only. The Lock/Sensor identifier
from the Aperio programming application.

Displays for a Schlage ENGAGE Gateway.
Lock Model: The lock model from the vendor.

Linked Device: The ID or name of each externally commissioned IP wireless or
offline Wi-Fi device. For more information, refer to the commissioning process in
vendor documentation.

Displays for an ASSA ABLOY DSR.
Lock Type: The battery-powered or external-powered lock type from the vendor.
Serial Number: The serial number of the lock.

Appliance The ACM appliance that is connected to the door, gateway, hub or external server.

Vendor The manufacturer of the panel, gateway, offline Wi-Fi device or external server.

Installed Enables communication between the ACM appliance and installed device after
saving.
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Displays for Schlage ENGAGE Gateway subpanel:

Access Type: Displays for an IP-connected wireless device only. Whether access is
located on one or both sides of the door. Default is Single, which cannot be
changed. For more information, see Access Types on page 204.

Door Mode: IP-connected wireless device only. The entry mode for the door when
the gateway is online and communicating with the device. For information about the
Unlocked, Locked No Access and Card Only options, see Door Modes on

page 203.

IP-connected RU exit device only (not applicable to RM). The entry mode for the door
when the gateway is online and communicating with the device. For more
information about the Unlocked and Locked No Access (Unlocked on Next Exit)

options, see Door Modes on page 203.

Offline Wi-Fi lock only. The entry mode for the door when the lock is online. For
information about the Card Only option, see Door Modes on page 203.

Lock Function: None is the default (not applicable to RM device).
e None: Use the system default door settings.

o Privacy: When the interior lock button is pressed, the door will lock and the
exterior lock will not grant access to any token. To unlock the door, the
interior lock button must be pressed again or exit the room.

Note: Only this lock function is supported for the ASSA ABLOY IP
locks.

o Apartment: Use the interior lock button to toggle between locked and
unlocked. When the door is locked, any valid token will open the door. The
door must be manually locked or it will stay unlocked.

o Classroom — Classroom/Storeroom — The lockset is normally secure. The
inside lever always allows free egress. Valid toggle credentials (i.e. a valid
card that is swiped twice within five seconds) on the exterior may be used to
change to a passage or secured status. Not to be used on mortise deadbolt.
Interior push button not to be used.

Note: Only this lock function is supported for the RSI-connected
NDE series lock.

Note: This lock function is not supported for the IP-connected
LE, LEB, NDE and NDEB series lock, or offline Wi-Fi lock.

o Office — The lockset is normally secure. The inside lever always allows free
egress. An interior push-button on the inside housing may be used to select a
passage or secured status. Meets the need for lockdown function for safety
and security. Valid toggle credentials (i.e. a valid card that is swiped twice
within five seconds) on the exterior may also be used to change status. Not to
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Adding Doors

be used on mortise deadbolt.

Note: A Restore door action is available on the Door listing page and the
Hardware Status page which resets the Door Mode to its default value.

Always Mask Forced: If selected, Door Forced Open alarms at the door are always
masked.

Always Mask Held: If selected, Door Held Open alarms at the door are always
masked.

Custom Mode: Another door mode that is supported by the gateway.

Custom Schedule: Displays for an IP-connected door (LE, LEB, NDE, NDEB series
lock) if the Card Only door mode is selected, or IP-connected RU device if the Locked
No Access door mode is selected. A predefined time when Custom Mode becomes
active. Never Active is OFF. 24 Hours Active is ON.

For Avigilon, enter:

Station Type: Default is ACM Verify station, which is used on connected devices. A
device that uses this station type of station is called an ACM Verify Station.

Managed: If selected, ACM Verify Station requires the user to grant or deny access
to the person entering a valid PIN code. It also displays the name and picture of the
user for verification.

UnManaged: If selected, ACM Verify Station automatically grants or denies access
and does not provide additional information when a PIN code is entered.

Geographic Timezone: The time zone where the ACM Verify device is located if it is
different from the time zone of the ACM appliance.

Into Area: The area that the badge holder enters by passing through the door and
where the ACM Verify Station is used, or not, to monitor access to the area. You must
specify an area if you want the virtual station to list all the people who have entered
the area.

Station Authentication: The method of authentication on the ACM Verify device.
Login specifies that the user log in to the ACM software using the ACM URL from the
browser on the ACM Verify device. Paired specifies that the ACM Verify is paired to
the ACM system. If the authentication type is Paired, the Door Add page refreshes
and displays the Add Paired Device button.

Tip: The Avigilon settings do not require a panel.




For Mercury Security and HID VertX panel, enter:
Access Type: Whether the reader is located on one or both sides of the door, or on
an elevator door. See Access Types on page 204.

Linked Door: Displays for Paired Primary and Paired Replica access type only. The
door with the reader on the other side of the door.

Door Mode: The entry mode of the door when the door controller is online and
communicating with the panel. See Door Modes on page 203.

Assurance Profile: For Mercury Security LP4502 only. See Appendix: pivCLASS
Configuration on page 503.

Offline Door Mode: The entry mode of the door if the door controller is no longer
communicating with the panel.

Note: In many cases readers in offline mode require a very simple solution
for entry or exit because of the memory limitations. The recommended
Offline Door Mode option is Locked No Access.

Custom Mode: Another entry mode that is supported by the door module in addition
to Door Mode and Offline Door Mode options.

Custom Schedule: When the Custom Mode becomes active. Never Active is OFF. 24
Hours Activeis ON.

Masked Forced Schedule: A predefined time when Door Forced Open alarms from
the door will be masked.

Masked Held Schedule: A predefined time when Door Held Open alarms from the
door will be masked.

Always Mask Forced: If selected, Door Forced Open alarms at the door are always
masked.

Always Mask Held: If selected, Door Held Open alarms at the door are always
masked.

For SALTO panel, enter:

Door Mode: The entry mode of the door after syncing with the SALTO server and
installing the door. See Door Modes on page 203.

Custom Mode: Another entry mode of the door that is time-based (see Custom
Schedule). Can be Unlocked, Card and Pin, Office, Toggle or Keypad Only. If
Keypad Only is selected, Keypad Code is displayed. You can enter up to 8 digits.
See Door Modes on page 203.

Custom Schedule: A predefined time when Custom Mode becomes active.

Always Mask Forced: If selected, Door Forced Open alarms at the door are always
masked.

Always Mask Held: If selected, Door Held Open alarms at the door are always
masked.
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Door For Schlage door, select:
Processing
Attributes

Note: The following three attributes are not applicable to Control locks or
offline Wi-Fi locks.

Log Grants Right Away: Initiates local I/O in the panel using the panel triggers. The
system logs an extra event as soon as a grant occurs (that is, before entry / no entry
is determined). This event is not turned into an Access Control Manager event.

Certain customers may have a trigger they want to fire (to execute a macro) as soon
as there is a grant but before entry / no entry is determined.

Log All Access as Used: Logs all access grant transactions as if the person used the
door. If this field is not selected, the door determines if it was opened and
distinguishes if the door was used or not used for grant.

Detailed Events: Displays the current position of the door position switch (DPOS) in
the Door State column of the door listing screen. When enabled the column displays
“Open” when the DPOS is in an open state and “Closed” when the DPOS is in a
closed state.

Note: To properly report the Door State from the Door Position Switch,
Detailed Events must be enabled.

Typically, five to ten detailed transactions are generated for each grant transactions.
During the normal course of operation, most guards don't need to see extensive
reports on events; however, after hours, it is often useful to see every detail.

Do Not Log Rex Transactions: Indicates that request-to-exit transactions do not get
logged to the database.

Note: This is the only attribute supported for offline Wi-Fi locks.
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For Mercury Security panel, select:

Log Grants Right Away: Initiates local I/O in the panel using the panel triggers. The
system logs an extra event as soon as a grant ocurs (that is, before entry / no entry is
determined). This event is not turned into an Access Control Manager event.

Certain customers may have a trigger they want to fire (to execute a macro) as soon
as there is a grant but before entry / no entry is determined.

Deny Duress : Denies access to a user that indicates duress at a door.

Don't Pulse Door Strike on REX: Disables the pulse of the door strike output when
the request-to-exit button is pressed and can be used for a 'quiet' exit. If not selected,
the output is pulsed.

Note: This field must not be checked for the SimonsVoss wireless lock, such
as cylinders, on a door that does not support a door position switch (DPOS).

Require Two Card Control: Two tokens are required to open this door. This enforces
the two-person rule at a specified door.

Door Forced Filter: : Filters door-forced alarms. Sometimes a door is either slow to
close oris slammed shut and bounces open for a few seconds. With this filter, the
monitor allows three seconds for a door to close before issuing an alarm.

Log All Access as Used: Logs all access grant transactions as if the person used the
door. If this field is not selected, the door determines if it was opened and
distinguishes if the door was used or not used for grant.

Detailed Events: Displays the current position of the door position switch (DPOS) in
the Door State column of the door listing screen. When enabled the column displays
“Open” when the DPOS is in an open state and “Closed” when the DPOS is in a
closed state.

Note: To properly report the Door State from the Door Position Switch,
Detailed Events must be enabled.

Typically, five to ten detailed transactions are generated for each grant transactions.
During the normal course of operation, most guards don't need to see extensive
reports on events; however, after hours, it is often useful to see every detail.

Enable Cipher Mode: Enables the operator to enter card number digits at the door’s
keypad.

Use Shunt Relay:Enables the use of a shunt relay for this door.

Do Not Log Rex Transactions: Indicates that request-to-exit transactions do not get
logged to the database.
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For HID VertX panel, select:

Door use Tracking: The level of door event tracking that is logged in the Monitor
screen. These options should only be used when the Detailed Events option is
enabled.

¢ None: Only standard door events are logged.
o Used: The details of when the door is used.
o Used with pending: The events that occur between door use.
Deny Duress: If selected, denies access to a user who is in duress at a door.

Don't Pulse Door Strike on REX: Disables the pulse of the door strike when request-
to-exit button is activated.

Detailed Events: For circumstances when it is important to know all the details of an
event. Displays the current position of the door position switch (DPOS) in the Door
State column of the Door list. When enabled the column displays “Open” when the
DPOS is in an open state and “Closed” when the DPOS is in a closed state.

Enable Cipher Mode: Allows the operator to enter card number digits at the door’s
keypad.

Do Not Log Rex Transactions: Disables logging of request-to-exit transactions.
For SALTO panel, select:

Detailed events: Enables the reporting of event details, such as Door State and Door
Mode, after syncing and installing the door.

Do Not Log Rex Transactions: Disables logging of request-to-exit transactions.

5. Click ¢ to add the door. Once saved the page becomes the Door: Edit page. If a door template was
used, the fields on the Parameters and Operations tabs are entered.

6. To edit door configuration, see Editing Doors on page 201. To edit lock configuration, see
Step 3: Configuring IP-enabled Wireless Devices on page 269.
« Parameters: Edit access type, processing attributes, lock functions, and other options.

o Operations: Displays for HID VertX, Mercury Security, Schlage wired and RSI wireless locks,
and ASSA ABLOY IP locks only. Edit simple macros, accepted card formats and other options.

« Hardware: Displays for HID VertX, Mercury Security, and Schlage wired and RSI wireless locks
only. Edit reader, door position, strike and request to exit (REX).

o Elev: Displays for Mercury Security only. View elevator door details.
o Cameras: Add or remove associated cameras.

« Interlocks: Displays for Mercury Security only. Sets interlocks.

+ Events: View and edit door events.

e Access: Does not display for RU and RM exit devices. View access groups, roles and identities
that have door access.

« Transactions: View door transactions.
* Notes: Add notes about the door and review previous notes, if any.

7. Click ¢ to save your changes.
Doors - VertX® New Parameters page

After you save a new door for the first time, the screen refreshes and displays the initial Parameters page for
the door.

Doors - VertX® New Parameters page




Feature Description

Name The name of the door.

Alt Name The alternative name of the door.

Location The location of the door.

Appliance The appliance the door is connected to.

Vendor The name of the door manufacturer.

Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

Panel Specify the panel the door is assigned to.
After you make your selection, new options may be displayed to define how the door is
connected to the panel.

Subpanel Specify the subpanel that is connected to the door.

Lock Number

Access Type

Door Mode

Offline Door
Mode

Custom Mode

Custom
Schedule

Mask Forced
Schedule

This option is only displayed if there is a subpanel connected to the specified panel.

Specifies a configured group of readers, inputs, and outputs that are connected from the
subpanel to the door. Select the lock number from the drop-down list.

Select the Access Type for the door.

e N

Tip: If the access type is a paired door (paired primary or paired replica), the Door
Add page re-displays with the additional field, Paired Door. Select the Paired Door
option from the drop down list.

. J

Select the entry mode for the door when the door controller is online and communicating
with the panel.

Select the entry mode used for the door if the door controller is no longer communicating
with the panel.

Note: In many cases readers in offline mode require a very simple solution for entry
or exit because of the memory limitations. The recommended Offline Door Mode
option is Locked No Access.

Select any additional door mode the door must support outside the Door Mode and Offline
Mode options.

Define when the Custom Mode would be active.

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.
Define when Door Forced Open alarms from this door will be masked.

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Doors - VertX® New Parameters page




Feature Description

Mask Held Define when Door Held Open alarms from this door will be masked.

Schedule . )
Select a schedule from the drop down list. Only schedules that have been defined in the

system are listed.

Always Mask | Check this box to mask all Forced Door events.
Forced

Always Mask |Check this box to mask all Door Held Open events.
Held

Door Processing Attributes

Door use Select one of the listed options to define the level of door event tracking that is logged in
Tracking the Monitor screen.

+ None: only standard door events are logged
e Used: includes the details of when the door is used
« Used with pending: includes the events that occur between door use.

These options should only be used when the Detailed events option is enabled.
Deny Duress |If a userindicates duress at a door, checking this box denies access.

Don't Pulse Check this box to disable the pulse of the door strike when request-to-exit button is
Door Strike activated.

on REX
Detailed Check this box to generate detailed events of all hardware at the door including door
Events position masking, timer expiration and output status.

This feature is useful for circumstances where it is important to know all the details of an
event.

Enable Cipher | Check this box to enable cipher mode.

Mode
Cipher mode allows the operator to enter card number digits at the door’s keypad.

Do Not Log Check this box to disable logging of request-to-exit transactions.

Rex

Transactions

¢ Click this button to save your changes.
3 Click this button to discard your changes.

Doors - Mercury Security New Parameters page

After you save a new door for the first time, the screen refreshes and displays the initial Parameters page for
the door.

Note: Fields in this list are dependent on the door or device. Some commands or fields are not
supported for all doors or devices.

Feature Description
Name The name of the door.
Alt Name The alternative name of the door.

Doors - Mercury Security New Parameters page




Feature Description

Location The location of the door.

Appliance The appliance the door is connected to.

Vendor The name of the door manufacturer.

Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

Panel Specifies the panel the door is assigned to.
After you make your selection, new options may be displayed to define how the door is
connected to the panel.

Subpanel Specifies the subpanel that is connected to the door.

Door Number

Access Type

Door mode

Offline Door
Mode

This option is only displayed if there is a subpanel connected to the selected main panel.
A configured group of readers, inputs, and outputs that are connected from the subpanel to
the door.
For wired connections, the door number from the drop-down list.
For wireless locks only:
e The number programmed for the lock. For all locks except SimonsVoss, select the
number from the drop-down list.

e For SimonsVoss wireless locks, the hexadecimal address assigned by the
Smartintego Tool. For more information, see Configuring SimonsVoss Wireless Locks
on page 183.

Select the Access Type from the drop down list.

( A\

Tip: If the access type is a paired door (paired primary or paired replica), the Door
Add page re-displays with the additional field, Paired Door. Select the Paired Door
option from the drop down list.

| J

The entry mode for the door when the door controller is online and communicating with the
panel.

Select a Door Mode option from the drop down list.

The entry mode used for the door if the door controller is no longer communicating with the
panel.

Note: In many cases readers in offline mode require a very simple solution for entry
or exit because of the memory limitations. The recommended Offline Door Mode
option is Locked No Access.

Select the Offline Mode option from the drop down list.

Doors - Mercury Security New Parameters page




Feature Description

Lock Select how the interior lock button will function.

Function . . . . .
¢ Privacy — When you press the interior lock button, the door will lock and the exterior

lock will not grant access to any token. To unlock, you must press the interior lock
button again or exit the room.

o Apartment — When you press the interior lock button, the door will lock but any valid
token will open the door. The door must be manually locked or it will stay unlocked.

o Classroom — Classroom/Storeroom. The lockset is normally secure. The inside lever
always allows free egress. Valid toggle credentials (i.e. a valid card that is swiped
twice within five seconds) on the exterior may be used to change to a passage or
secured status. Not to be used on mortise deadbolt. Interior push button not to be
used.

o Office — The lockset is normally secure. The inside lever always allows free egress.
An interior push-button on the inside housing may be used to select a passage or
secured status. Meets the need for lockdown function for safety and security. Valid
toggle credentials (i.e. a valid card that is swiped twice within five seconds) on the
exterior may also be used to change status. Not to be used on mortise deadbolt.

There is a Restore door action available on the Hardware Status page or Door Listing page
which resets the door's configuration values to their default value. If the door is in any mode
(Classroom, Office, Privacy, or Apartment) it will be 'restored' to the opposite status (e.g. if
the door is in Privacy mode then it is locked - if the Restore option is selected then the door
will return to its default mode, which is the mode set in the base configuration for the door).

Custom Select any additional door mode the door must support outside the Door Mode and Offline
Mode Mode options.

Custom Define when the Custom Mode would be active.

Schedule

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Mask Forced |Define when Door Forced Open alarms from this door will be masked.

Schedule ) .
Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Mask Held Define when Door Held Open alarms from this door will be masked.

Schedule

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Always Mask |Check this box to specify that Door Forced Open alarms at this door are always masked.
Forced

Normally, this box is unchecked.
Always Mask |Check this box to specify that Door Held Open alarms at this door are always masked.
Held

Normally, this box is unchecked.
Door Processing Attributes

Log grants When this box is checked, the system logs an extra event as soon as there is a grant (that is,

right away before entry / no entry is determined). This event is not turned into a Access Control
Manager event. Check this box in order to initiate local I/O in the panel using the panel
triggers.

Certain customers may have a trigger they want to fire (to execute a macro) as soon as there
is a grant but before entry / no entry is determined.

Deny duress | Check this box to deny access to a user that indicates duress at a door.

Doors - Mercury Security New Parameters page




Feature Description

Don't pulse |Check this box to disable the pulse of the door strike output when the request-to-exit button
door strike on |is pressed and can be used for a 'quiet’ exit.

REX
If this box is not checked, the output is pulsed.

For SimonsVoss wireless lock doors that do not support a door position switch (DPOS) , this
box must not be checked.

Require two | Check this box to specify that two tokens are required to open this door. This enforces two-
card control |person rule at a specified door.

Door Forced |Check this box to enable the filter feature for door forced alarms.

Filter
There are instances when a door is either slow to close or is slammed shut and bounces

open for a few seconds. With this filter, the monitor allows three seconds for a door to close
before issuing an alarm.

Log all access | Check this box to log all access grant transactions as if the person used the door. If this box
as used is not checked, the door determines if it was opened and will distinguish if the door was
used or not used for grant.

Detailed Check this box to display the current position of the door position switch (DPOS) in the Door
events State column of the door listing screen. When enabled the column will display “Open” when
the DPOS is in an open state and “Closed” when the DPOS is in a closed state.

Note: To properly report the Door State from the Door Position Switch, Detailed
Events must be enabled.

Typically, five to ten detailed transactions will be generated for each grant transactions.
During the normal course of operation, most guards don't need to see extensive reports on
events; however, after hours, it is often useful to see every detail.

Enable cipher | Check this box to enable cipher mode.

mode
Cipher mode allows the operator to enter card number digits at the door’s keypad.

Use Shunt Check this box to enable the use of a shunt relay for this door.
Relay

Do Not Log Check this box to indicate that return-to-exit transactions do not get logged to the database.
Rex
Transactions

«? Click this button to save your changes.

3 Click this button to discard your changes.

Doors - Door: Edit Screen
When you click the name of an existing door from the Doors list, the Door: Edit screen is displayed.

For definitions of the relevant fields and pages for each door type, refer to the page specific to your door
vendor.

e Door: Edit page (VertX®) on the next page
e Door: Edit page (Mercury Security) on page 239

Doors - Door: Edit Screen




Door: Edit page (VertX®)
When you select a VertX® door, the configurable options are arranged in tabs on the Door: Edit page.
Parameters tab (VertX®)

Define the door connections, door mode, schedule and processing attributes on the Parameters tab on the
Door Edit page.

Name The name of the door.

Alt Name The alternative name of the door.

Location The location of the door.

Appliance The appliance the door is connected to.

Vendor The name of the door manufacturer.

Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

Panel The panel the door is assigned to.

After you make your selection, new options may be displayed to define how the door is
connected to the panel.

Subpanel The subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the specified panel.

Lock Number | A configured group of readers, inputs, and outputs that are connected from the subpanel to
the door. Select the lock number from the drop-down list.

Access Type |The Access Type for the door.

f N

Tip: If the access type is a paired door (paired primary or paired replica), the Door
Add page re-displays with the additional field, Paired Door. Select the Paired Door
option from the drop down list.

N J

Door Mode The entry mode for the door when the door controller is online and communicating with the
panel.

Offline Door |The entry mode used for the door if the door controller is no longer communicating with the
Mode panel. The Offline Door Mode is no longer supported if the door controller is connected to
an LP4502 panel that has replaced an HID VertX panel.

Note: In many cases readers in offline mode require a very simple solution for entry
or exit because of the memory limitations. The recommended Offline Door Mode
option is Locked No Access.

Custom Any additional door mode the door must support outside the Door Mode and Offline Mode
Mode options.

Door: Edit page (VertX®)




Custom When the Custom Mode would be active.

Schedule . ) )
Select a schedule from the drop down list. Only schedules that have been defined in the

system are listed.

Mask Forced |When Door Forced Open alarms from this door will be masked.

Schedule ) .
Select a schedule from the drop down list. Only schedules that have been defined in the

system are listed.

Mask Held When Door Held Open alarms from this door will be masked.

Schedule ) ) .
Select a schedule from the drop down list. Only schedules that have been defined in the

system are listed.

Always Mask | Check this box to mask all Forced Door events.
Forced

Always Mask |Check this box to mask all Door Held Open events.
Held

Door Processing Attributes

Door use The level of door event tracking that is logged in the Monitor page.

Trackin
g * None: Only standard door events are logged.

¢ Used: Includes the details of when the door is used.
* Used with pending: Includes the events that occur between door use.

These options should only be used when the Detailed events option is enabled.

Note: The Door use Tracking door processing attribute is not used, if the door is
connected to a Mercury Security LP4502 panel that has replaced an HID VertX
panel.

Deny Duress |If a user indicates duress at a door, checking this box denies access.

Don't Pulse |Check this box to disable the pulse of the door strike when request-to-exit button is
Door Strike | activated.

on REX
Detailed Check this box to generate detailed events of all hardware at the door including door
Events position masking, timer expiration and output status.
This feature is useful for circumstances where it is important to know all the details of an
event.
Enable Check this box to enable cipher mode.
Cipher Mode

Cipher mode allows the operator to enter card number digits at the door’s keypad.

Do Not Log Check this box to disable logging of request-to-exit transactions.
Rex
Transactions

¢ Click this button to save your changes.
&S

Click this button to discard your changes.

Parameters tab (VertX®)




Create New

Click this button to generate a PDF report on this door.

Report

Add Door Click this button to add a new door.

Transaction | Click this button to generate a PDF transaction report on this door.

Report

Show Policy |Click this button to generate a PDF report on the current door policy.

= | Click this button to delete this door.

Click OK in the dialog box that displays to confirm the deletion. The door will be deleted and
you will be returned to the Doors list.

Operations tab (VertX®)

Edit door operations, including the door mode, door held pre-alarms, anti-passback and strike modes.

Name

Alt Name
Location
Appliance
Vendor
Installed
Partitions

Panel
Subpanel

Lock
Number

APB Mode

APB Delay

Into Area

Out of area

The name of the door.

The alternative name of the door.

The location of the door.

The appliance the door is connected to.

The name of the door manufacturer.

Enables communication between the ACM appliance and installed device after saving.

Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

The panel the door is assigned to.

The subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the selected main panel.

The number ID for the set of inputs/outputs that are connected from the subpanel to the door.

This option is only displayed if there are inputs or outputs connected to the selected
subpanel.

The anti-passback mode for the door.
For a description of each option, see Anti-Passback Modes on page 205.
The number of seconds before another entry is allowed.

Enter the number of seconds.

The area the user enters when passing through the door. If no area is specified, any location
is valid.

Select the area from the drop down list. Only those areas currently defined for this system
appear in this list.

The area the user moves into when exiting the door.

Select the area from the drop down list.

Operations tab (VertX®)




Strike Mode |When a door should unlock. Specifies if the strike is deactivated when the door is opened,
when the door is closed, or when the strike timer expires.

Select the strike mode from the drop down list.

e Cut short when open — When the Minimum Strike Time is set to O the strike is
deactivated when the door opens or after the duration specified in Standard Access
Time. Otherwise, the strike is deactiveated after the duration specified in the Minimum
Strike Time. This option requires that the door has a door position switch (DPOS)
installed to monitor the Open and Closed door states.

e Turn off on close — The strike is deactivated when the door closes. This option
requires that the door has a DPOS installed to monitor the Open and Closed door
states. Time settings of Minimum Strike Time and Standard Access Time are irrelevant.

o Full strike time — The strike is deactivated when the strike timer expires. This strike
mode is directly related to the time setting for Standard Access Time.

Held Pre- The number of seconds a door can be held open before a pre-alarm is issued. If activated, the
Alarm 'Door held open pre-alarm' event may be used to send an email notification.

Example: 20 seconds

If 120 seconds is entered in Held Open Time, the pre-alarm warning will be sent at 100
seconds and the 'Door held open' event at 120 seconds.

If 200 seconds is entered in Extended Held Open Time, the pre-alarm warning will be sent at
180 seconds and the 'Door held open' event at 200 seconds.
For more information, see Configuring Door Held-Open Settings on page 192.

Minimum The minimum amount of time the door will be unlocked. Each time the door is unlocked and
Strike Time |open, the door will remain unlocked for the set amount of time. If you hold the door open for
longer than the set amount of time, the door automatically re-locks when it closes.

Enter the number of seconds. Default setting is O seconds.

If the value is set to O, the door will remain unlocked for the amount of time set for the
Standard Access Time.

This setting only applies when the Strike Mode is set to Cut short when open.

Standard The number of seconds the door remains unlocked after access has been granted.

Access Time ) o o .
If the door is not opened within this time, it will automatically lock.

This setting only applies and must be configured when the Strike Mode is set to Cut short
when open or Full strike time.

Held Open |The number of seconds a door can be held open before a 'Door held open' event is
Time generated.

Example: 120 seconds

For more information, see Configuring Door Held-Open Settings on page 192.

Extended The strike time for a door configured for persons that require more time to enter through a
Access door.

Enter the number of seconds.

Operations tab (VertX®)




Extended The number of seconds a door can be held open for users with extended access permissions
Held Open |before a Door held open' event is generated.

Time
This feature is useful for users that may require more time to enter a door, such as individuals
with accessibility needs.
Example: 200 seconds
For more information, see Configuring Door Held-Open Settings on page 192.
Card The card formats that are compatible with the reader at the door.
Formats

Check the box beside the card formats that apply.
Simple Macros

Type A default macro that is triggered when the following conditions are met for this door.
Currently available macros include:

¢ Forced
¢ Held
o Pre-Alarm

Schedule Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Output An output that is activated by the Type condition.

Commands |Click Save Macro to save the settings for this canned macro. If this is a new macro, a new row
is automatically added below.

Click Remove Macro to delete a macro. This button only appears if the macro has been
saved in the system.
For more information, see Adding Simple Macros on page 200.

«? Click this button to save your changes.
83 Click this button to discard your changes.

Create New | Click this button to generate a PDF report on this door.
Report

Add Door Click this button to add a new door to the system.

Transaction |Click this button to generate a PDF transaction report on this door.
Report

Show Policy | Click this button to generate a PDF report on the current door policy.

Hardware tab (VertX®)

When you click the Hardware tab at the Door Edit screen, the HID Hardware page is displayed. This page
allows you to connect and edit readers, inputs and outputs to the door.

Feature Description
Name The name of the door.
Alt Name The alternative name of the door.
Location The location of the door.

Appliance The appliance the door is connected to.

Vendor The name of the door manufacturer.

Hardware tab (VertX®)




Feature Description
Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Panel Specifies the panel the door is assigned to.
Subpanel Specifies the subpanel that is connected to the door.
This option is only displayed if there is a subpanel connected to the selected main panel.
Lock The number ID for the set of inputs/outputs that are connected from the subpanel to the door.
Number This option is only displayed if there are inputs or outputs connected to the selected
subpanel.
.f To edit one of the readers, inputs or outputs that are connected to the door, click 4 beside

the hardware item:

* Ifyou click / beside the Reader or Alternate Reader, the Reader Edit page is

displayed.
* Ifyou click 4 beside the Door Position, REX #1 or Rex#2, the Input Edit page is
displayed.
* Ifyou click s beside Strike, the Output Edit page is displayed.
J Click this button to save your changes.
83 Click this button to discard your changes.
Create New | Click this button to generate a PDF report on this door.
Report
Add New Click this button to add a new door to the system.
Door
Transaction |Click this button to generate a PDF transaction report on this door.
Report

Show Policy |Click this button to generate a PDF report on the current door policy.

Reader Edit page (VertX®)

When you click the / icon beside the Reader or Alternate Reader field on the Door Hardware page, the
Reader Edit page is displayed. This page allows you to define the options for this reader.

Feature Description

Name Enter the name of this reader.
Alt. name |Enter an alternative name for this reader.
Location Enter a brief description of the location of this reader.

Reader Edit page (VertX®)




Feature Description

Keypad From the drop down option list, select the keypad decode or enryption method you want to use
decode for this reader. Choose from these options:

e Hughes ID 4-bit
¢ Indala
 MR20 8-bit no tamper
Wiegand |Check this box to indicate that this reader supports the Wiegand standard.

NCI Check this box to indicate that this reader supports the NCI magstripe standard.
magstripe

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.
¢> Click this button to save your changes.

3 Click this button to discard your changes.

Input Edit page (VertX®)

When you click the ’ icon beside the Door Position or REX # field on the Door Hardware page, the Input
Edit page is displayed. This page allows you to define the options for this input.

Feature Description
Input The name of the input point.
Installed Enables communication between the ACM appliance and installed device after saving.
Address The read-only address of this point.

Supervision |If resistors are used to monitor the input, select the level of resistance expected to indicate
open or closed.

Note: This setting is not supported for HID VertX V100 inputs that are wired to
Mercury Security LP4502 panels.

Debounce! |From the drop down list, select the number of units this input should be allowed to debounce.
The units are listed in milliseconds (ms).

Cameras Select the camera from the window that this input activates if it goes into alarm.

Only the cameras that have been added to the system are listed.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

¢ Click this button to save your changes.

1Due to mechanical properties of a switch, when a switch is closed, there is a period of time in which the
electrical connection "bounces" between open and closed. To a microcontroller, this "bouncing" can be
interpreted as multiple button pushes. To suppress the "bouncing", the controller software is designed to
anticipate it. This is known as "debouncing a switch".

Input Edit page (VertX®)




Feature Description

83 Click this button to discard your changes.

Show Policy | Click this button to display the policies associated with this input module.

Output Edit page (VertX®)

When you click the / icon beside the Strike field on the Door Hardware page, the Output Edit page is
displayed. This page allows you to define the options for this output.

Note: VertX® output panels do not have an operating mode option because they are automatically
energized when active. You can set the panels to be "not energized when active" if wired in reverse.

Feature Description

Output The name of this output point.
Installed |Enables communication between the ACM appliance and installed device after saving.
Address |The read-only address for this output point.

Partitions |Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

«? Click this button to save your changes.

3 Click this button to discard your changes.

Show Click this button to display the policies associated with this output module.
Policy

Cameras tab (VertX®)

When you click the Cameras tab on the Door Edit screen, the HID Camera page is displayed. From this page,
you can assign specific cameras to record video of the selected door.

Feature Description

Name The name of the door.
Alt Name The alternative name of the door.
Location The location of the door.

Appliance The appliance the door is connected to.

Vendor The name of the door manufacturer.
Installed Enables communication between the ACM appliance and installed device after
saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to
the item, select one or more partitions. To allow all operators access to the item,
do not select a partition.

Output Edit page (VertX®)




Feature Description

Panel Specifies the panel the door is assigned to.

After you make your selection, new options may be displayed to define how the
door is connected to the panel.

Not applicable to Avigilon doors.

Subpanel Specifies the subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the selected
main panel.

Not applicable to Avigilon doors.

Lock Enter the number ID for the set of inputs/outputs that are connected from the
Number subpanel to the door.

This option is only displayed if there are inputs or outputs connected to the
selected subpanel.

Door The number that has been assigned to the door module by the wireless lock
Number configuration device.

Camera Select the external system that is connected to the camera.

Type

The Available window is populated with those cameras that fit this definition.

Click the Camera button beside this field to view live video from the camera. For
more information on the video viewer window, see Configuring and Viewing
Live Video Stream on page 253.

Available This window displays a list of cameras that have been configured in the system.

To connect a camera to the door, select the camera from the Available list, then
click to move it to the Members list.

Members The window displays a list of cameras that are currently connected to the door.
To disconnect a camera from the door, select the camera from the Members list,

then click to move it to the Available list.

Search If you have more than 10 cameras, the Search feature may be displayed to help
you find the cameras you need.

In the Search field, enter the name of the camera you want to find, then click
Filter. You can narrow your search by selecting the Case-sensitive option. Click
Clear to restore the full list of available cameras.

«? Click this button to save your changes.
83 Click this button to discard your changes.

Click this button to generate a PDF report on this door.
Add Door Click this button to add a new door.

Transaction |Click this button to generate a PDF transaction report on this door.
Report

Show Policy | Click this link to view a PDF report indicating the current policy associated with
this door.

Cameras tab (VertX®)




Events tab
For Mercury Security, VertX and Avigilon doors

View door events on the Events tab in o Physical Access.

This page lists all the local and global events that can be triggered by this door. The Local Events table is only
listed when there are local events configured for the door.

Local Events

This table is only displayed if there are local events for the device.
Name The name of this event.

Click the name to edit the local event.

Event The event type.
Source Type The source of this event.
Has On/Off If the event toggles on or off.

Click Yes or No.
Masked If the event is masked.

Click to change status to f (yes) or 2,5 (no).
Logged If the event is logged.

Click to change status to f (yes) or 2,5 (no).

Show Video If a video is available for the event. If 'yes' is selected, the live video window
automatically pops up when the eventis received.

Click to change status to “') (yes) or 3,,5 (no).
— | Click this button to delete the local event.

Global Events

This table displays all the global events that are related to this type of device.

Name The name of this event.
Event The event type.

Source Type the source of this event.

Has On/Off If the event toggles on or off.

Click Yes or No.

Masked If the event is masked.

Click to change status to « (yes) or 2,5 (no).
Logged If the event is logged.

Click to change status to « (yes) or 2,5 (no).

Show Video If a video is available for the event. If 'yes' is selected, the live video window
automatically pops up when the event is received.

Click to change statusto“” (yes) or -3_,5 (no).

Events tab




Create Local Click this button to create a version of this global event that only applies to the
specific device.

Doors - Creating Local Events for VertX® Doors

When you click the Create Local button from the Door Events page, the local version of the Event page is
displayed. This page is a copy of the global event that can be customized as a local event for this specific
door.

Note: Changes on this page do not affect the global event.

Make any changes as required.

Feature Description
Name The name of the event, which you can change if the name is not.
Return The name used to identify that this event is over, or the return-to-normal (RTN) ) name of this
Name event, such as the door closing and locking after access has been granted, or after the

configured door open time has expired.

Event Type |The eventtype.

Only events types that have been defined in the system appear in the drop down list.
Source Type | The device that is the source of the event.
Priority The priority of this event.

The priority range is 1- 999.

The Alarm Monitor displays alarms according to their priority. Priority 1is the highest priority
and is always displayed at the top.

Alarm A sound that is played when a new alarm occurs while you are monitoring the Alarms page.
Sound

Note: A default beeping sound is played, if no sound is selected.

Suppress A schedule when alarm events are not reported.
Time
Only schedules that have been defined in the system are listed.

Instructions | Any instructions that may be required for handling this event.

The instructions are made available to the user on the Monitor screen.

Return The event type of the RTN event.
Event

Return The priority of the RTN event.
Priority

The priority range is 1- 999.

Doors - Creating Local Events for VertX® Doors




Feature Description

Has on/off | This event has an RTN event associated with it.

Note: Adding return event information manually on this screen does not change the
setting of this checkbox. It is set only if the original event has an associated
RTN event defined for it.

Masked This box indicates that this a masked event by default. This can be changed on the Event List
page.
Logged This box indicates to log the event by default. This can be changed on the Event List page.

Note that if Event Type logging is turned on, then all Events of that Event Type are logged,
regardless of their individual logging configuration. If Event Type logging is turned off, then
the logging configuration of the specific Events of that Event type are adhered to.

Show Video | This box indicates to auto-launch video from the linked camera feed when the event occurs
by default. This can be changed on the Event List page.

This feature only works if video is enabled.

Two Person |This box indicates that two people are required to acknowledge and clear this event.

Required To . )

Clear If this box is checked then the operator that executes the Clear cannot be the same operator
that executes the Acknowledge.
If the same operator attempts to clear the alarm, then nothing will happen.

Email The email address of all the people who should be notified when this event occurs.
You can enter more than one email address separated by a comma.

Roles:

Available A list of all the roles that are available to you in the system.

To allow specific role to have access to view or edit this event, select a role from the Available
list then click E] to add the role to the Member list.

To move one or more roles to the Members window, click to select one role then Ctrl + click
to select a non-consecutive group of roles, or Shift + click to select a consecutive roles.

Members A list of all the roles that are able to view or edit this event.

If this event is associated with at least one role, then any user who does not have the selected
roles will not be able to view or edit the event.

Access tab (VertX®)

When you click the Access tab on the Door: Edit screen, the Access page is displayed. This page provides a
list of the access groups, roles and identities that have permission to edit or use this door.

Feature Description
Access The name of this access group. Click this link to edit the access group.
Group
Roles Lists the roles this access group is a member of.

Click the + or - symbol beside each role to show or hide the identities that are in the access
group through the role.

Access tab (VertX®)




Feature Description

Identities | Lists the users who are members of the access group.

Transactions tab (VertX®)

When you click the Transactions tab on the Door: Edit screen, the HID Transaction page is displayed.

This page allows you to review events and alarms that have occurred at this door. The table displays the
following information about each event:

Feature Description

Panel Date | The date and time when the event occurred.

Priority The priority of the event. The highest priority is 1 and the lowest priority is 999.
Event The name of the event.

Last Name The last name of the person who generated the event.

First Name The first name of the person who generated the event.

Card Number | The internal token number assigned to the person who generated the event.
Message This displays any messages that may be associated with the event.

Door: Edit page (Mercury Security)

When you select a Mercury Security door, the configurable options are arranged in tabs on the Door: Edit
page.

Parameters tab (Mercury Security)

When you click the Parameters tab on the Door Edit screen, the Parameters page is displayed. This page
allows you to define the door connections, door mode, schedule and processing attributes.

Note: Fields in this list are dependent on the door or device. Some commands or fields are not
supported for all doors or devices.

Feature Description

Name The name of the door.

See Appendix: pivCLASS Configuration on page 503.

Alt Name The alternative name of the door.

Location The location of the door.

Appliance The appliance the door is connected to.

Vendor The name of the door manufacturer.

Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

Transactions tab (VertX®)




Feature Description

Panel Specifies the panel the door is assigned to.

After you make your selection, new options may be displayed to define how the door is
connected to the panel.

Subpanel Specifies the subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the selected main panel.

Lock Number | A configured group of readers, inputs, and outputs that are connected from the subpanel to
or the door.
Door Number

For wired connections, the door number from the drop-down list.
For wireless locks only:

e The number programmed for the lock. For all locks except SimonsVoss, select the
number from the drop-down list.

e For SimonsVoss wireless locks, the hexadecimal address assigned by the

Smartintego Tool. For more information, see Configuring SimonsVoss Wireless Locks
on page 183.

Access Type |Selectthe Access Type from the drop down list. Any door that is created with this template
will be set to this type.

Use Single for a door with one reader on one side of the door only (single reader door). Use
Paired Primary and Paired Replica for a door with two readers, one on each side of the door
(paired reader door). Paired readers allow each side of a single physical door to act like a
separate door. This is particularly useful for anti-passback and mustering.

If you set the access type to either Paired Primary or Paired Replica, when you add a door
using this template, the Door Add page displays with the additional field, Linked Door. Use
this field to select the door with the reader on the other side. The linking between the doors
has to be done separately from adding the door.

The Access Type can also be configured in the Wiring Template. When configured in both
the Wiring Template, and the associated Door Template, the setting in the Wiring Template
takes precedence. It is recommended that you use the Wiring Template to efficiently create
linked paired doors.

Door Mode The entry mode for the door when the door controller is online and communicating with the
panel.
Select a Door Mode option from the drop down list.

Offline Mode | The entry mode used for the door if the door controller is no longer communicating with the
panel. The Offline Door Mode is no longer supported if the door controller is connected to
an LP4502 panel that has replaced an HID VertX panel.

Note: In many cases readers in offline mode require a very simple solution for entry
or exit because of the memory limitations. The recommended Offline Door Mode
option is Locked No Access.

Select the Offline Mode option from the drop down list.

Parameters tab (Mercury Security)




Feature Description

Lock Select how the interior lock button will function.

Function . . . . .
¢ Privacy — When you press the interior lock button, the door will lock and the exterior

lock will not grant access to any token. To unlock, you must press the interior lock
button again or exit the room.

o Apartment — When you press the interior lock button, the door will lock but any valid
token will open the door. The door must be manually locked or it will stay unlocked.

o Classroom — Classroom/Storeroom. The lockset is normally secure. The inside lever
always allows free egress. Valid toggle credentials (i.e. a valid card that is swiped
twice within five seconds) on the exterior may be used to change to a passage or
secured status. Not to be used on mortise deadbolt. Interior push button not to be
used.

o Office — The lockset is normally secure. The inside lever always allows free egress.
An interior push-button on the inside housing may be used to select a passage or
secured status. Meets the need for lockdown function for safety and security. Valid
toggle credentials (i.e. a valid card that is swiped twice within five seconds) on the
exterior may also be used to change status. Not to be used on mortise deadbolt.

There is a Restore door action available on the Hardware Status page or Door Listing page
which resets the door's configuration values to their default value. If the door is in any mode
(Classroom, Office, Privacy, or Apartment) it will be 'restored' to the opposite status (e.g. if
the door is in Privacy mode then it is locked - if the Restore option is selected then the door
will return to its default mode, which is the mode set in the base configuration for the door).

Custom Select any additional door mode the door must support outside the Door Mode and Offline
Mode Mode options.

Custom Define when the Custom Mode would be active.

Schedule

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Mask Forced |Define when Door Forced Open alarms from this door will be masked.

Schedule ) .
Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Mask Held Define when Door Held Open alarms from this door will be masked.

Schedule

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Always Mask |Check this box to specify that Door Forced Open alarms at this door are always masked.
Forced

Normally, this box is unchecked.
Always Mask |Check this box to specify that Door Held Open alarms at this door are always masked.
Held

Normally, this box is unchecked.
Door Processing Attributes

Log Grants When this box is checked, the system logs an extra event as soon as there is a grant (that is,

Right Away |before entry/no entry is determined). This event is not turned into a Access Control
Manager event. Check this box in order to initiate local I/O in the panel using the panel
triggers.

Certain customers may have a trigger they want to fire (to execute a macro) as soon as there
is a grant but before entry / no entry is determined.

Deny Duress | Check this box to deny access to a user that indicates duress at a door.

Parameters tab (Mercury Security)




Feature Description

Don't Pulse |Check this box to disable the pulse of the door strike output when the request-to-exit button
Door Strike is pressed and can be used for a 'quiet' exit.
on REX

If this box is not checked, the output is pulsed.
Require Two | Check this box to specify that two tokens are required to open this door. This enforces two-
Card Control |person rule at a specified door.

Door Forced |Check this box to enable the filter feature for door forced alarms.

Filter
There are instances when a door is either slow to close or is slammed shut and bounces
open for a few seconds. With this filter, the monitor allows three seconds for a door to close
before issuing an alarm.
Log All Check this box to log all access grant transactions as if the person used the door. If this box
Access as is not checked, the door determines if it was opened and will distinguish if the door was
Used used or not used for grant.
Detailed Check this box to display the current position of the door position switch (DPOS) in the Door
Events State column of the door listing screen. When enabled the column will display “Open” when
the DPOS is in an open state and “Closed” when the DPOS is in a closed state.
Note: To properly report the Door State from the Door Position Switch, Detailed
Events must be enabled.
Typically, five to ten detailed transactions will be generated for each grant transactions.
During the normal course of operation, most guards don't need to see extensive reports on
events; however, after hours, it is often useful to see every detail.
Enable Check this box to enable cipher mode.
Cipher Mode

Cipher mode allows the operator to enter card number digits at the door’s keypad.
Use Shunt Check this box to enable the use of a shunt relay for this door.

Relay

Do Not Log Check this box to indicate that return-to-exit transactions do not get logged to the database.
Rex

Transactions

«? Click this button to save your changes.

3 Click this button to discard your changes.

Create New | Click this button to generate a PDF report on this door.
Report

Add Door Click this button to add a new door.

Transaction | Click this button to generate a PDF transaction report on this door.
Report

Show Policy |Click this button to generate a PDF report on the current door policy.
= Click this button to delete this door.

Click OK in the dialog box that displays to confirm the deletion. The door will be deleted and
you will be returned to the Doors list.

Parameters tab (Mercury Security)




Operations tab (Mercury Security)

Edit door operations, including the door mode, door held pre-alarms, anti-passback and strike modes.

Note: Fields in this list are dependent on the door or device. Some commands or fields are not

supported for all doors or devices.

Name The name of the door.

Alt Name The alternative name of the door.

Location The location of the door.

Appliance | The appliance the door is connected to.

Vendor The name of the door manufacturer.

Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Panel The panel the door is assigned to.

After you make your selection, new options may be displayed to define how the door is
connected to the panel.

Subpanel The subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the selected main panel.

Lock The number ID for the set of inputs/outputs that are connected from the subpanel to the door.

Number This option is only displayed if there are inputs or outputs connected to the selected
subpanel.

Door The number that has been assigned to the door module by the wireless lock configuration

Number device.

APB Mode |The Anti-Passback (APB) mode for the door.

For more information on Anti-Passback modes, see Anti-Passback Modes on page 205.

APB Delay |Tthe number of seconds before another APB entry with this badge is allowed. Leave blank for
no delay, enter O to never allow an entry with this badge until it has been used at another
door.

Into Area The area that the user enters by passing through the door.

Only the areas that have been previously configured in the system appear in this list.

Out of area |The area that the user exits by passing through the door.

Only the areas that have been previously configured in the system appear in this list.
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PIN Timeout | The number of seconds that a user is allowed to enter multiple PIN attempts before
generating “Deny Count Exceeded” event.

Note: If the PIN Timeout is set to 10 seconds and then the PIN Attempts is set to two,
this tells the system, if there are two bad PIN attempts within 10 seconds then
generate a Deny Count Exceeded event.

PIN The number of times a user can attempt to enter a PIN within the allotted PIN Timeout time
Attempts frame before an “Deny Count Exceeded” event is generated.

Strike Mode | The strike mode.
¢ Cut short when open — The strike is deactivated when the door opens. This option
requires that the door has a door position switch (DPOS) installed to monitor the Open

and Closed door states. This strike mode is used with the Standard Access Time
setting.

o Turn off on close — The strike is deactivated when the door closes. This option
requires that the door has a DPOS installed to monitor the Open and Closed door
states. This strike mode is used with the Standard Access Time setting.

o Full strike time — The strike is deactivated when the strike timer expires. This strike
mode is used with the Access time when open setting.

LED Mode |The LED mode to specify how the reader LEDs are displayed.

For more information on LED modes, see LED Modes for Mercury Security on page 304.

Held Pre- The number of seconds a door can be held open before a pre-alarm is issued. If activated, the
Alarm 'Door held open pre-alarm' event may be used to send an email notification.

Example: 20 seconds

If 120 seconds is entered in Held Open Time, the pre-alarm warning will be sent at 100
seconds and the 'Door held open' event at 120 seconds.

If 200 seconds is entered in Extended Held Open Time, the pre-alarm warning will be sent at
180 seconds and the 'Door held open' event at 200 seconds.

For more information, see Configuring Door Held-Open Settings on page 192.

Access time | The number of seconds the door remains unlocked after access has been granted.
when open

Note: This setting only applies, and must be configured, when the Strike Mode is set
to Full strike time.

Standard The number of seconds the door remains unlocked after access has been granted.
Access

Time If the door is not opened within this time, it will automatically lock.

Note: This time setting only applies, and must be configured, when the Strike Mode
is set to Cut short when open or Turn off on close.
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Held Open |The number of seconds a door can be held open before a 'Door held open' event is
Time generated.

Example: 120 seconds

For more information, see Configuring Door Held-Open Settings on page 192.

Extended The number of seconds the door remains unlocked after access has been granted to token
Access holders with extended access permissions.

This feature is useful for users that may require more time to enter a door.

Extended The number of seconds a door can be held open for users with extended access permissions
Held Open |before a Door held open' event is generated.

Time
This feature is useful for users that may require more time to enter a door, such as individuals
with accessibility needs.
Example: 200 seconds
For more information, see Configuring Door Held-Open Settings on page 192.
Card Identify the card formats that the door accepts by moving them into the Members column if
Formats they are not already listed.

All of the doors on a panel (and its subpanels) can collectively use at most 16 distinct card
formats, from the up to 128 card formats defined for the entire system.

When the door is created, the initial selection of card formats depends on:
o Ifthere are 16 or less card formats defined in the system, all card formats are in the
Members column.
o Ifthere are 17 or more card formats in the system, and:

° No card formats are selected for the panel assigned to the door, then the
Members column is empty. You must select the card formats accepted at the
door.

o Some door formats are selected for the panel assigned to the door, then those
formats are listed in the Members column. You can add more up to a total of 16.

o Ifthe door is created using a door template, and the template specifies:
© No Change: The Members column is populated as described above.

o Blank: Any selection from the panel is ignored and the Members column is
empty. You must select the card formats accepted at the door.

o Assign: The contents of the Members column from the panel are replaced by
the contents of the Members column from the door template.

o Add: Card formats not in the Members column from the panel that are in the
Members column of the door template are added, up to a maximum of 16. If
there are more than 16, you will have to manually adjust the list.

©o Remove: Any card formats in the Members column from the panel that are in
Members column of the door template are removed.

Simple Macros
Type Select a default macro that is triggered when the following conditions are met for this door.
Currently available macros include:
e Forced
o Held
e Pre-Alarm
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Schedule Define when this macro can be triggered.

Select a schedule from the drop down list. Only schedules that have been defined in the
system are listed.

Op Type Select an operation type used by this macro.
Output Select an output that is activated by the 'Type' condition.

Commands |Click Save Macro to save the settings for this canned macro. If this is a new macro, a new row
is automatically added below.

Click Remove Macro to delete a macro. This button only appears if the macro has been saved
in the system.

For more information, see Adding Simple Macros on page 200.
The following options are always active:

¢ Click this button to save your changes.
3 Click this button to discard your changes.

Create New Report | Click this button to generate a PDF report on this door.

Add Door Click this button to add a new door.

Transaction Report | Click this button to generate a PDF transaction report on this door.
Show Policy Click this button to generate a PDF report on the current door policy.

Hardware tab (Mercury Security)

When you click the Hardware tab at the Door Edit screen, the Mercury Hardware page is displayed. This
page allows you to connect and edit readers, inputs and outputs to the door.

Note: Fields in this list are dependent on the door or device. Some commands or fields are not
supported for all doors or devices.

Feature Description
Name The name of the door.
Alt Name The alternative name of the door.
Location The location of the door.

Appliance The appliance the door is connected to.
Vendor The name of the door manufacturer.
Installed Enables communication between the ACM appliance and installed device after saving.

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

Panel Specifies the panel the door is assigned to.

After you make your selection, new options may be displayed to define how the door is
connected to the panel.
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Feature

Description

Subpanel

Lock
Number
or

Door
Number

Unassign All
&

Elevators

Specifies the subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the selected main panel.

The number programmed for the lock. For all locks except SimonsVoss, this is a decimal
number. For SimonsVoss wireless locks, this is a hexadecimal number.

Click this button to reset all of the values below and start over.

To edit one of the readers, inputs or outputs that are connected to the door, click 4 beside
the hardware item:

If you click / beside the Reader or Alternate Reader, the Reader Edit page is
displayed.

* Ifyou click s beside the Door Position, REX #1 or Rex#2, the Input Edit page is
displayed.

If you click ’ beside Strike, the Output Edit page is displayed.

The following options are only listed if the door is an elevator.

Offline
Access

Facility
Access

Custom
Access

Elevator
Outputs

Elevator
Inputs

2}5
Create New
Report

Add Door

This identifies the floor that this door reader defaults to if communication between the
panel/subpanel and the door's reader goes offline. The door will automatically provide access
to one or more designated floors or doors, with or without card/code entry, if this condition
occurs.

Select the elevator access level from the drop down list.

Only the elevator levels that have been defined in the system are listed.

This identifies the elevator access level that this elevator defaults to if facility code mode is in
effect.

Select the elevator access level you require from the drop down list.

Only the elevator levels that have been defined in the system are listed.

This identifies the elevator access level that this elevator defaults to when custom code mode
is in effect.

Select the elevator access level you require from the drop down list.

Only the elevator levels that have been defined in the system are listed.

Select the output this elevator uses.

Select the input this elevator uses.

Click this button to save your changes.
Click this button to discard your changes.

Click this button to generate a PDF report on this door.

Click this button to add a new door.
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Feature Description

Transaction |Click this button to generate a PDF transaction report on this door.
Report

Show Policy | Click this button to generate a PDF report on the current door policy.

Reader Edit page (Mercury Security)

When you click the s icon beside the Reader or Alternate Reader field on the Door Hardware page, the
Reader Edit page is displayed. This page allows you to define the options for this reader.

Feature Description
Name Enter the name of this reader.
Alt.name Enter an alternative name for this reader.
Location Enter a brief description of the location of this reader.

Reader Type Select the communication protocol used by the reader. The options include:

« OSDP

OSDP is recommended for readers, controllers and subpanels communications.
OSDP offers support for bi-directional communication, Secure Channel Protocol
(SCP) to encrypt the traffic, and provides additional status values for readers,
improved LED controls, and simpler wiring.

* F/2F.

« D1/DO (Wiegand )

o CLK+Data (Mag) (NCl magnetic stripe standard)
e Custom (Default)

Note: Custom enables all options for all reader types. Readers configured
with versions of the ACM software earlier than Release 5.10.4 are assigned
this reader type when the software is upgraded to ensure that the previous
settings are retained.

The following options depend on the selected Reader Type and include:
LED drive Select the LED drive mode for this reader. The options depend on the reader model and
how it is wired and include:
¢ None
o Gen 1wire
¢ Reserved
e Sep Red/Grn no buzz
o Dorado 780
e LCD
« OSDP

Format by Check this box to indicate that this reader supports the format by nibble.
nibble
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Feature

Description

Bidirectional
F/2F Decoding

Inputs on
reader

Keypad decode

Wiegand
Trim Zero Bit

Secure
Channel
Protocol

Baud Rate

OSDP Address

Check this box to indicate that this reader can reader bidirectionally.
Check this box to indicate that this reader uses F or F2 decoding.

Check this box to indicate that this reader provides one or more input ports for serial input
arrays.

Select the keypad decode/encryption method that is used by this reader. The options
include:
¢ MR20 8-bit tamper
¢ Hughes ID 4-bit
¢ Indala
¢ MR20 8-bit no tamper
Check this box to indicate that this reader supports the Wiegand standard.
Check this box to indicate that this reader supports the trim zero bit standard.

Check this box to enable secure OSDP communication between the reader and the
controller. The reader must support SCP and must be in installation mode. The reader will
remain offline if a secure connection cannot be established.

CAUTION — Do not enable SCP on readers that support OSDPV1, such as the ViRDI
biometric reader, as this will make the reader inoperable. Secure channel is only
supported in by OSDPv2.

4 Y

Tip: If a reader with secured OSDP communication has to be replaced, it must be
replaced with a reader that supports OSDPv2. Communication between the
replacement reader and the controller must be secured, and the communication
between the controller and the other OSDPVv2 readers must be resecured.

Set the OSDP baud rate. This must be the same for all readers on a single port. Valid
values are 9600 (default), 19200, 38000 or 115200. If blank is selected, the system will
use default settings.

Note: Mercury controllers may auto-detect the OSDP baud rate. For more
information, refer to Mercury documentation.

See Appendix: pivCLASS Configuration on page 503.

Set the OSDP address. This must be different for each reader on a single port. Valid values
are O (reader 1default), 1 (reader 2 default), 2, and 3. If blank is selected, the system will
use default settings.

Note: Mercury controllers will first try the setting provided and if that does not
work, the controller will use default settings.
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Feature Description

OSDP Tracing |Displayed for OSDP readers only. If the box is checked, OSDP address tracing will be
logged inthemercury. txt appliance log for troubleshooting.

NCI magstripe |Check this box to indicate that this reader supports the NCI standard for magnetic stripes.

Supervised Check this box to indicate that this reader is supervised (outfitted with detection devices)

Partitions Displayed for a partitioned ACM appliance only. To restrict operator access to the item,
select one or more partitions. To allow all operators access to the item, do not select a
partition.

J Click this button to save your changes.

3 Click this button to discard your changes.

Input Edit page (Mercury Security)

When you click the s icon beside the Door Position or REX # field on the Door Hardware page, the Input
Edit page for the subpanel of the door is displayed. This page allows you to define the options for this input.

Feature Description

Input The name of the input point.
Installed Enables communication between the ACM appliance and installed device after saving.
Address The read-only address of this point.

EOL Select the End of Line resistance of this input.

resistance ) ) .
Only the EOL resistance that have been defined in the system are listed.

Debounce® | From the drop down list, select the number of units this input should be allowed to debounce.
Each unit is approximately 16 ms.

Hold time |Setthe amount of time that the alarm will stay in alarm after returning to normal.

For example, if the input point goes into alarm, then restores, it will hold it in that alarm state for
1to 15 seconds after it returns to normal before reporting the normal state.

Cameras |Select the camera from the window that this input activates if it goes into alarm.

Only those cameras previously defined for this system appear in this window.

Partitions | Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

J Click this button to save your changes.

3 Click this button to discard your changes.

Show Click this button to display the policies associated with this input module.
Policy

1Due to mechanical properties of a switch, when a switch is closed, there is a period of time in which the
electrical connection "bounces" between open and closed. To a microcontroller, this "bouncing" can be
interpreted as multiple button pushes. To suppress the "bouncing", the controller software is designed to
anticipate it. This is known as "debouncing a switch".
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Output Edit page (Mercury Security)

When you click the / icon beside the Strike field on the Door Hardware page, the Output Edit page for the
subpanel of the door is displayed. This page allows you to define the options for this output.

Feature Description

Output Enter a name for this output.
Installed Enables communication between the ACM appliance and installed device after saving.

Address The read-only address for this output point.

Operating |Select how the panel knows when the output point is active.

Mode
o Energized When Active — a current is expected to pass through the output point when it

is active.
+ Not Energized When Active — a current expected to pass through the output point
when it is inactive.

Partitions | Displayed for a partitioned ACM appliance only. To restrict operator access to the item, select
one or more partitions. To allow all operators access to the item, do not select a partition.

¢ Click this button to save your changes.

3 Click this button to discard your changes.

Show Click this button to display the policies associated with this output point.
Policy

Elev tab (Mercury Security)

When you click the Elev tab at the Door Edit screen, the Mercury Security Elev table displayed. This page
allows you to view elevator door details.

Feature Description

Name Name of the elevator door. If you click on the name it links back to the Parameters tab for the
door.

Inputs List of inputs for the related elevator input module.
Outputs | List of outputs for the related elevator output module.

Cameras tab (Mercury Security)

When you click the Cameras tab on the Door: Edit screen, the Camera page is displayed. From this page, you
can assign specific cameras to record video of the selected door.

Note: Fields in this list are dependent on the door or device. Some commands or fields are not
supported for all doors or devices.

Feature Description

Name The name of the door.
Alt Name The alternative name of the door.

Location The location of the door.
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Feature

Description

Appliance
Vendor
Installed

Partitions

Panel
Subpanel

Lock
Number

Door
Number

Camera
Type

Available
Members

Search

4
&S

The appliance the door is connected to.
The name of the door manufacturer.

Enables communication between the ACM appliance and installed device after
saving.

Displayed for a partitioned ACM appliance only. To restrict operator access to
the item, select one or more partitions. To allow all operators access to the item,
do not select a partition.

Specifies the panel the door is assigned to.

After you make your selection, new options may be displayed to define how the
door is connected to the panel.

Not applicable to Avigilon doors.

Specifies the subpanel that is connected to the door.

This option is only displayed if there is a subpanel connected to the selected
main panel.

Not applicable to Avigilon doors.

Enter the number ID for the set of inputs/outputs that are connected from the
subpanel to the door.

This option is only displayed if there are inputs or outputs connected to the
selected subpanel.

The number that has been assigned to the door module by the wireless lock
configuration device.

Select the external system that is connected to the camera.
The Available window is populated with those cameras that fit this definition.

Click the Camera button beside this field to view live video from the camera. For
more information on the video viewer window, see Configuring and Viewing
Live Video Stream on the next page.

This window displays a list of cameras that have been configured in the system.
To connect a camera to the door, select the camera from the Available list, then
click E] to move it to the Members list.

The window displays a list of cameras that are currently connected to the door.
To disconnect a camera from the door, select the camera from the Members list,
then click to move it to the Available list.

If you have more than 10 cameras, the Search feature may be displayed to help
you find the cameras you need.

In the Search field, enter the name of the camera you want to find, then click
Filter. You can narrow your search by selecting the Case-sensitive option. Click
Clear to restore the full list of available cameras.

Click this button to save your changes.
Click this button to discard your changes.

Click this button to generate a PDF report on this door.
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Feature Description
Add Door Click this button to add a new door.

Transaction |Click this button to generate a PDF transaction report on this door.
Report

Show Policy | Click this link to view a PDF report indicating the current policy associated with
this door.

Configuring and Viewing Live Video Stream

Overview

You can view the Llve Video window in ACM, if configured.

Typically, the Live Video window includes:

1 [Camera Displays controls for viewing the related camera video, including switching from live to
Controls recorded video, pan-tilt-zoom (PTZ) controls for PTZ cameras and changing the video
Tool Bar display layout.

2 |Camera List Displays all the cameras that are linked to the event. Click the name of a camera to display
the video. Use one of the multi-video layouts to display more than one camera at a time.

3 |Image Displays the video stream from the connected cameras. In the top-right corner, you can
Panel minimize and maximize the display or close the video.

Note: The window may look different and have different controls depending on the external camera
system that is connected to the ACM system.
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Configuring Live Video Stream
To configure live video stream from connected cameras:

1. Selects [# Physical Access > Doors.
2. Select the name of the door.
3. Onthe Cameras tab, select:

Camera Type The external system that is connected to the camera: Network, Exacq,
Avigilon or Milestone. Move the cameras to the Members column.

4. Click ¢tosaveyourchanges.

Click ¢ to discard your changes.
5. Click the Camera button to view live video from the camera.

Interlocks tab (Mercury Security Doors)

When you click the Interlocks tab on the Door: Edit screen, the Interlocks list is displayed. This page lists all
the Interlocks that have been added to the system.

Feature Description

Name The name of the interlock.

Click the name to edit the interlock.

Enabled This field indicates if the interlock is enabled. Select either Yes or No.
Schedule This field indicates what schedule is used to define when the interlock is active.
Delete Click =1 to delete this interlock from the list.

Add Interlock | Click this b